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1.0 Introduction

The Keyfactor Command Documentation Suite includes:
e Keyfactor Command Reference Guide
e Keyfactor APl Reference Guide
o Keyfactor Command Server Installation Guide
e Keyfactor Orchestrators Installation and Configuration Guide
e Keyfactor Command Release Notes & Upgrading
In addition, Keyfactor offers documentation for products that are not part of the Keyfactor Command

Documentation Suite, including the Keyfactor Command Upgrade Overview and installation guides
for third-party CA gateways that interface with Keyfactor, which are available upon request.
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2.0 Installing Servers

The Keyfactor Command solution by Keyfactor allows you to issue and manage certificates across
enterprise infrastructures to allow you to achieve end-to-end visibility, control, and automation
across all your machine identities so you can turn the impossible into the possible. It includes a web-
based Management Portal running on a SQL backend providing the command and control center for
managing certificates in the enterprise.

Keyfactor Command provides:

Visibility
Identify risks and prevent outages more effectively with a complete and continuous inventory of
all your cryptographic assets.

Control

Have ultimate flexibility to make all certificates trusted, compliant, and up-to-date—and keep
them that way.

Automation

Replace manual, error-prone tasks with automated key and certificate discovery, management,
and renewal.

Orchestration

Move from DevOps to DevSecOps by orchestrating and expanding cryptography to secure soft-
ware delivery pipelines.

In addition to the Management Portal, Keyfactor also offers:

Several agents and orchestrators for managing certificates in certificates stores via the Manage-
ment Portal (see Installing Orchestrators in the Keyfactor Orchestrators Installation and Config-
uration Guide).

Several certificate authority gateways to support management of and enrollment for certificates
from remote and cloud-based certificate providers via the Management Portal.

The Keyfactor API that integrates with the product to provide for customization (see Keyfactor
API Reference in the Keyfactor APl Reference Guide).

A certificate authority policy module with several policy handlers to provide policy control at the
Microsoft CA level (see Keyfactor CA Policy Module on page 153).

An SSH Key Manager that extends beyond certificate management and traditional PKI to give
security and network teams a simple, centralized solution to discover and manage SSH keys
across their server and cloud infrastructure (see SSH in the Keyfactor Command Reference
Guide).

Uniquely designed for PKI administrators to operate an enterprise PKI, it’s never been easier to
issue, revoke, renew, or replace a digital certificate. With exceptionally robust reporting and
management capabilities for all the certificates in an IT environment, the PKI administrator has a truly
scalable and entirely secure system for operating an enterprise PKI.
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2.1 Logical Architecture

Keyfactor Command is an n-tier application, consisting of a web/presentation layer, application tier,
and database tier. In addition, Keyfactor Command optionally includes a number of enroliment and
management components to help facilitate secure and/or automated certificate issuance and
delivery to various server and client platforms. The following sections provide views of the Keyfactor
Command architecture from a logical and physical standpoint.

CLIENTS INFRASTRUCTURE

ENROLLMENT SOURCE
MANAGEMENT CLIENTS ORCHESTRATORS

WEB SITE USERS ]

CERTIFICATE & SSH ] [ CERTIFICATE & SSH

___________________________________________ Identity Provider
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Keyfactor CA Certificate
Gateways Vendors
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Figure 1: Keyfactor Command Logical Architecture Diagram
The Keyfactor Command solution includes the following logical components:

¢ Client/ Orchestrator Tier:

° Certificate Enroliment and Management Tools—While many certificate management func-
tions can be performed in a completely agentless fashion, Keyfactor Command provides a
number of enrollment and management tools to enable enhanced functionality where
needed.

o Certificate Source Orchestrators (aka Agents) and Gateways—Keyfactor Command gathers
information about an enterprise’s certificates and SSH keys from a number of different
sources, including Microsoft and EJBCA CA databases, SSL scans, SSH key scans, API-
based import, Java keystores, PEM certificate stores, F5 devices, NetScaler devices,
Amazon Web Services (AWS) locations, select certificate vendor certificates via gateways,
and manual import through the Keyfactor Command Management Portal.

e Web Tier:

° Management Portal—Keyfactor Command includes a web-based Management Portal that
provides a PKI operations dashboard for administrators. It also enables certificate officers to
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easily search for and locate certificates and then perform management functions on them
such as revocation or recovery. In addition, Keyfactor Command allows every certificate to
be tagged with additional customer-defined metadata about the certificate, such as points of
contact, certificate/app owners, etc. From within the Management Portal, administrators can
inventory and manage secure shell (SSH) keys across the enterprise, while users can issue
new SSH keys.

Enroliment Web Pages—Keyfactor Command includes issuance capabilities to a wide array
of platforms, including Mac auto-enroliment, PKCS#12-based certificate issuance, and web-
based CSR submission for administrator enroliment. PKCS#12 (PFX) and CSR enrollment
are supported against Microsoft CAs in the local forest, remote CAs—with or without trust
relationships—and non-domain-joined Microsoft and EJBCA CAs.

Web APls—Keyfactor Command is implemented with a robust and continually growing set of
APIls that allow integration of Keyfactor Command functionality with the set of Keyfactor
Command clients and orchestrators, as well as third-party or customer-created software or
scripts.

e App Tier:

o

Event History and Audit Logging—Keyfactor Command maintains a record of operations that
are performed on a certificate and the individual who performed the operation. This includes
information such as initial synchronization date, additions to and removals from certificate
stores, certificate recovery, and certificate revocation.

Role-Based Policy Enforcement—Keyfactor Command offers a rich, role-based permissions
model that allows you to create your own roles as needed within the Keyfactor Command
Management Portal. Users can be assigned to roles based upon Active Directory group
memberships or individually, and then each role can be assigned granular Keyfactor
Command permissions such as report creation, certificate revocation or renewal, or
metadata update.

Dashboard and Report Engine—Keyfactor Command contains a dynamic dashboard along
with several built-in reports generated using the Logi Analytics Platform.

Certificate Query & Collections—Keyfactor Command allows certificate administrators to
query the certificate database using various search criteria. In addition, the bulk of
Keyfactor Command’s reporting and automated notification functionality can be driven
through certificate collections, which are a user-definable mechanism that allows organ-
izations to report on groups of certificates based on selection criteria.

Workflow Builder—The workflow builder in Keyfactor Command allows you to easily automate
event-driven tasks when a certificate is requested or revoked. The workflows can be
configured with multiple steps between the start and end of the operation that offer a simple
way to configure notifications, approvals, and end-to-end automation. This provides for oper-
ational agility in an intuitive and easy-to-configure manner. The workflow builder is highly
customizable with options to execute PowerShell scripts, invoke REST requests, send email
messages, and require one or more approvals built in, and facilities to build custom steps to
allow many more functions to be built as needed.

Alert Notice Generator—Keyfactor Command allows you to configure customized email noti-
fications for impending certificate expiration, revocation expiration, pending certificate
requests, issued certificate requests and denied certificate requests. These notifications
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can be sent at configurable intervals, and may contain ASCIl or HTML content, along with
relevant information about the certificate or request in question (e.g. subject DN, issuer,
thumbprint, template, custom metadata, etc.)

° Certificate Request Alerting—Keyfactor Command provides interfaces through which admin-
istrators can request certificates that require CA-level manager approval, interfaces where
the approvers can either issue or deny the certificate request, and interfaces where the
requesters can then download the certificates. This, along with the notice generator,
provides an end-to-end flow for certificate requests that require CA-level manager
approval.

° Alert Handlers—In addition to the notice generator that provides email alerts for SSH key
and certificate expiration and enrollment workflow, Keyfactor Command also provides
optional handlers that can be used in the certificate request and expiration alerts to output
the information to the event log rather than sending it via email, run a PowerShell script, or
automatically renew expiring certificates that are found in certificate store locations.

o Keyfactor Command Service—The Keyfactor Command Service (a.k.a. the timer service) is
designed to continually keep the Keyfactor Command SQL database synchronized with the
contents of every configured Microsoft and EJBCA CA database in the organization as well
as external certificates located on servers it can scan. The service can perform full or partial
scans of different CAs at user-defined intervals. This enables a rapidly-accessible, easily
queried mirror of CA database information that can then be put to use via Keyfactor
Command. Synchronization of CA information is supported for Microsoft CAs joined to the
local forest, remote domain-joined Microsoft CAs—with or without trust relationships—and
non-domain-joined Microsoft and EJBCA CAs. The Keyfactor Command Service is also
responsible for executing a variety of periodic tasks, including scheduled reports, alerts and
cleanup jobs.

e Data Tier:

° SQL Database—Keyfactor leverages a Microsoft SQL Server database to store the inform-
ation that Keyfactor Command uses.

¢ Microsoft Certification Authority Components:

° RFC 2818 Policy Handler—The RFC 2818 Policy Handler integrates with the Microsoft CA to
allow you to automate the addition of a DNS SAN matching the CN of the requested certi-
ficate for selected templates.

° SAN Attribute Policy Handler—The SAN Attribute Policy Handler allows the addition of SANs
not included in the CSR when making a CSR enroliment request. The added SANs will over-
write any existing SANs in the CSR. This functionality is the same as that seen with the
Microsoft default policy module for the CA as a whole when the CA EDITF_
ATTRIBUTESUBJECTALTNAME2 flag is set except the SAN Attribute Policy Handler
provides the ability to control SAN addition on a template-by-template basis without the
need to enable the Microsoft CA EDITF_ATTRIBUTESUBJECTALTNAME? flag.

° Whitelist Policy Handler—The Whitelist Policy Handler integrates with the Microsoft CA to
allow you to restrict certificate enroliment on that CA for a configured certificate template or
templates to only designated client machines. This allows you, for example, to force certi-
ficate enrollment for web server certificates to be accepted only via the Keyfactor Command
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Management Portal and denied when coming from the Microsoft certificates MMC or IIS on
the target servers for web server certificates.

e Enterprise Infrastructure:

° Certification Authorities—Keyfactor Command has been built from the ground up to make it
easier to operate organizational PKls. This allows you to benefit from Keyfactor Command’s
extended features around Microsoft CA capabilities such as certificate templates, enroll-
ment and recovery agents, and private key recovery. Keyfactor Command’s integration with
EJBCA provides support for capabilities such as certificate profiles, end entity profiles,
enrollment, and revocation.

° |dentity Providers—Keyfactor Command relies on an identity provider to support authen-
tication to the Management Portal and the Keyfactor APl and supporting group memberships
for Keyfactor Command role assignments. Historically, the product has been integrated with
Microsoft Active Directory, using AD for Microsoft CA and certificate template enumeration
and for the inclusion of AD account attributes in the content of issued certificates. With the
release of Keyfactor Command version 11.0, support for identity providers expands beyond
Active Directory. Users may choose between Active Directory and an open authorization
(OAuth) 2.0 compliant identity provider with a complete implementation of the OpenlID
Connect (OIDC) protocol including the Keyfactor-provided Keyfactor Identity Provider.

2.2 Physical Architecture

Figure 2: Keyfactor Command Physical Architecture Diagram shows the physical architecture of the
Keyfactor Command solution.
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Figure 2: Keyfactor Command Physical Architecture Diagram

For simplicity, the servers in Figure 2: Keyfactor Command Physical Architecture Diagram are shown
as single physical instances. In practice, these servers may be virtual machines and may be load
balanced or clustered to meet availability or performance requirements. The diagram includes some
optional components—including the Keyfactor vendor gateways and Keyfactor orchestrators—which
are not covered in this guide. For more information about these components, see the Keyfactor
Orchestrators Installation and Configuration Guide and the documentation for each of the gateways.

o Keyfactor Command-Dedicated Servers’:

o Keyfactor Command Server—This server hosts the Keyfactor Command Management Portal,
the Keyfactor Command Services roles, and the Logi Analytics Platform for report gener-
ation. These roles run as ASP.NET (4.5 or higher) applications on IIS. Both Windows Server
2019 and 2022 are supported.

¢ Enterprise-Shared Servers:

° Microsoft SQL Server—Keyfactor Command supports Microsoft SQL Server 2017, 2019 and
2022 all with TLS encryption enabled for its primary database. While a dedicated SQL
deployment is certainly an option, many organizations maintain a well-established SQL
server farm to support multiple applications within the organization; if preferred, Keyfactor
Command can easily make use of such a service. Keyfactor does not recommend locating the
Keyfactor Command roles on the SQL server in a production deployment.

The roles described in this section may be co-located on a single physical or virtual server or may
be further separated to multiple machines.
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° Web Reverse Proxy—If Internet-based access is required, the Keyfactor Command services
can be published through a variety of reverse proxy products such as Microsoft UAG/TMG,
F5, SiteMinder, or Citrix NetScaler.

© Network-based Hardware Security Module (HSM not pictured)—In certain configurations,
Keyfactor Command requires the use of Enrollment Agent (EA) and/or Key Recovery Agent
(KRA) certificates. To provide additional security over these certificates’ private keys,
Keyfactor strongly recommends the use of a Hardware Security Module (HSM) such as the
Thales NetHSM if these features will be used.

2.3 Solution Design

Keyfactor Command supports a number of different deployment architectures to help provide for
different needs from small and simple to highly available. The solution can be as simple as one
Keyfactor Command server hosting all the Keyfactor Command roles (other than the policy handlers,
which are installed on a Microsoft CA) or the roles can be separated onto different machines to
provide increased security or distribute the load. Redundant servers can be added to provide for
high availability—either within the same data center or across data centers. Keyfactor expects that
the specifics of a high availability deployment plan would be finalized as part of the project rollout.

(Chains to Policy /

Root CA)
Keyfactor Command Server ﬂ
Management Portal
Services Role
Reverse Proxy Logi Analytics Platform Issuing Microsoft CA
with optional Keyfactor
Policy Handlers

i

Internal Clients
and Servers

[Eﬁ'ﬁ"ﬁft-.

M5 SOL’SeN;r
Figure 3: Simple Keyfactor Command Solution Design

2.4 Keyfactor Command Server

The Keyfactor Command solution by Keyfactor allows you to issue and manage certificates across
enterprise infrastructures to allow you to achieve end-to-end visibility, control, and automation
across all your machine identities so you can turn the impossible into the possible.
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2.4.1 System Requirements

Table 1: System Requirements provides the recommendations for minimum system specifications

used by Keyfactor Command components. All servers may be deployed as virtual machines and may
be part of a clustering or load-balanced architecture, if desired. If the Keyfactor Command roles are
co-located, the specifications may need to be scaled accordingly. All Microsoft-supported methods
for making SQL Server highly available are supported. For most high availability requirements,
Keyfactor recommends using always on availability groups (see SQL Server on page 50).

Important: SSH management in Keyfactor Command with the Keyfactor Bash Orchestrator
(see SSHin the Keyfactor Command Reference Guide) is only supported when using Active
Directory as an identity provider (see Selecting an Identity Provider for Keyfactor Command
in the Keyfactor Command Server Installation Guide). The SSH option in the Management
Portal will only appear when Keyfactor Command is installed using Active Directory as an iden-
tity provider (and with a license that supports SSH).

Table 1: System Requirements

Minimum Requirements

e Windows Server 2019 or 2022

e Internet Information Services (I1S) with:

Keyfactor
Command Server
(Management
Portal, Keyfactor
API, and Services
roles)

Basic Authentication—if you plan to use Active Directory as an identity
provider (see Selecting an Identity Provider for Keyfactor Command on

page 11)

Windows Authentication—if you plan to use Active Directory as an identity
provider with Windows authentication (see Selecting an Identity Provider for
Keyfactor Command on page 11)

ASP.NET 4.7 or greater

The Active Directory Module for Windows PowerShell

See Install IIS and .NET on the Keyfactor Command Server on page 78.

e ASP.NET Core Hosting Bundle version 6.0 (x64). Version 6.0 is available for
download from Microsoft:

https://dotnet.microsoft.com/download/dotnet/6.0/runtime

You need the ASP.NET Core Hosting Bundle, not the .NET Runtime (x64) or the
ASP.NET Core Runtime. At the above link, this would be the Download Hosting
Bundle option under the Run server apps heading.

KEYFACTOR
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Minimum Requirements

Run server apps

Do you want to run web/server applications? The ASPANET
Core Hosting Bundle includes the .NET Runtime
ASP.NET Core Runtime. If installed on a machin
it'll also add the ASP.NET Core IIS Modyfe.

ith 1S,

[ Download Hosting Bundle ’]

Figure 4: Select the Download Hosting Bundle Option Under Run Server Apps
You can use the following PowerShell command to check the .NET core version
(s) installed on a server (if any):

dotnet --list-runtimes

Output from this command will look something like this if you have the correct 6.0
x64 version of the .NET Hosting Bundle installed (notice the path is in C:\Pro-
gram Files, not C:\Program Files (x86), indicating this is the x64 version):

Microsoft.AspNetCore.App 6.0.21 [C:\Program
Files\dotnet\shared\Microsoft.AspNetCore.App]

A Important: The ASP.NET Core Hosting Bundle should not be installed
before installing IIS. If the hosting bundle is installed before IIS is
installed, the bundle will not function correctly after the IIS install and will

require repair.

e .NET Framework 4.7.2 or greater
e 4 GB RAM, 2 GHz CPU, 40 GB disk
¢ Keyfactor Command license key for the current release

Microsoft SQL Ability to connect to a Microsoft SQL Server 2017, 2019, or 2022 all with
Database TLS encryption enabled and compatibility level 130 or higher.

8 GB RAM, 2+ GHz CPU (>= 2 cores), 500 GB disk
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Minimum Requirements

Browser to e Chrome: 99.0.4844.74+

Access the * Firefox: 98.0+

Management e Microsoft Edge: 99.0.1150.30+

Portal

EJBCA CA e EJBCA Enterprise version 7.8.1 or later is supported.

(Optional) e The EJBCA REST API must be enabled to interoperate with Keyfactor Command

(see System Configuration -> Protocol Configuration in the EJBCA admin-
istration portal).

2.4.2 Planning & Preparing

Before you install Keyfactor Command, you need to consider the components that make it up and its
dependencies and decide where you want each role to reside, which roles—if any—you want to be
highly available, and which features you’re going to enable. It’s possible to start with a non-
redundant implementation and then add redundancy at a later time, but it’s best to plan ahead for this
if it’s the desired goal.

Your license for Keyfactor Command may not include all the roles described in this document, so
some sections of this guide may not apply to your implementation.

Once you’ve made these planning decisions, you then need to follow the steps outlined in this
section that need to be taken prior to a Keyfactor Command implementation to install the prerequis-
ites, create the required supporting components, and gather the necessary information to complete
the Keyfactor Command installation and configuration process.

2.4.2.1 Selecting an Identity Provider for Keyfactor Command

Identity providers are used to provide a method for authenticating access to Keyfactor Command.
Keyfactor Command supports Microsoft Active Directory and open authorization (OAuth) 2.0
compliant identity providers with a complete implementation of the OpenID Connect

(OIDC) protocol. Keyfactor Command has been tested with the following identity providers:

¢ Active Directory

Microsoft’s Active Directory has historically been the only identity provider supported by
Keyfactor Command. With Active Directory, you can authenticate users defined in the Active
Directory forest to which the Keyfactor Command server is joined and users from forests in a
trust with this forest using integrated Windows authentication. Users may alternatively be
authenticated to Keyfactor Command using Basic authentication when you opt for Active
Directory as your identity provider. Active Directory supports user, group and computer
accounts.

e Keyfactor Identity Provider

KEYFACTOR 11.4 Keyfactor Command Server Installation Guide 11



Keyfactor Identity Provider is a lightweight application that is easily installed in the same envir-
onment as Keyfactor Command to provide standalone authentication separate from Active
Directory. It may be used directly to supply authentication or it may be used to federate authen-
tication to another OAuth 2.0 compliant identity provider (e.g. Okta, Ping Identity). Keyfactor
Identity Provider runs in a Linux-based Docker container. Keyfactor Identity Provider supports
users and groups.

¢ AuthO

AuthO is a cloud-based OAuth 2.0 compliant identity and access management (IAM) solution
owned by Okta.

A given Keyfactor Command server may be configured with only one identity provider. If desired, you
may configure an environment with multiple Keyfactor Command servers and configure a different
identity provider for each Keyfactor Command server.

Installing Keyfactor Identity Provider

If you’ve opted to use Keyfactor Identity Provider as your identity provider for Keyfactor Command,
you’ll need to install and configure it before installing Keyfactor Command. Keyfactor Identity
Provider runs in a Docker container on a Linux machine and is configured to use a Microsoft SQL
database to store its data (configuration, user and group accounts, etc).

Keyfactor Identity Provider has the following requirements:

e Linux

e Docker

e Javaversion 12 or later
¢ Microsoft SQL Server
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This guide assumes you are starting from a base of already having a Linux server with Docker
installed. Instructions for installing and configuring Linux and Docker are beyond the scope of this
guide. Some helpful web pages include:

e https://ubuntu.com/server/docs/installation

e https://docs.docker.com/engine/install/ubuntu/

Preparing

To get ready to install Keyfactor Identity Provider you will need to gather a few pieces of information,
copy some certificate files to your Linux machine, and set up a database and user in SQL.

Prepare Certificates

Keyfactor Identity Provider uses these certificates:

¢ The certificate chain for the certificate used to secure the Microsoft SQL server that will host
the database for Keyfactor Identity Provider to allow it to connect to the SQL server using an
encrypted connection (see Using SSL to Connect to SQL Server on page 54).

Note: If you choose to connect to the SQL server using the SQL server’s IP address, the
SSL certificate on the SQL server will need to include the SQL server’s IP address as a
SAN.

¢ An SSL certificate with private key in the name of the server hosting the Docker container for
Keyfactor Identity Provider to allow administrators to connect to the web-based administration
interface for Keyfactor Identity Provider over an encrypted channel.

To prepare the SQL certificate chain:

1. On the Microsoft SQL server, open the certificates MMC for the local machine store using one
of these methods:

¢ Using the GUI:

a. Open an empty instance of the Microsoft Management Console (MMC).
b. Choose File->Add/Remove Snap-in....
c. Inthe Available snap-ins column, highlight Certificates and click Add.

d. Inthe Certificates snap-in popup, choose the radio button for Computer account,
click Next, accept the default of Local computer, and click Finish.

e. Click OKto close the Add or Remove Snap-ins dialog.

¢ Using the command line:

a. Openacommand prompt using the “Run as administrator” option.
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b. Within the command prompt type the following to open the certificates MMC:

certim.msc

2. Drill down to the Personal folder under Certificates for the Local Computer. Locate the certi-
ficate used to secure connections to your SQL server (see Using SSL to Connectto SQL
Server on page 54).

3. Right-click the certificate and choose All Tasks->Export....

4. Follow the export wizard, choosing not to export the private key, choosing a format of P7B, and
opting to including the chain certificates.

& L¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(O DER encoded binary X.509 (.CER)
(O Base-64 encoded X.509 (.CER)

(® Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (.SST)

Next Cancel

Figure 5: Export the SQL Server Certificate as a P7B
5. Copy the exported file to a working directory on the Docker host.

6. Onthe Docker host, use OpenSSL to extract the certificate and chain from the P7B file with a
command similar to the following:

sudo openssl pkcs7 -inform der -in /my/path/mysqglcert.p7b -print_certs -out
/my/path/mysqlchain.pem

9 Tip: See the next step for a script that completes this step and the following step.
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7. Split the resulting certificate file into separate files, one for each certificate. One approach to
this is to use a script similar to the following (which also includes the preceding command):

#!/bin/bash

# Extract certificates and chain from the .p7b file
openssl pkcs7 -inform der -print_certs -in /my/path/mysqlcert.p7b -out mysqglchain.pem

# Split the chain certificates into separate files
csplit -s -z -f cert_ mysqlchain.pem '/subject=/" "{*}'

# Remove the SQL certificate file generated by csplit leaving only the chain
rm -f cert_o00

# Rename the extracted certificates

for file in cert_*; do
subject=$(openssl x509 -noout -subject -in "$file")
filename=$(echo "$subject” | sed -n "s/.*CN = \([*,]*\).*/\1/p")
mv "$file" "$filename.crt”

done

Tip: To create this script, use your text editor (e.g. nano, vi) to open a new file, paste the
entire contents of the script into the file, and save. Change the permissions on the file to
be executable and execute. For example:

sudo chmod 755 extract.sh

./extract.sh

8. Use the Java keytool command to create a Java truststore containing all of the certificates that
are part of the chain required to trust the certificate used to secure connections to your SQL
server. Each certificate (extracted as per the previous step) needs to be imported into the trust-
store separately using a command similar to the following:

sudo keytool -import -file /my/path/mychaincertl.crt -keystore /my/path/sql-
truststore -alias mychaincertl -trustcacerts -storepass "MySuperSecureStorePassword"

When prompted, review the certificate and answer “yes” to trust it as appropriate.
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To prepare the SSL certificate:

1. Acquire the SSL certificate using the Fully Qualified Domain Name (FQDN) of the server or alias
used for the Keyfactor Identity Provider Docker host. This is the name that you will use to
access Keyfactor Identity Provider via a browser for management purposes and that Keyfactor
Command will use to access Keyfactor Identity Provider for authentication purposes.

2. Copy the certificate together with its private key to a working directory on the Docker host.

3. Depending on the method you used to acquire your certificate, you may need to manipulate it on
the Docker host to get it into the correct format. You need separate PEM-encoded unencrypted
private key and certificate files. If your certificate is a PKCS#12 file, you can use OpenSSL
commands similar to the following to extract the certificate and key:

Extract just the certificate, not any chain certificates or the key:

sudo openssl pkcsl2 -in /my/path/mycert.pfx -clcerts -nokeys -out
/my/path/mycert.cer

Extract just the key:
sudo openssl pkcsl2 -in /my/path/mycert.pfx -nocerts -out /my/path/mycert_key.pem

Decrypt the key:

sudo openssl rsa -in /my/path/mycert_key.pem -out /my/path/mycert_key-plain.pem
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SQL Setup

Keyfactor Identity Provider uses Microsoft SQL Server with SQL authentication, not Windows
authentication. Your SQL server must be configured to support mixed mode authentication in order
to use the SQL authentication. The database for Keyfactor Identity Provider needs to be created in

SQL before the deployment is done and appropriate permissions granted for the SQL user you will
configure in Keyfactor Identity Provider to make the connection to SQL.

On your Microsoft SQL server:

1. lIdentify an existing SQL login using SQL authentication (not Windows authentication) or create
a new login to be used for Keyfactor Identity Provider to authenticate to SQL.
B Login - New - O X
| Selectapage T Script v @ Help
# General
: ﬁzewre;’l'::::g Login name: |keyfactof_idp | Search...
# Securables (O Windows authentication
# Status /© SQL Server authentication
Sdmtmsflﬂsevaﬂ:z:-‘anun,nut Password: |ocoocooc |
Confirm password: |nnuu |
Specify old password
e 0ld password Vourmaywito
Enforce password policy e
Enforce password expiration
L0
Figure 6: Add a SQL Authentication Login
2. Create a new database in SQL and grant the SQL login you created in the previous step at least
dbo permissions on the database. You can do this either by setting it as the database owner
while creating the database or by going back into the login after the database is created and
granting the access on the User Mapping tab.
KEYFACTOR 11.4 Keyfactor Command Server Installation Guide
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B New Database — O X
Selectapage O Script v @ Help
# General
# Options Database name: |KeyfactoriDP |
# Filegroups
Owner: [<default> J I:l
e e /
Logical Name File Type Filegroup Initial Size (M... Autogrowth / Maxsize Path
KeyfactorlDP  ROWS ..  PRIMARY 8 7777777777777777777 - By 64 MB, Unlimited .. ExsQ
KeyfactorlD. LOG Not Applicable 8 By 64 MB, Unlimited ... EASQ
g4 Select Database Owner X ‘
Select these object types:
Logins Object Types...
q Set the database owmer to the user you created for
Keyfactor Identity Provider.
Enter the object na to select (examples):
[keyfactor_idp] Chec
Browse...
H
OK Cancel Help
>
Add Remove
OK Cancel

Figure 7: Add a SQL Database

Gather Information

You will need the following information in order to appropriately configure the installation file for the
Keyfactor Identity Provider container:

¢ A username and password for the initial administrative user that will be created in Keyfactor Iden-
tity Provider. By default, the username adminis used.

e The fully qualified domain name (FQDN) that you will use to access Keyfactor Identity Provider
from a browser. This is typically the hostname of the container host.

e The FQDN or IP address of the SQL server hosting the database for Keyfactor Identity Provider.
If you choose to use the IP address, the SSL certificate on the SQL server will need to include
the SQL server’s IP address as a SAN. If you configured your database in a non-default instance
or your SQL is running on a non-standard port, you will need this information as well.

¢ The name of the database you created in SQL for Keyfactor Identity Provider.
e The username and password for the login you created in SQL for Keyfactor Identity Provider.

e The path to the sql-truststore Java keystore you created as per Prepare Certificates on
page 13.

e The paths to the server certificate (mycert.cer) and unencrypted private key (mycert_key-
plain.pem) you prepared as per Prepare Certificates on page 13.
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¢ The IP address of at least one DNS server in your environment that can be used to resolve the
hostname of the SQL server if that server isn’t publicly routable and you’re not connecting to
the SQL server via IP address.

¢ The path for the Keyfactor Identity Provider image you will install.

Note: The image artifactory will be available soon. For more information, check with your
Keyfactor Client Success Manager or contact support@keyfactor.com.

Installing Using Docker Compose

The following section covers installing Keyfactor Identity Provider using a Docker compose file.

To install Keyfactor Identity Provider in a Linux container and start the container using Docker
compose:

1. Create a directory from which you will run the Docker container. For example:
sudo mkdir /opt/kyfidp

2. Copy the sql-truststore Java truststore you created (see Prepare Certificates on page 13) into
the directory you created for the Docker container and set the permissions appropriately. It
needs to be readable by the user the Docker container will run as (by default root) and its group.
For example:

sudo chown root:root sql-truststore

sudo chmod 440 sql-truststore

3. Copy the certificate and key for the Docker host (see Prepare Certificates on page 13) into the
directory you created for the Docker container and set the permissions appropriately. They
need to be readable by the user the Docker container will run as (by default root) and its group.
For example:

sudo chown root:root appsrvril8keyexamplecom-server.cer
sudo chown root:root appsrvril8keyexamplecom-key-plain.pem
sudo chmod 440 appsrvril8keyexamplecom-server.cer

sudo chmod 440 appsrvril8keyexamplecom-key-plain.pem

4. From your Docker host, retrieve the Keyfactor Identity Provider image from the artifactory with
commands similar to the following (placing the token or API key provided to you by Keyfactor in
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the my_password file):

sudo nano my_password.txt

cat my _password.txt | sudo docker login keyexample.jfrog.io --username username --
password-stdin

sudo docker pull keyexample.jfrog.io/keyexample/command/auth-server:21.1.1

Note: The image artifactory will be available soon. For more information, check with your
Keyfactor Client Success Manager or contact support@keyfactor.com.

Create a Docker compose file (compose.yaml) in the directory you created for the Docker
container similar to the following, using inputs as per Table 2: Keyfactor Identity Provider
Container Parameters and referencing the artifactory you pulled. The fields highlighted in red
below indicate fields that need to be edited or that you may wish to edit.

services:
auth:

image: keyexample.jfrog.io/keyexample/command/auth-server:21.1.1 # Reference the correct arti-
factory

container_name: kyfidp # Give your container a name, if desired
ports:

- "1443:8443" # The first number is the port you will use to access the Keyfactor Identity
Provider; do not change the second number
environment:
KC_HTTPS_CERTIFICATE_FILE: /etc/x509/https/tls.crt
KC_HTTPS_CERTIFICATE_KEY FILE: /etc/x509/https/tls.key
KC_SPI_THEME_DEFAULT: Keyfactor-Keycloak-Theme

KEYCLOAK_ADMIN: admin # The initial administrator user
KEYCLOAK_ADMIN_PASSWORD: 'MySuperSecureAdminPassword' # The admin user's password needs

quotes under some circumstances if it contains special characters

CLIENT_SECRET: 'MySuperSecureKeyfactorIDPOIDCClientPassword' # FIPS compliant password used
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to assign a unique and complex secret for the Command-OIDC-Client
KC_HOSTNAME: appsrvril8.keyexample.com # The FQDN of your Docker host

# This field is only required if you're using a port other than 443
KC_HOSTNAME_PORT: 1443

# This user must be dbo on KC_DB_URL_DATABASE

KC_DB_USERNAME: keyfactor_idp # The SQL username

KC_DB_PASSWORD: 'MySuperSecureSQLUserPassword' # The SQL user's password needs quotes under
some circumstances if it contains special characters

KC_DB_URL_HOST: sqlsrvre5.keyexample.com # The FQDN of your SQL server

KC_DB_URL_DATABASE: KeyfactorIDP # The database name created in SQL for the Keyfactor Iden-
tity Provider

KC_DB: mssql

KC_TRANSACTION_ XA ENABLED: false

# The SQL connection string in the following value contains the truststore name and pass-
word

KC_DB_URL_PROPERTIES:
';encrypt=true;trustServerCertificate=false;sendStringParametersAsUnicode=false;Integrated Secur-
ity=False;Persist Security Info=True;trustStore=/temp/sql-trust-
store;trustStorePassword=MySuperSecureJKSStorePassword; "'

# This value must be configured even if you do not have a reverse proxy
KC_PROXY: none

command :

- start --import-realm

# The first value in each of the following represents a location on your physical server,
which is being mapped to a path in the container represented by the second value.
volumes:
- ./mycert.cer:/etc/x509/https/tls.crt
- ./mycert_key-plain.pem:/etc/x509/https/tls.key
- ./sql-truststore:/temp/sql-truststore

# Optionally set the DNS server(s) for the Keyfactor Identity Provider server
dns:

- 192.168.12.2

- 192.168.12.3
restart: always

6. Setthe permissions onthe compose.yamlfile such that the file is owned by root and readable
only by root (this assumes your Docker daemon is running as root, which is typical). For example:
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sudo chown root:root compose.yaml

sudo chmod 400 compose.yaml

7. Execute the following command to install and run the container in the foreground:

sudo docker compose up

You can instead run it in the background by adding the -d flag like so, but it can sometimes be
helpful to run it in the foreground initially so that you can easily review the log output live:

sudo docker compose up -d
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CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS
NAMES
b2abfe2b2b92  art.examplel.com/condev-con/ejbca/ejbca-proxy:8.2.0 "/opt/key-
factor/bin/.." 2 months ago Up 2 months 8009/tcp, 8081-8082/tcp, :::80->8080/tcp,
:::443->8443/tcp  ejbca82
eed6leb238ba mariadb:latest "docker-entry-
point.s.." 2 months ago Up 2 months ©.0.0.0:3306->3306/tcp, :::3306->3306/tcp

ejbca8l-database

Ocfalbdclcad  art.example2.com/condev-exam/command/auth-server:latest "/opt/ky-
fidp/bin/k.." 3 months ago Up 3 months 8080/tcp, 0.0.0.0:5443->8443/tcp, :::5443-
>8443/tcp kyfidp

Then use the following command to output the current log (with the optional --follow to
make output continuous):

sudo docker container logs [--follow] [container ID or name]

Table 2: Keyfactor Identity Provider Container Parameters

image

container_
name

environment

environment

environment

environment

CLIENT_SECRET

KC_HTTPS_
CERTIFICATE_FILE

KC_HTTPS_
CERTIFICATE_
KEY_FILE

KC_SPI_THEME_
DEFAULT

Required*. The path to the artifactory and image for the
Keyfactor Identity Provider implementation.

A name to give to the container, if desired, for ease of refer-
ence.

Required*. Assign a complex and unique FIPS compliant secret
to the Command-OIDC-Client created for Keyfactor Identity
Provider. This is provided at database initialization and is also
entered in Keyfactor Command to create a connection to
Keyfactor Identity Provider, so be sure to retain this secret is a
secure location.

Required. The path and filename of the location within the
container where the SSL certificate for the Docker host (see
Prepare Certificates on page 13) will live.

Required. The path and filename of the location within the
container where the SSL certificate key for the Docker host
(see Prepare Certificates on page 13) will live.

Required. The theme for the Keyfactor Identity Provider imple-
mentation.
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environment

environment

environment

environment

environment

environment

environment

environment

environment

environment

environment

environment

KEYCLOAK_ADMIN

KEYCLOAK_
ADMIN _
PASSWORD

KC_HOSTNAME

KC_HOSTNAME_
PORT

KC_DB

KC_DB_URL_HOST

KC_DB_URL_
DATABASE

KC_DB_
PASSWORD

KC_DB_
USERNAME

KC_DB_URL_
PROPERTIES

KC_
TRANSACTION_
XA_ENABLED

KC_PROXY

Required. The username for the initial administrative user for
Keyfactor Identity Provider. The default is admin.

Required*. Set a secure password for the initial administrative
user for Keyfactor Identity Provider.

Required*. The is the fully qualified domain name of the Docker
host where you are deploying your container.

The port number you will use to access Keyfactor Identity
Provider via a browser. This field only needs to be populated if
you won’t be using 443. If you’ll be using 443, the entry should
be commented out or removed.

Required*. The type of SQL server. Only Microsoft SQL
Server is supported (mssq]l).

Required*. The fully qualified domain name of the Microsoft
SQL server that will host the database for Keyfactor Identity
Provider.

Required*. The name of the Keyfactor Identity Provider data-
base you pre-created in SQL per SQL Setup on page 17.

Required*. The password for the SQL login to which you
granted database ownership permissions on the Keyfactor
Identity Provider database per SQL Setup on page 17.

Required*. The username for the SQL login to which you
granted database ownership permissions on the Keyfactor
Identity Provider database per SQL Setup on page 17.

Required’. The SQL database connection string including the
password you set to secure the Java keystore that holds the
SQL server’s certificate as per Prepare Certificates on

page 13.

A Boolean that indicates whether the database for the install-
ation supports XA transactions.

The proxy address forwarding mode if the server is behind a
reverse proxy.
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ports The first number in the ports field indicates the port number
you will use to access Keyfactor Identity Provider via a
browser and that Keyfactor Command will use to access
Keyfactor Identity Provider. If there are no other containers
using this port on this Docker host, you may use 443. If 443 is
already in use, you will need to change this to an alternate port
(e.g. 1443). The second number in the ports field indicates the
port number the Docker container uses internally. Do not
change this number.

command The command to start the container and import the realm
JSON.
volumes In this section you set the file names for the certificate and key

files you copied into the directory for your Docker container.
The volumes section sets mappings between files that exist on
the host and locations in the running container. The first value
represents a path and filename that exists on your Docker
server. The second value represents a path and filename that
will be created in the container containing the same inform-
ation from the file referenced by the first value.

dns In this section, add at least one IP for a DNS server that can be
used to resolve hostname information for your SQL server from
the Keyfactor Identity Provider container if the SQL server’s
address is not externally routable and you are not referencing
the SQL server by IP address.

Configuring Keyfactor Identity Provider and Collecting Data for the Keyfactor Commmand Installation

Once the Keyfactor Identity Provider completes successfully, you should be able to open the admin-
istration console for it in a browser and gather the information you will need to complete the
Keyfactor Command installation referencing it.

1. Use a browser to open the Keyfactor Identity Provider management interface. For example:

https://appsrvril8.keyexample.com:1443

Click the Administration Console link and sign in with the initial administrative user and pass-
word you defined with the KEYCLOAK_ADMIN and KEYCLOAK_ADMIN_PASSWORD settings.
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Note: Keyfactor Command communicates with Keyfactor Identity Provider over HTTPS,
so be sure that you are working with Keyfactor |dentity Provider over HTTPS to confirm
that it is working correctly with no certificate errors.

2. Inthe Keyfactor Identity Provider Administration Console, select Keyfactor in the realm drop-
down.

= KEYFACTOR

Keyfactor
Keyfactor v
master \

Figure 8: Select a Realm in the Keyfactor Identity Provider Administration Console

3. Inthe Keyfactor Identity Provider Administration Console, browse to Clients > Client list and
click the Command-OIDC-Client client.

Clients

Clients are applications and services that can request authentication of a user. Learn more [

Clients list Initial access token Client registration
Q Search for client > Import client 1-7 «
Client ID Name Type Description Home URL
account ${client_account} OpenlID Connect  — https://appsrvri86.keyexample.com:3443/realms/Keyfactor/account/ £ H
account-console ${client_account-.. OpenlD Connect — https://appsrvri86.keyexample.com:3443/realms/Keyfactor/account/ £
admin-cli ${client_admin-clif ~ OpenlD Connect — - H
broker $iclie er} OpenlID Connect  — - H
Command-OIDC-Client Command-OIDC...  OpenlD Connect A seeded client applicatio... — H
realm-management ${client_realm-m...  OpenID Connect — - H
security-admin-console ${client_security-.. OpenID Connect — https://appsrvri86.keyexample.com:3443/admin/Keyfactor/console/ [ H

Figure 9: Select Command-OIDC-Client in the Keyfactor Identity Provider Administration Console

4. Inthe Client details on the Settings tab, populate the Valid redirect URIs and Valid post logout
redirect URIs fields. The values for these fields are made up of the fully qualified domain name or
alias you will use to access your Keyfactor Command server, the virtual directory name you will
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use to access the Keyfactor Command Management Portal (KeyfactorPortal by default), a
specific endpoint for the URI, and the name you will give to Keyfactor Identity Provider when
configuring Keyfactor Command (see Authentication Tab on page 97). For example:

¢ Valid redirect URls:

https://keyfactor.kexample.com/KeyfactorPortal/callback/Command-0IDC

e Valid post logout redirect URIs:

https://keyfactor.kexample.com/KeyfactorPortal/signout-callback/Command-0IDC

Access settings

Root URL ®

Home URL ®

— .

Valid redirect URIs ® https://keyfactorkeyexample.com/KeyfactorPortal/callback/Command-OIDC

© Add valid redirect URIs

Valid post logout https://keyfactorkeyexample.com/KeyfactorPortal/signout-callback/Command-OIDC (-}
redirect URIs (®

© Add valid post logout redirect URIs

Web origins @ /* (-]

© Add web origins

Admin URL ®

Figure 10: Set the Client Access Settings

5. Inthe Keyfactor Identity Provider Administration Console, browse to Realm settings and select
the General tab. On the General tab, click the OpenlD Endpoint Configuration link. This will
open in a new browser window.
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Keyfactor

Realm settings are settings that control the options for users, applications, roles, and groups in the current realm.

General Login Email Themes Keys Events Localization Security defenses

RealmID * Keyfactor

@ cnabled Action

Learn more £

Sessions Tokens Clie

L]

Display name

HTML Display name

Frontend URL ®

Require SSL ® External requests

ACR to LoA Mapping No attributes have been defined yet. Click the below
® button to add attributes, key and value are required for a

key pair.
@ Add an attribute

User-managed access o Off
(6]

OpenlD Endpoint Configuration [

Endpoints ®
SAML 2.0 Identity Provider Metadata [

Figure 11: OpenlD Endpoint Configuration Link

v

In the browser window for the OpenID Endpoint Configuration link, review the settings. You may
find it helpful to use a JSON formatting browser extension to make the data easier to read. The

data you need from this configuration info is:

e Issuer (a.k.a. Authority)

e Authorization Endpoint

e Token Endpoint

¢ User Info Endpoint

e jwks_uri(a.k.a. JSONWebKeySetUri)

Make note of these URLs, without the quotation marks. You will need them during the Keyfactor

Command configuration.
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v object {53}

(issuer . "https://appsrvri86.keyexample.com:3443/realms/Keyfactor"”)

[authorization_endpoint : ”https://appsrvr186,keyexample.com:3443/realms/Keyfactor/protocol/openid»connect/authq

&oken_endpoint : ”https://appsrvr186.keyexample.com:3443/realms/Keyfactor/protocol/openidfconnect/tokenq

introspection_endpoint : "https://appsrvril86.keyexample.com:3443/realms/Keyfactor/protocol/openid-connect/token/introspect”

@serinfc_endpoint : ”https://appsrvr186.keyexample4com:3443/realms/Keyfactor/protocol/openidfconmect/userinfoq

end_session_endpoint : "https://appsrvrl86.keyexample.com:3443/realms/Keyfactor/protocol/openid-connect/logout”
frontchannel_logout_session_supported : true

frontchannel_logout_supported : true

kas_uri : ”https://appsrvr186.keyexample.com:3443/realms/Keyfactor/protocol/openidfconnect/certsq

check_session_iframe : "https://appsrvrl86.keyexample.com:3443/realms/Keyfactor/protocol/openid-connect/login-status-iframe.html"
Figure 12: OpenlD Endpoint Configuration Settings

In the Keyfactor Identity Provider Administration Console, browse to Realm settings and select
the Sessions tab.

On the Sessions tab, locate the SSO Session Max value. This value should match the Session
Expiration parameter value configured in the Keyfactor Command configuration wizard on the
Authentication tab. The Session Expiration value determines the length of time a browser
session in the Keyfactor Command Management Portal will remain logged in before the user is
prompted to re-authenticate regardless of whether the session is idle or in active use.

Locate the SSO Session Idle value and set it to a value that is appropriate to your environment.
This value determines the length of time an idle browser session in the Keyfactor Command
Management Portal will remain logged in before automatically logging out the user if no input
from the user is received.

Keyfactor @ cnabled  Action v

Realm settings are settings that control the options for users, applications, roles, and groups in the current realm. Learn more [

< <eys Events Localization Security defenses Sessions Tokens Client policies User registration

SSO Session Settings
[ SSO SessionIdle @ 30 Minutes v ‘
e 550 Sesson Masvae should maton
heoyfactorCommend Session
Eorationalie
SSO Session Max ® 1 Hours v ’
SSO Session Idle 0 Minutes v

Remember Me ®

SSO Session Max 0 Minutes v
Remember Me ®

Figure 13: SSO Session Values

In the Keyfactor Identity Provider Administration Console, browse to Realm settings and select
the Tokens tab. On the Tokens tab, locate the Access Token Lifespan value. This value should

be greater than or equal to the Cookie Expiration parameter value configured in the Keyfactor
Command configuration wizard on the Authentication tab
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The Cookie Expiration value determines the length of time the authentication cookie for the
Keyfactor Command Management Portal browser session is considered valid. After half of the
setting’s duration, Keyfactor Command will attempt to use a refresh token to update the cookie.
If this fails, the user’s session will be terminated. The cookie renewal is seamless from the user’s
perspective (there is no prompt for credentials).

Access tokens
Note this recommendation that this
value should be set to les than the SSO
Session Idle value.
[Access Token Lifespan 5 Minutes ~
® It is recommended for this value to be shorter than the SSO session idle timeout: 30 minutes
Access Token Lifespan 1 Hours +

For Implicit Flow ®

Client Login Timeout 1 Minutes =

®

Figure 14: Access Token Lifespan

In the Keyfactor ldentity Provider Administration Console, browse to Users. Click Create new
user to add at least one new user to be granted administrative permissions in Keyfactor
Command during the Keyfactor Command installation.

Note: The admin user created during the Keyfactor Identity Provider installation can’t be
used for Keyfactor Command authentication because it is in the master realm, not the
Keyfactor realm.

{P Tip: Once the Keyfactor Command installation is complete, additional users and groups
that you have added into Keyfactor Identity Provider can be added through the Keyfactor
Command Management Portal and granted varying roles; only one user is required initially
so a user can open the Management Portal at the conclusion of the installation.
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10.

1.

Users > Create user

Create user

Required user actions Select action

©)

Username * jsmith

Email jsmith@keyexample.com

Email verified ® o No

First name John

Last name Smith

Groups @ Join Groups

Figure 15: Add a Keyfactor Identity Provider User

Once the user account creation is complete, on the user details locate the ID for the user and
make a copy of the GUID. This GUID is used to reference the user account when you configure

the user as an administrator in the Keyfactor Command configuration wizard.

Users > User details

jsmith

Details Attributes Credentials Role mapping Groups Consents Identity provider links Sessions
D * Sbec5f34-cf77-4fe6-a404-05d7b0833aba /
Created at * 7/12/2023, 6:52:27 PM

Figure 16: Locate the Keyfactor Identity Provider User’s ID

In the user details on the Credentials tab, click Set password and set a password for the new

user.
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Set password for jsmith

Password *

Password confirmation *
o avoid being prompted to ohange password at the
first login, set the Temporary toggle to OFf.
Temporary @ o On

Save Cancel

Figure 17: Set a Password for the Keyfactor Identity Provider User

From here you can create more administrative users, standard users, and groups (see Using
Keyfactor Identity Provider below) or configure federation to an alternate OAuth provider (see
Federating from Keyfactor Identity Provider on page 40).

Using Keyfactor Identity Provider

Once you have finished configuring Keyfactor Identity Provider, you're ready to add roles, optional
groups, users, and service accounts into it to be used for authentication to Keyfactor Command.
Alternatively, you may choose to federate to an additional OAuth provider (see Federating from
Keyfactor Identity Provider on page 40), in which case you don’t need to add users in Keyfactor lden-
tity Provider, but you will still need roles, optional groups, and service accounts, since it’s the roles in
Keyfactor Identity Provider that are used to create claims in Keyfactor Command to grant access to
users holding these roles.

Note: You can grant access to Keyfactor Command on a user-by-user basis rather than with
roles, but the management overhead of this method is much greater. Keyfactor recommends
using roles.

Roles and Groups
To add roles and groups in Keyfactor Identity Provider:

1. Use a browser to open the Keyfactor Identity Provider management interface. For example:

https://appsrvrl8.keyexample.com:1443
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Click the Administration Console link and sign in with an administrative user and password (see
Installing Using Docker Compose on page 19).

2. Inthe Keyfactor Identity Provider Administration Console, select Keyfactor in the realm drop-
down.

= KEYFACTOR

Keyfactor

Keyfactor

v
master \
Create Realm

Figure 18: Select a Realm in the Keyfactor Identity Provider Administration Console

3. Inthe Keyfactor Identity Provider Administration Console, browse to Realm roles. Click Create
role to add a new role to be used to grant permissions in Keyfactor Command. Enter a Role name
and Description.

Note: The Role name is used when referencing the role from Keyfactor Command to

create a claim and map it to a security role to grant permissions to users.

Realmroles > Create role

Createrole
Role name * power-users-role
Description Keyfactor Command Power Users

Save Cancel

Figure 19: Add a Keyfactor Identity Provider Role

Repeat this step for each role that you will use from Keyfactor Command. For example, admin-
istrators, power users, and limited access users.

KEYFACTOR 11.4 Keyfactor Command Server Installation Guide 33



4. If desired, you can organize your roles into groups. This can simplify the process of assigning the
roles to your users. To create a group, in the Keyfactor Identity Provider Administration
Console, browse to Groups. Click Create group to add a new organizational group. Enter a
Name for the group.

Create a group X

Name * Keyfactor Command Power Users

Figure 20: Add a Keyfactor Identity Provider Group

5. Once the group creation is complete, open the group details. In the group details on the Role
mapping tab, click Assign role and select the role or roles to assign to this group.

Groups > Group details

Keyfactor Command Power Users Action +

Child groups Members Attributes Role mapping

Q Search by name > Hide inherited roles Unassign 1-1 v

D Name Inherited Description

.
D power_users_role False Keyfactor Command Power Users H

Figure 21: Assign a Role to a Group in Keyfactor Identity Provider

Repeat these two steps for each group that you will use to manage roles in Keyfactor Identity
Provider.

Users

Be sure to create your roles and groups before adding your users.
To add users