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1.0 Introduction

The Keyfactor Command Documentation Suite includes:
e Keyfactor Command Reference Guide
e Keyfactor APl Reference Guide
o Keyfactor Command Server Installation Guide
e Keyfactor Orchestrators Installation and Configuration Guide
e Keyfactor Command Release Notes & Upgrading
In addition, Keyfactor offers documentation for products that are not part of the Keyfactor Command

Documentation Suite, including the Keyfactor Command Upgrade Overview and installation guides
for third-party CA gateways that interface with Keyfactor, which are available upon request.
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2.0 Keyfactor API Reference

The Keyfactor Command solution exposes an API to allow third-party software to integrate with the
advanced certificate enrollment and management features of Keyfactor Command in a secure
manner and to provide a mechanism for automating routine or bulk tasks that would be cumbersome
to perform through the browser-based user interface. The APl complements the web components of
Keyfactor Command and offer a number of HTTP method calls that provide similar functionality to
that available within the Management Portal’s user interface, but which can be accessed program-
matically by any system capable of making web requests. The APl has the following goals and
constraints:

¢ Provide a simple interface to make integration easy for third parties.
¢ Develop interoperability between different technology frameworks and operating systems.
e Support common certificate enroliment and management tasks.

¢ Deliver a securable interface.

e Preserve backward-compatibility so that existing clients continue to work, where possible.

2.1 Overview

In the current release, Keyfactor exposes one API for external use. The Keyfactor APl was intro-
duced in Keyfactor Command version 6.1 and as of Keyfactor Command 11.0 is the only supported
API. The Keyfactor API allows for integration with other systems to automate certificate lifecycle
management tasks. It will continue to be developed going forward to expose more core functionality
that is built into the main product to allow for more in-depth integrations.

Documentation for the Keyfactor API is available as two companion pieces—this document (the
Keyfactor APl Reference Guide), which provides an overview of the API’s endpoints, parameters to
be provided in them, and data expected back from them, and the interactive code examples installed
with your Keyfactor Command instance in the Keyfactor APl Reference and Utility.
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2.2 Authenticating to the Keyfactor API

When you make a connection to Keyfactor Command using the Keyfactor API, you need to provide
authentication. If you’re using Active Directory as an identity provider, you have the choice to
authenticate to Keyfactor Command using Basic authentication or Windows integrated authen-
tication. Any users who have already authenticated to Keyfactor Command before opening the
Keyfactor API Reference and Utility in the same browser session will be seamlessly authenticated to
Keyfactor Command automatically, and will not need to re-authenticate. The need to intentionally
provide authentication for the Keyfactor APl comes into play in situations such as:

e You are developing or running an application or script that leverages the Keyfactor API.

e You are running a workflow step of type Invoke REST Request with Active Directory Basic or
Windows authentication.

¢ You are running a workflow step of type Invoke REST Request with OAuth with an identity
provider other than Active Directory and token authentication.

¢ You are using the Keyfactor AP| Reference and Utility and using an identity provider other than
Active Directory (see Acquire a Token to Authenticate to the Keyfactor APl on the next page).

¢ You are using the Keyfactor API Reference and Utility, using Active Directory as an identity
provider, and have not authenticated to Keyfactor Command within the same browser session.

In many of these cases, you will probably want to make the APl requests not as an individual user, but
as a service account. The service account you use depends on the identity provider you’re using:

e |fyou’re using Active Directory as an identity provider, a standard Active Directory service
account in the primary Keyfactor Command server forest can be used.

» Ifyou’re using an identity provider other than Active Directory, a client (not user) in your identity
provider is used. The client should be configured with a secret and have Client authentication
and Service account roles enabled (see Using Keyfactor Identity Provider: Service Accounts in
the Keyfactor Command Server Installation Guide). The user who will make use of the APl will
need the client ID and secret as well as the bearer token URL. This is the URL of the token
endpoint for your identity provider instance. For example:

https://my-keyidp-server.keyexample.com/realms/Keyfactor/protocol/openid-
connect/token

For Keyfactor Identity Provider, this is included among the information that can be found on the
OpenlD Endpoint Configuration page, a link to which can be found on the Realm Settings page

(see Gathering Keyfactor Identity Provider Data for the Keyfactor Command Installation in the

Keyfactor Command Server Installation Guide).
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Clients > Client details

Keyfactor-API-Workflow-User ' openid Connect
Clients are applications and services ication of a user.

Settings Keys Credentials Roles Client scopes Service accounts roles Sessions Advanced
Client Authenticator Client Id and Secret v
®

Copy your Client Secret.

SEIS)

Client secret @ L] Regenerate

Registration access Ll Regenerate
token ®

!

Figure 1: Client Secret for Keyfactor APl in Keyfactor Identity Provider

This service account needs to be granted appropriate permissions in Keyfactor Command to
complete the API requests that will be run as this service account.

Acquire a Token to Authenticate to the Keyfactor API

If you’re using the Keyfactor API Reference and Utility (Swagger) and using an identity provider
other than Active Directory, you will need to acquire a token from your identity provider in order to
authenticate to the Keyfactor APl Reference and Utility. There are a number of approaches to doing
this. Here we provide a couple of examples.

First, be sure that you have created a client in your identity provider (see Using Keyfactor Identity
Provider: Service Accounts in the Keyfactor Command Server Installation Guide) and that you know
this information about the client:

e ClientID
¢ Client Secret
e Bearer Token URL
To acquire a token to authenticate to the Keyfactor API either via the Keyfactor APl Reference and

Utility or directly, from a Linux server execute a curl command similar to the following, referencing
appropriate values for your client ID, client secret, and bearer token URL:
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curl --request POST --url https://appsr-
vrl8.keyexample.com:1443/realms/Keyfactor/protocol/openid-connect/token --header
"Content-Type: application/x-www-form-urlencoded' --data client_secret-
t=02mwI5LJZEAmcbC9dnhHq589B0f20qD4 --data client_id=Keyfactor-API-Workflow-User --data
grant_type=client_credentials

To acquire a token to authenticate to the Keyfactor API either via the Keyfactor APl Reference and
Utility or directly, in PowerShell execute a script similar to the following, referencing appropriate
values for your client ID, client secret, and bearer token URL:

$Body = @{
grant_type = "client_credentials"”
client_id = "Keyfactor-API-Workflow-User"
client_secret = "o02mwI5LjZEAmcbC9dnhHq589B0f20gD4"

$Headers = @{
'Content-Type' = 'application/x-www-form-urlencoded’

$TokenResults = Invoke-RestMethod -Method Post -Uri
https://appsrvrl8.keyexample.com:1443/realms/Keyfactor/protocol/openid-connect/token -
Headers $Headers -Body $Body

$MyToken = $TokenResults.access_token
Set-Content -Value $MyToken -Path C:\Stuff\MyTokenOutFile.txt

In both cases, the results will include an access_token value in addition to other data, as shown in
Figure 2: Access Token for the Keyfactor API Reference and Utility. In the PowerShell case, this is
output to a file to avoid introducing spaces or line wraps into the token value. You can open the
output file, display the token without line wrapping, and copy the token value for pasting into the
Keyfactor API Reference and Utility. Any line wraps that display on the screen in either the Power-
Shell window or text editor window will be interpreted by copy/paste as CR/LF, which will cause API
commands to fail when the resulting token is submitted. Be sure to use a text editor to open the
output file that can display the entire length of the token string as a single line. The built-in Windows
Notepad application will display a maximum of 1024 characters on a line before wrapping even if
word wrap is disabled. A tool such as the third-party Notepad++ is much less limited.

access_token : eyJhbGci0iISUZIINTISINRScCIgOiATSTdUTiwia21kIiA6ICIMYUO4N]QSUHAZRE 1INWNBWkk4a3NYSVRYek0xV2sxb3pSwWmRFZ3VPUZBIINO. eyl 1eHAT0JE20TUXNTQyMTMs Im1hdCI6MTYSNTEIMzkxMywianRpIjoiMjVKN2RmMWU
TYWEYNyOOMThjLTKWOTYENJIZMTUyYj CWNDVi I1wiaXNzIjoiaHROCHM6LY9hcHBZCNnZyMTg2Lmt 1ewv4YWlwbGUUY29t0jMONDMYcmvhbG1zLOt 1ewzhY3RvCi IS IMF1ZCI6IMFjY291bnQiLCIZdWI101 ISOTI4NMISMy1hNjcyLTQ3Y]
ktYTgwZSOXNDQ3YjMyZWEZOTC1LCI0eXA101ICZWFyZXIiLCIhenAi01 IXMjMENDU2Iiwi YWNYIjoiMSIsImFsbG93zwQtb31pz2TucyI6wyIvkiIsImhOdHBZO18va2v5zmFjdGIyMjYuynvmznkuy29t0jQONCIdLCIyZXNvdX]jZzvohy

b!

2N1c3mionsiYwNjb3vudci6eydyl CyI6WyItYwShZ2utYWNjb3vudcIsImlhbmFnzs1hy2NvdwSOLWxpbmtzIiwidml1dylwecm9mawx1I119fswic2NveGUioi1bwFpbcBwemImawx1IiwiY2xpzw50SG9zdCI6I EWL jQuMy4yNiTs
ImvtYw]sx3z1cmIimawvkIjpmyy 1 cm9sZSI6WyIkzwzhdwxOLXIvbGvzLwt1ewzhY3RvciIsImImzmxpbmvfYWNjZXNzIiwidwlhx2F1dGhvem]6YXRpb241iXswicHI1zmvyemvkx3vzzxJuywl1Ijoic2vydm]jzs1hy2NvdwSOLTE
yMyOONTYiLC3jbG11bnRBZGRy. 0iMTAUNCAZL 211 wi Y2xpZW50X2 1kIj0iMTIZLTQIN{ 79.WQQIGFYCW-ImS]qi Sa0OXjwHx1V2IZLECOZRWV2KFgSmAH1mL pQtzgfi J4UVIFIgs05pQck 1fLUT601F10fp7gdckrggstSkmgl 3u4
FjowOKmIoPwfTu_APhM1t1bXnno8NCic2TfaF_Irvjlc95ek4b6IaEbwcbcIg 896f5boxrxedoucP12dbrHOGB2 ] ffD1g1DveTB2XL4WnbTVuSbgc2Ns ISONZGZB-HGXIW] 1041-PXK42nY5YUr7k01f2w39HSojkyIRuwrpBjevumedvQ
_njcQlrufxrDK1ZkAnbw3ryiIKGzsVIZAINWTFiM6-9pHPZEENCLrPwyi PyAmQ

expires_in :

refresh_expires_in : 0

token_type : Bearer

not-before-policy : 0

scope : email profile

Figure 2: Access Token for the Keyfactor API Reference and Utility
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To use the token in the Keyfactor API Reference and Utility:

1.

2.

3.

Copy the access token value only with no spaces or CR/LFs. For example:

eyJhbGciOi JSUzIINiIsI nR5cCIgO0iAiS 1dUIiwia2lkI iA6ICImYU@4Nj QS5UHAzREIINWN
BWkk4a3NYSV [portion removed for display ] KmIoPWfTu_APh M1tlbXnnO8NCic2T faF_
IrVjlc95EK4b6I aEbWcbCIg 896f5bOxrXed ouGP12dbRHOgB2jffD1glDveTB2XL 4WnbTVuSbgc2NsI
SoNzGZB-HGXIW 11041-PXK42nY5Y Ur7k@1f2W39HSojk yJRuwrpBjeV UmeDVQ_njCQlru
fxrDK1ZkAnbw3r YiJKGzsVJzAl NwTFiM6-9pHPz6 8NclrPwviPyAmQ

In the Keyfactor APl Reference and Utility click either the Authorize button at the top or one of
the padlock authorization icons on each endpoint to open the authorization dialog.

Keyfactor APl Reference and Utility © <=

This page provides a utility through which the Keyfactor APl endpoints can be called and results returned. It is intended to be used primarily
for validation, testing and workflow development. It also serves secondarily as documentation for the API.

If you would like to view documentation containing details on the Keyfactor APl a : 2 Web API section of the
Keyfactor Command documentation.

Click to providea token. If
open, authorization has not yet been provided.

Authorize ﬂ

Agent L 2

Click any one of the authorization padiocks to providea

token. If the padiock s authorization has not yet pr—
‘ POST /Agents/{id}/FetchLogs Schedules a job on the agent to retrieve log files peenproviaes. \% a
‘ /Agents Returns all agents according to the provided filter and output parameters v
‘ /Agents/{id} Returns details for a single agent, specified by ID v a

Figure 3: Keyfactor API Reference and Utility Authorize Options

In the Available authorizations dialog, paste in your access token value and click Authorize.
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Available authorizations X

Command-0IDC (http, Bearer)

JWT Authorization Bearer Token (Prefixing with "Bearer" is not required).

Value:

eyJhbGciOiJSUzITNilsInR5c(

Figure 4: Enter Access Token in the Keyfactor APl Reference and Utility

4. If authorization is successful, the Authorize button will change to Logout, and the padlocks will
change to locked.

Available authorizations X

Command-0IDC (http, Bearer)

Authorized

The button changes to Logoutona
successful authentication.

JWT Authorization Bearer Token (Prefixing with "B/4areg
Value: *¥¥***

Logout I Close

Figure 5: Successful Authorization in the Keyfactor APl Reference and Utility

ﬁ Tip: When using a token in the Keyfactor APl Reference and Utility, you use the token value
only. When you use a token to authenticate to the Keyfactor API other than through the

Keyfactor APl Reference and Utility, you need to precede the token value with Bearer. For
example:

# Build the headers for the API request

$headers = @{
"Authorization"="Bearer " + $TokenValue.access_token
"Accept"="application/json"

"x-keyfactor-requested-with"="APIClient"

For an example script using a token to authenticate to Keyfactor Command, see Workflow
Definitions Configuration Parameters Example: Use Custom PowerShell with Embedded REST
Request, Send Email, and Require Approvalin the Keyfactor APl Reference Guide.
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A Important: Keyfactor highly recommends that you use strong passwords for any accounts or
certificates related to Keyfactor Command and associated products, especially when these
have elevated or administrative access. A strong password has at least 12 characters (more
is better) and multiple character classes (lowercase letters, uppercase letters, numeral, and
symbols). Ideally, each password would be randomly generated. Avoid password re-use.

2.3 Transaction Security

The Keyfactor APl relies on SSL/TLS to protect the HTTP communications between the client and
Keyfactor Command server. In a typical deployment, the APl will be configured for Basic authen-
tication, where client credentials are provided in an HTTP header, formatted as DOMAIN\user-
:Password and base-64-encoded. Basic Authentication itself is not a secure way to pass a set of
user credentials. However, it is very interoperable and works well across all of the various tech-
nologies that use the API. SSL is used to protect the confidentiality of user credentials; therefore,
SSL should be used with the Keyfactor API.

Keyfactor recommends that any device using the APl already be configured to trust the SSL certi-
ficate presented by Keyfactor Command, allowing the SSL connection to be established without
error. The process for this will depend on the platform and operating environment of the connecting
client, but the appropriate documentation or support for your platform should outline the necessary
steps for this.

Access to the APl methods can be limited per client to a maximum request frequency. The amount of
time required between calls can be configured in the Keyfactor Command Management Portal Applic-
ation Settings for the API (see Application Settings: API Tab in the Keyfactor Command Reference
Guide). Increasing this interval can mitigate certain threats such as denial of service or dictionary
attacks against passwords and other sensitive data. However, setting this too high can negatively
impact performance of client applications that need to make a large number of requests.

2.4 Endpoint Common Features

Some aspects of the Keyfactor API request and response formats are consistent across all
endpoints. This includes a small set of HTTP headers, HTTP statuses returned by the server for
successful requests, and various error conditions. Common request headers are given in Table 1:
Common Request Headers, common response headers (for successful requests and certain unsuc-
cessful requests) are given in Table 2: Common Response Headers, and HTTP statuses are given in
Table 3: HTTP Statuses.

By default, all Keyfactor API methods start with a base path, which corresponds to an application
under IIS; this path is configurable at install time. The default base path is KeyfactorApi. The API
component name and method name then comprise the parts of the URL, each separated by a forward
slash. For example, /KeyfactorApi/Certificates/Import would be the URL format for the Import
method of the Certificates component.
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Table 1: Common Request Headers

Content-Type Both application/json POST methods use application/json.
OR When application/xml is needed, it is
application/xml specifically indicated on the

endpoint page.

Accept Both application/json; char- Most methods returning complex
set=utf-8 values will use this content type.

Authorization Both Basic <base-64 In most cases, Web API clients will
DOMAIN\user:pass> use Basic authentication over

SSL/TLS.

Host Both <Keyfactor Command Address of Keyfactor Command
server hostname> server. Automatically generated in

most clients.

Content-Length Both Request length in bytes Optional, but automatically gener-

ated by most clients.

X-Keyfactor- Both XMLHttpRequest This is mandatory to send in a

Requested-With request to the Keyfactor API on

POSTs, PUTs, and DELETEs, and the
value is case sensitive. This is for
security.

X-Keyfactor- Keyfactor API 1o0r2 Desired version of the endpoint. If

API-Version

not provided, this defaults to version
1.

Table 2: Common Response Headers

Cache-Control no-cache APl requests are generally not cacheable. Note that this is
not respected by all client systems.

Pragma no-cache APl requests are generally not cacheable. Note that this is
not respected by all client systems.

Content-Length <varies> Length of the HTTP response.

Content-Type application/json Most calls return application/json, but occasionally text/-
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Expires

Server

X-Keyfactor-
Product-Version

X-Total-Count

X-AspNet-Version

X-Powered-By

Date

Table 3: HTTP Statuses

plain or text/xml.

ol Usually ignored.

<varies> Software version reported by IS platform hosting Keyfactor
Command.

<varies> Keyfactor Command platform version.

<varies> Total number of elements returned.

<varies> Version of ASP.NET supporting Keyfactor Command install-
ation.

ASP.NET Header added by underlying ASP.NET implementation.

<varies> Timestamp of the HTTP response.

200 OK
204 No Content

400 Bad Request

401 Unauthorized

403 Forbidden

404 Page not
Found

500 Internal Server

Error

502 Bad Gateway

Request successful; results in response body
Request successful; no content in response body

Malformed or invalid data; additional information may be available in the response
body and/or Keyfactor Command server logs

Invalid credentials (user unauthenticated)

Can often indicate that the credentials map to a user without permissions for this
action in Keyfactor Command (user unauthorized)

Invalid request path

Keyfactor Command encountered an unexpected error attempting to handle the
request. See response body and Keyfactor Command server logs for details.

Keyfactor Command attempted to contact a CA or other upstream server to
process the request, but was unable to. See Keyfactor Command server logs for
details.
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2.5 Versioning

The Keyfactor APl is versioned as a set and released in conjunction with Keyfactor Command at the
same version level (e.g. version 11.2). In addition, the Keyfactor APl may have multiple versions of
select endpoints.

The current strategy is to increment the version of an APl when changes are made that might break
backwards compatibility for existing clients. New endpoints are generally implemented in the most
recent version of their API.

Generally, updates to an existing version of an endpoint are restricted to updates that should not
break existing clients. Updates may be made that add HTTP response headers or response body
parameters, or that correct existing bugs, or must be made to conform to newer or more granular
security constraints. When an update cannot be made without breaking existing clients, a new
endpoint is added in a later API version.

Dropdown to
select version

KEYFACTOR Keyfactor APl Reference and Utifty

- : . : hitps:/fkeyfactor243 keyexample.com/KeyfactorAPliv1/swagger
This page provides a utility through which the Keyfactor APl € 15 /ikeyfactor243 keyexample.com/KeyfactorAPIN2/swaggerf 1O be used

primarily for validation, testing and workflow development. It also serves secondarily as documentation for the APT.

Figure 6: Select a Version in the Keyfactor API Reference and Utility

Most Keyfactor APl endpoints have only one version, though a second version has been released for
a select few endpoints. The Keyfactor APl uses the x-keyfactor-api-version request header to differ-
entiate between versions 1 and 2 of a given endpoint. If a version isn’t specified, version 1is
assumed.

Important: The Classic API, also known as the CMS API, was removed in Keyfactor Command
version 11. All uses of the Classic API should be migrated to the Keyfactor API prior to
upgrading to Keyfactor Command version 11 or later.

2.6 Keyfactor APl Endpoints

The documentation for the Keyfactor APl endpoints in the following sections includes descriptions
for all the parameters available for each endpoint and short examples of specific parameters where
that has been deemed to be helpful. For complete usage examples, see the Keyfactor API Reference
and Utility.

Tip: Click the help icon (@) at the top of the Keyfactor Command Management Portal page
next to the Logout button to find the embedded web copies of the Keyfactor Command
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9 Documentation Suite and the Keyfactor APl Reference and Utility.

Zed Adams
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APl Endpoint IUMility

Figure 7: Documentation in the Help Dropdown

You can also browse to the Keyfactor APl Reference and Utility directly using the following
link (where keyfactor.keyexample.com is the fully qualified domain name of your Keyfactor
Command server or the DNS alias you are using to reference your Keyfactor Command
server, if applicable):

https://keyfactor.keyexample.com/KeyfactorAPI/ref/index#

https://keyfactor.keyexample.com/KeyfactorAPINET6/swagger

This link assumes that the Keyfactor APl has been installed in the default IIS virtual directory
(KeyfactorAPl). If you have installed in an alternate virtual directory, your path will be
different.

26.1 Agents

The Agents component of the Keyfactor APl includes methods necessary to list orchestrators and
agents and schedule jobs to retrieve log files for orchestrators and agents that support that func-
tionality.

Table 4: Agents Endpoints

Hid} Returns details for a single GET Agents ID
orchestrator or agent. on the next page

/ GET Returns a list of all orches- GET Agents on
trators and agents page 17

according to the provided
filters and input parameters.

/Reset POST Resets one or more orches- POST Agents
trators or agents to a new Reset on
state and clears jobs. page 23

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 12
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/Approve POST Approves an orchestrator. POST Agents
Approve on
page 24
/Disapprove POST Disapproves an orches- POST Agents
trator. Disapprove on
page 24
/{id}/Reset POST Resets a single orchestrator ~ POST Agents ID
or agent to a new state and Reset on
clears jobs. page 25
/{id}/FetchLogs POST Schedules a job on the POST Agents ID
orchestrator or agent to FetchLogs on
retrieve log files. page 26
/SetAuthCertificateReenrollment POST Configures an orchestrator POST Agents
or agent to either request or Set Auth Certi-
require a new client authen- ficate Reen-
tication certificate on its rollment on
next session registration. page 26

2.6.1.1 GET AgentsID

The GET /Agents/{id} method is used to retrieve a single orchestrator or agent registered in
Keyfactor Command. This method returns HTTP 200 OK on a success with a list of all orchestrator
details.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/agents/management/read/

Table 5: GET Agents{id} Input Parameters

Prame Lo Lomin

id Path Required. The GUID of the orchestrator to retrieve.
Use the GET /Agents method (see GET Agents on page 17) to retrieve a list of all
the orchestrators to determine the orchestrator GUID.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 13



Table 6: GET Agent {id} Response Data

R == S

Agentld

ClientMachine

Username

AgentPlatform

Version

Status

LastSeen

A string indicating the GUID of the orchestrator.

A string indicating the client machine on which the orchestrator is
installed.

A string indicating the Active Directory user or service account the
orchestrator is using to connect to Keyfactor Command.

An integer indicating the platform for the orchestrator. Possible
values are:

Value Parameter Value

0 Unknown

1 Keyfactor Windows Orchestrator

2 Keyfactor Java Agent

B Keyfactor Mac Auto-Enrollment Agent
4 Keyfactor Android Agent

5 Keyfactor Native Agent

6 Keyfactor Bash Orchestrator

7 Keyfactor Universal Orchestrator

A string indicating the version of the orchestrator.

An integer indicating the orchestrator status. Possible values are:

Value Parameter Value

1 New
2 Approved
3 Disapproved

The time, in UTC, at which the orchestrator last contacted Keyfactor
Command.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 14
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TemplateSync

Template Synchronization

Capabilities

AWS Amazon Web Services (Deprecated)

AWSCerManA Amazon Web Services (Suggested Name
for Custom GitHub Extension)

CA Remote CA Management

CitrixAdc Citrix\NetScaler (Suggested Name for
Custom GitHub Extension)

F5-CA-REST F5 CA Bundles (REST)

F5-WS-REST F5 Web Server (REST)

F5-SL-REST F5 SSL Profile (REST)

FTP File Transfer Protocol (Deprecated)

F5 F5 SSL Profile and F5 Web Server (SOAP)
(Deprecated)

1S II1S (Deprecated)

11ISU [IS Bound Certificate (Suggested Name for
Custom GitHub Extension)

JKS Java Keystore

LOGS Fetch Logs

MacEnroliment Mac Autoenrollment

NS NetScaler (Deprecated)

PEM PEM Store

RFJKS Java Keystore (Suggested Name for
Custom GitHub Extension)

RFPkcs12 PKCS#12 Store (Suggested Name for
Custom GitHub Extension)

RFPEM PEM Store (Suggested Name for Custom
GitHub Extension)

. OOL OOL Diabuvcl_y dIIU. I-V.IUIIiLUI illu
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Blueprint

Thumbprint

LegacyThumbprint

AuthCertificateReenrollment

LastThumbprintUsed

LastErrorCode

LastErrorMessage

A string indicating the name of the blueprint associated with the
orchestrator.

A string indicating the thumbprint of the certificate that Keyfactor
Command is expecting the orchestrator to use for client certificate
authentication.

A string indicating the thumbprint of the certificate previously used by
the orchestrator for client certificate authentication before a certi-
ficate renewal operation took place (rotating the current thumbprint
into the legacy thumbprint). The legacy thumbprint is cleared once the
orchestrator successfully registers with the new thumbprint.

An integer indicating the value of the orchestrator certificate reen-
rollment request or require status. Possible values are:

0 None—Unset the value so that the orchestrator will
not request a new client authentication certificate
(based on this value).

1 Requested—The orchestrator will request a new
client authentication certificate when it next
registers for a session. Orchestrator activity will
be allowed to continue as usual.

2 Required—The orchestrator will request a new
client authentication certificate when it next
registers for a session. A new session will not be
granted and orchestrator activity will not be
allowed to continue until the orchestrator acquires
a new certificate.

A string indicating the thumbprint of the certificate that the orches-
trator most recently used for client certificate authentication. In most
cases, this will match the Thumbprint.

An integer indicating the last error code, if any, reported from the
orchestrator when trying to register a session. This code is cleared on
successful session registration.

A string indicating the last error message, if any, reported from the
orchestrator when trying to register a session. This message is
cleared on successful session registration.

KEYFACTOR
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.1.2 GET Agents

The GET /Agents method is used to retrieve a list of orchestrators and agents registered in

Keyfactor Command. This method returns HTTP 200 OK on a success with a list of all orchestrator
details.

9 Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/agents/management/read/

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 17
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Table 7: GET Agents Input Parameters

G E Es T

QueryString Query A string containing a query to limit the results (e.g. field1-eq value
AND field2 -gt value?2). The default is to return all records. Fields avail-
able for querying through the API for the most part match those that
appear in the Keyfactor Command Management Portal search drop-
downs for the same feature. For querying guidelines, refer to: Using
the Orchestrator Management Search Feature in the Keyfactor
Command Reference Guide. The query fields supported for this
endpoint are:

e Agentld
e Blueprint
» Capabilities (See Table 8: GET Agent Response Data Capabilities)

¢ ClientMachine

e ErrorCode

e ErrorMessage (last error message)

» |dentity (Username)
e LastSeen (DateTime)

e Platform (Platform types: 0-Unknown, 1-.NET, 2-Java, 3-Mac, 4-
Android, 5-Native, 6-Bash, 7-Universal Orchestrator)

e Status (1-New, 2-Approved, 3-Disapproved)

e Version

9 Tip: Use the following query to return only approved orches-
trators:

Status -eq "2"

A value of 1 will return orchestrators with a status of New and a
value of 3 will return orchestrators with a status of

Disapproved.
PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.
SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not
provided.

ReturnLimit Query An integer that specifies how many results to return per page. The
default is 50.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 18
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SortField Query

SortAscending Query

A string containing the property by which the results should be sorted.
Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is Agentld.

An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.

KEYFACTOR
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Table 8: GET Agent Response Data

R == S

Agentld

ClientMachine

Username

AgentPlatform

Version

Status

LastSeen

A string indicating the GUID of the orchestrator.

A string indicating the client machine on which the orchestrator is
installed.

A string indicating the Active Directory user or service account the
orchestrator is using to connect to Keyfactor Command.

An integer indicating the platform for the orchestrator. Possible
values are:

Value Parameter Value

0 Unknown

1 Keyfactor Windows Orchestrator

2 Keyfactor Java Agent

B Keyfactor Mac Auto-Enrollment Agent
4 Keyfactor Android Agent

5 Keyfactor Native Agent

6 Keyfactor Bash Orchestrator

7 Keyfactor Universal Orchestrator

A string indicating the version of the orchestrator.

An integer indicating the orchestrator status. Possible values are:

Value Parameter Value

1 New
2 Approved
3 Disapproved

The time, in UTC, at which the orchestrator last contacted Keyfactor
Command.

KEYFACTOR
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TemplateSync

Template Synchronization

Capabilities

AWS Amazon Web Services (Deprecated)

AWSCerManA Amazon Web Services (Suggested Name
for Custom GitHub Extension)

CA Remote CA Management

CitrixAdc Citrix\NetScaler (Suggested Name for
Custom GitHub Extension)

F5-CA-REST F5 CA Bundles (REST)

F5-WS-REST F5 Web Server (REST)

F5-SL-REST F5 SSL Profile (REST)

FTP File Transfer Protocol (Deprecated)

F5 F5 SSL Profile and F5 Web Server (SOAP)
(Deprecated)

1S II1S (Deprecated)

11ISU [IS Bound Certificate (Suggested Name for
Custom GitHub Extension)

JKS Java Keystore

LOGS Fetch Logs

MacEnroliment Mac Autoenrollment

NS NetScaler (Deprecated)

PEM PEM Store

RFJKS Java Keystore (Suggested Name for
Custom GitHub Extension)

RFPkcs12 PKCS#12 Store (Suggested Name for
Custom GitHub Extension)

RFPEM PEM Store (Suggested Name for Custom
GitHub Extension)

. OOL OOL Diabuvcl_y dIIU. I-V.IUIIiLUI illu
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Blueprint A string indicating the name of the blueprint associated with the
orchestrator.
Thumbprint A string indicating the thumbprint of the certificate that Keyfactor

Command is expecting the orchestrator to use for client certificate
authentication.

LegacyThumbprint A string indicating the thumbprint of the certificate previously used by
the orchestrator for client certificate authentication before a certi-
ficate renewal operation took place (rotating the current thumbprint
into the legacy thumbprint). The legacy thumbprint is cleared once the
orchestrator successfully registers with the new thumbprint.

AuthCertificateReenrollment An integer indicating the value of the orchestrator certificate reen-
rollment request or require status. Possible values are:

0 None—Unset the value so that the orchestrator will
not request a new client authentication certificate
(based on this value).

1 Requested—The orchestrator will request a new
client authentication certificate when it next
registers for a session. Orchestrator activity will
be allowed to continue as usual.

2 Required—The orchestrator will request a new
client authentication certificate when it next
registers for a session. A new session will not be
granted and orchestrator activity will not be
allowed to continue until the orchestrator acquires
a new certificate.

LastThumbprintUsed A string indicating the thumbprint of the certificate that the orches-
trator most recently used for client certificate authentication. In most
cases, this will match the Thumbprint.

LastErrorCode An integer indicating the last error code, if any, reported from the
orchestrator when trying to register a session. This code is cleared on
successful session registration.

LastErrorMessage A string indicating the last error message, if any, reported from the
orchestrator when trying to register a session. This message is
cleared on successful session registration.
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which

provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.1.3 POST Agents Reset

The POST /Agents/Reset method is used to reset one or more orchestrators, including:

Remove all current orchestrator jobs for the selected orchestrator(s).
Delete all associated certificate stores.
Set the orchestrator status to new.

For orchestrators configured to use client certificate authentication, clear the certificate thum-
bprints stored for the orchestrator(s) to allow them to be reconfigured with a new certificate.

This endpoint returns 204 with no content upon success. On a failure, a 400 is returned with an
error message.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/agents/management/read/

/agents/management/modify/

Table 9: POST Agents Reset Input Parameters

= e Jemms

agentlds Body Required. An array of strings indicating the Keyfactor Command reference

GUIDs of the orchestrators to reset.
Use the GET /Agents method (see GET Agents on page 17) to retrieve a list of
all the orchestrators to determine the orchestrator GUIDs.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which

provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 23


../../../../../../KeyfactorAPI/swagger/index.html
../../../../../../KeyfactorAPI/swagger/index.html

2.6.1.4 POST Agents Approve

The POST /Agents/Approve method is used to approve one or more orchestrators (a.k.a. agents).
An orchestrator must be approved before jobs for it can be scheduled or carried out. This endpoint
returns 204 with no content upon success.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/agents/management/read/

/agents/management/modify/

Table 10: POST Agents Approve Input Parameters

OO P P

agentlds Body Required. An array of strings indicating the GUIDs of the orchestrators to
approve.
Use the GET Agents method (see GET Agents on page 17) to retrieve a list of
all the orchestrators to determine the orchestrator GUIDs and current status
of the orchestrators.

i} Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. Itis intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.1.5 POST Agents Disapprove

The POST /Agents/Disapprove method is used to disapprove one or more orchestrators (a.k.a.
agents). When an orchestrator is disapproved, operations with Keyfactor Command can no longer
be carried out by this orchestrator. This endpoint returns 204 with no content upon success.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/agents/management/read/

/agents/management/modify/
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Table 11: POST Agents Disapprove Input Parameters

GE T Es T

agentlds Body Required. An array of strings indicating the orchestrator GUIDs to disapprove.
Use the GET Agents method (see GET Agents on page 17) to retrieve a list of
all the orchestrators to determine the orchestrator GUIDs and current status
of the orchestrators.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. Itis intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.1.6 POST Agents ID Reset

The POST /Agents/{id}/Reset method is used to reset a single orchestrator, including:

¢ Remove all current orchestrator jobs for the selected orchestrator.

e Delete all associated certificate stores.

e Set the orchestrator status to new.

e For orchestrators configured to use client certificate authentication, clear the certificate thum-

bprints stored for the orchestrator to allow it to be reconfigured with a new certificate.

This endpoint returns 204 with no content upon success. On a failure, a 400 is returned with an
error message.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/agents/management/read/

/agents/management/modify/

Table 12: POST Agents {id} Reset Input Parameters

= T [ R

id Path Required. The GUID of the orchestrator to reset.
Use the GET /Agents method (see GET Agents on page 17) to retrieve a list of all
the orchestrators to determine the orchestrator GUID.
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.1.7 POST Agents ID FetchLogs

The POST /Agents/{id}/FetchLogs method is used to schedule a job on a Native Agent to retrieve
log files. The job will be scheduled to run immediately, which means it should complete within a few
minutes depending on other activity occurring at the same time. This method is currently only
supported for the Native Agent. This endpoint returns 204 with no content upon success.

ﬁ Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/agents/management/read/
/agents/management/modify/

9 Tip: To schedule a job to retrieve logs from a Keyfactor Universal Orchestrator, use the
POST /OrchestratorJobs/Custom method (see POST Orchestrator Jobs Custom on

page 988).

Table 13: POST Agents {id} FetchLogs Input Parameters

Prame T Lompin N

id Path Required. The GUID of the orchestrator to schedule the job for.
Use the GET /Agents method (see GET Agents on page 17) to retrieve a list of all
the orchestrators to determine the orchestrator GUID.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.1.8 POST Agents Set Auth Certificate Reenrollment

The POST /Agents/SetAuthCertificateReenrollment method is used to request or require that one or
more orchestrators (a.k.a. agents) enroll for a new client authentication certificate on the
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orchestrator’s next session registration. This method returns HTTP 200 OK on a success with inform-
ation about any failed requests.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/agents/management/read/

/agents/management/modify/

Table 14: POST Agents Set Auth Certificate Reenrollment Input Parameters

S P

Orchestratorlds Body Required. An array of strings indicating the GUIDs of the orchestrators
on which you want to change the AuthCertificateReenrollment value to
request or require the orchestrator(s) to enroll for a new client authen-
tication certificate on the next session registration.

Use the GET Agents method (see GET Agents on page 17) to retrieve a
list of all the orchestrators to determine the orchestrator GUIDs and
current status of the orchestrators.

Status Body An integer indicating the value that AuthCertificateReenrollment
should be set to. Status options are:

0 None—Unset the value so that the orchestrator will
not request a new client authentication certificate
(based on this value).

1 Requested—The orchestrator will request a new
client authentication certificate when it next
registers for a session. Orchestrator activity will be
allowed to continue as usual.

2 Required—The orchestrator will request a new
client authentication certificate when it next
registers for a session. A new session will not be
granted and orchestrator activity will not be
allowed to continue until the orchestrator acquires
a new certificate.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 27



Table 15: POST Agents Set Auth Certificate Reenrollment Response Data

T == S

FailedOrchestratorlds An array of strings indicating the GUIDs of orchestrators that failed to
update.
Status A string indicating the value for AuthCertificateReenrollment that was

requested. Status options are:

0 None—Unset the value so that the orchestrator will not
request a new client authentication certificate (based on
this value).

1 Requested—The orchestrator will request a new client

authentication certificate when it next registers for a
session. Orchestrator activity will be allowed to continue
as usual.

2 Required—The orchestrator will request a new client
authentication certificate when it next registers for a
session. A new session will not be granted and orches-
trator activity will not be allowed to continue until the
orchestrator acquires a new certificate.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor API endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.2 Agent BluePrint

The Agent BluePrint component of the Keyfactor APl includes methods necessary to list, generate,
and apply orchestrator and orchestrator blueprints for orchestrators and agents that support blue-
print functionality.

Table 16: Agent BluePrint Endpoints

Hid} DELETE Deletes the orchestrator blueprint DELETE Agent
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with the specified GUID.

BluePrint ID on the

next page

Hid} GET Returns details for the orchestrator GET Agent BluePrint
blueprint with the specified GUID. ID on the next page

/ GET Returns details for all orchestrator GET Agent BluePrint
blueprints. on page 31

Hid}/Jobs GET Returns details of the certificate GET Agent BluePrint
store scheduled jobs for the orches- ID Jobs on page 32
trator blueprint with the specified
GUID.

/{id}/Stores GET Returns details of the certificate GET Agent BluePrint
stores for the orchestrator blueprint ID Stores on page 37
with the specified GUID.

/ApplyBlueprint POST Applies an orchestrator blueprint to POST AgentBluePrint
one or more orchestrators. ApplyBluePrint on

page 40

/GenerateBlueprint POST Creates a new orchestrator blue- POST AgentBluePrint

2.6.2.1 DELETE Agent BluePrint ID

print from an orchestrator.

GenerateBluePrint on

page 41

The DELETE /AgentBluePrint/{id} method is used to delete an existing orchestrator blueprint with
the specified blueprint GUID. This endpoint returns 204 with no content upon success.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/agents/management/read/
/agents/management/modify/

Table 17: DELETE Agent BluePrint {id} Input Parameters

Prame T Lompin N

id Path Required. A string indicating the GUID of the orchestrator blueprint that should
be deleted.
Use the GET AgentBluePrint method (see GET Agent BluePrint on page 31) to

retrieve a list of all the blueprints to determine the orchestrator blueprint GUID.
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.2.2 GET Agent BluePrint ID

The GET /AgentBluePrint/{id} method is used to retrieve information about the orchestrator blue-
print with the specified blueprint GUID. This method returns HTTP 200 OK on a success with inform-
ation about the blueprint.

9 Tip: To see the certificate stores or scheduled jobs associated with the blueprint, use the
GET /AgentBluePrint/{id}/Jobs method (see GET Agent BluePrint ID Jobs on page 32) or GET
/AgentBluePrint/{id}/Stores method (see GET Agent BluePrint ID Stores on page 37).

9 Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/agents/management/read/

Table 18: GET Agent BluePrint {id} Input Parameters

CHIECTT

id Path Required. A string indicating the GUID of the orchestrator blueprint that should
be retrieved.
Use the GET AgentBluePrint method (see GET Agent BluePrint on the next
page) to retrieve a list of all the blueprints to determine the orchestrator blue-
print GUID.

Table 19: GET Agent BluePrint {id} Response Data

T

AgentBlueprintld A string indicating the GUID of the blueprint.
Name A string indicating the name of the blueprint.
RequiredCapabilities An array of strings indicating the type of capabilities required by the orches-

trators to which the blueprint will be applied (e.g. JKS, PEM).

LastModified A string indicating the date and time the blueprint was created.
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.2.3 GET Agent BluePrint

The GET /AgentBluePrint method is used to retrieve a list of blueprints defined for the orchestrators
and agents registered in Keyfactor Command. This method returns HTTP 200 OK on a success with
a list of all blueprint details.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/agents/management/read/

Table 20: GET Agent BluePrint Input Parameters

G E Es T

PageReturned

ReturnLimit

SortField

SortAscending

Query

Query

Query

Query

An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.

An integer that specifies how many results to return per page. The
default is 50.

A string containing the property by which the results should be sorted.
Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is Name.

An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Table 21: GET Agent BluePrint Response Data

R =

AgentBlueprintld A string indicating the GUID of the blueprint.
Name A string indicating the name of the blueprint.
RequiredCapabilities An array of strings indicating the type of capabilities required by the orches-

trators to which the blueprint will be applied (e.g. JKS, PEM).

LastModified A string indicating the date and time the blueprint was created.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.2.4 GET Agent BluePrint ID Jobs

The GET /AgentBluePrint/{id}/Jobs method is used to retrieve details of the scheduled certificate
store jobs for the orchestrator blueprint with the specified blueprint GUID. This method returns
HTTP 200 OK on a success with a list of all the blueprint scheduled job details, including certificate
stores.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/agents/management/read/
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Table 22: GET Agent BluePrint {id} Jobs Input Parameters

G E Es T

id Path Required. A string indicating the GUID of the orchestrator blueprint
that should be retrieved.
Use the GET AgentBluePrint method (see GET Agent BluePrint on
page 31) to retrieve a list of all the blueprints to determine the orches-
trator blueprint GUID.

PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.

ReturnLimit Query An integer that specifies how many results to return per page. The
default is 50.

SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not
provided.

SortField Query A string containing the property by which the results should be sorted.
Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is StorePath.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Table 23: GET Agent BluePrint {id} Jobs Response Data

R ===

AgentBlueprintJobld A string indicating the GUID of the certificate store job associated with the

blueprint.

AgentBlueprintStoreld A string indicating the GUID of the certificate store associated with the blue-

AgentBlueprintld
JobType
JobTypeName

OperationType

Thumbprint

Contents

Alias

PrivateKeyEntry

Overwrite

HasEntryPassword

HasPfxPassword

RequestTimestamp

print.

A string indicating the GUID of the blueprint.

A string indicating the GUID of the certificate store job type.

A string indicating the certificate store job type (e.g. JksInventory).

In integer indicating the type of operation (e.g. 2 = add to certificate store, 3
=remove from certificate store).

A string indicating the thumbprint of the certificate to add to or remove from
the certificate store. This field is populated only for management jobs.

A string containing the certificate to be added to the certificate store. This
field is populated only for management add to certificate store jobs.

A string indicating the alias to be used for the certificate upon entry into or
removal from the certificate store. The function of the alias varies depending
on the certificate store type. For example, for a Java keystore, it is user-
generated and stored in the keystore associated with the certificate while
for PEM stores it is the thumbprint of the certificate. Some certificate store
types don’t require an alias and some do. See Add Certificate in the
Keyfactor Command Reference Guide for more information. This field is popu-
lated only for management jobs.

A Boolean indicating whether the certificate store has a separate private
key file. This field is populated only for management jobs.

A Boolean indicating whether the certificate already in the certificate store
should be overwritten with the new certificate, if applicable. This field is
populated only for management jobs.

A Boolean indicating whether the certificate in the certificate store has a
different password from the certificate store itself. This field is populated
only for management jobs.

A Boolean indicating whether the certificate being added to the certificate
store has a private key. This field is populated only for management jobs.

A string indicating the time at which the management job was requested. This

KEYFACTOR

11.2 Keyfactor Web APIs Reference Guide 34



R ===

KeyfactorSchedule

Subject

Directories

IgnoredDirectories

SymLinks

Compatibility

FileExtensions

FileNamePatterns

AgentBlueprintStores

field is populated only for management jobs.

An object containing the schedule for the certificate store job. This field is
populated only for inventory and discovery jobs.

A string containing the reenrollment subject name using X.500 format. This
field is populated only for reenroliment jobs.

A string containing the directory or directories to search during a discovery
job. This field is populated only for discovery jobs.

A string containing the directories that should not be included in the search
during discovery jobs. This field is populated only for discovery jobs.

A Boolean indicating whether the job should follow symbolic links on Linux
and UNIX operating systems and report both the actual location of a found
certificate store file in addition to the symbolic link pointing to the file during
discovery jobs. This option is ignored on Windows. This field is populated
only for discovery jobs.

A Boolean indicating whether the job will run using the compatibility mode
introduced in Java version 1.8 to locate both JKS and PKCS12 type files
(true) or not (false) during Java keystore discovery jobs. This field is popu-
lated only for discovery jobs.

A string containing the file extensions for which to search during a discovery
job. For example, search for files with the extension “jks” in order to exclude
files with other extensions such as “txt”. This field is populated only for
discovery jobs.

A string against which to compare the file names of certificate store files and
return only those that contain the specified string (e.g. myjks) during
discovery jobs. This field is populated only for discovery jobs.

An object that includes the certificate store information of the job. The
following certificate store details are included:

COEEETTT S

AgentBlueprintStoreld A string indicating the GUID of the certi-
ficate store associated with the blueprint.

AgnetBlueprintld A string indicating the GUID of the blue-
print.
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StorePath A string indicating the path to the certi-
ficate store on the target. The format for
this path will vary depending on the certi-
ficate store type. For example, for a Java
keystore, this will be a file path (e.g.
/opt/myapp/store.jks). See Certificate
Store Operations: Adding or Modifying a
Certificate Store in the Keyfactor
Command Reference Guide for more
information.

Containerld An integer indicating the ID of the certi-
ficate store’s associated certificate store
container, if applicable (see GET Certi-
ficate Store Containers on page 633).

CertStoreType An integer indicating the ID of the certi-
ficate store type, as defined in Keyfactor
Command, for this certificate store. Built-
in certificates store types are: (0-Javakey-
store, 2-PEMFile, 3-F5SSLProfiles,4-
IISRoots, 5-NetScaler, 6-1I1ISPersonal, 7-
F5WebServer, 8-1ISRevoked, 9-F5We-
bServerREST, 10-F5SSLProfilesREST,
11-F5CABundlesREST, 100-AmazonWe-
bServices, 101-FileTransferProtocol). Any
custom extensions for the Keyfactor
Universal Orchestrator you add will have
certificate store types numbered 102+.

CertStoreTypeName A string indicating a reference name for
the certificate store type (e.g. Java
Keystore, PEM File).

Approved A Boolean indicating whether a certificate
store is approved (true) or not (false). If a
certificate store is approved, it can be
used and updated. A certificate store that
has been discovered using the discover
feature but not yet marked as approved
will be false here.
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CreatelfMissing

Properties

A Boolean indicating whether a new certi-
ficate store should be created with the
information provided (true) or not (false).
This option is only valid for Java keystores
and any custom certificate store types
you have defined to support this func-
tionality.

A string containing additional properties
for the store. Only some types of certi-
ficate stores have additional properties
that are stored in this parameter. The
data is stored in a series of, typically, key
value pairs that define the property name
and value (see GET Certificate Store
Types on page 699 for more information).

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal

page next to the Log Out button.

2.6.2.5 GET Agent BluePrint ID Stores

The GET /AgentBluePrint/{id}/Stores method is used to retrieve details of the certificate stores for
the orchestrator blueprint with the specified blueprint GUID. This method returns HTTP 200 OK on a
success with a list of all the blueprint certificate store details.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command

Reference Guide) are required to use this feature:

/agents/management/read/
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Table 24: GET Agent BluePrint {id} Stores Input Parameters

G E Es T

id Path Required. A string indicating the GUID of the orchestrator blueprint
that should be retrieved.
Use the GET AgentBluePrint method (see GET Agent BluePrint on
page 31) to retrieve a list of all the blueprints to determine the orches-
trator blueprint GUID.

PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.

ReturnLimit Query An integer that specifies how many results to return per page. The
default is 50.

SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not
provided.

SortField Query A string containing the property by which the results should be sorted.
Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is StorePath.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Table 25: GET Agent BluePrint {id} Stores Response Data

R ===

AgentBlueprintStoreld

AgentBlueprintld

StorePath

Containerld

CertStoreType

CertStoreTypeName

Approved

CreatelfMissing

Properties

A string indicating the GUID of the certificate store associated with the blue-
print.

A string indicating the GUID of the blueprint.

A string indicating the path to the certificate store on the target. The format
for this path will vary depending on the certificate store type. For example,
for a Java keystore, this will be a file path (e.g. /opt/myapp/store.jks). See
Certificate Store Operations: Adding or Modifying a Certificate Store in the
Keyfactor Command Reference Guide for more information.

An integer indicating the ID of the certificate store’s associated certificate
store container, if applicable (see GET Certificate Store Containers on
page 633).

An integer indicating the ID of the certificate store type, as defined in
Keyfactor Command, for this certificate store. Built-in certificates store
types are: (0O-Javakeystore, 2-PEMFile, 3-F5SSL Profiles,4-11ISRoots, 5-
NetScaler, 6-1ISPersonal, 7-F5WebServer, 8-1ISRevoked, 9-F5We-
bServerREST, 10-F5SSLProfilesREST, 11-F5CABundlesREST, 100-
AmazonWebServices, 101-FileTransferProtocol). Any custom extensions for
the Keyfactor Universal Orchestrator you add will have certificate store
types numbered 102+.

A string indicating a reference name for the certificate store type (e.g. Java
Keystore, PEM File).

A Boolean indicating whether a certificate store is approved (true) or not
(false). If a certificate store is approved, it can be used and updated. A certi-
ficate store that has been discovered using the discover feature but not yet
marked as approved will be false here.

A Boolean indicating whether a new certificate store should be created with
the information provided (true) or not (false). This option is only valid for Java
keystores and any custom certificate store types you have defined to
support this functionality.

Some types of certificate stores have additional properties that are stored in
this parameter. The data is stored in a series of, typically, key value pairs
that define the property name and value (see GET Certificate Store Types on
page 699 for more information).
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.2.6 POST AgentBluePrint ApplyBluePrint

The POST /AgentBluePrint/ApplyBluePrint method is used to apply a blueprint with associated certi-
ficate stores and scheduled jobs to an orchestrator. This endpoint returns 204 with no content upon
success.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/agents/management/read/

/agents/management/modify/

Table 26: POST Agent BluePrint Apply BluePrint Input Parameters

= T ==

templateld Query A string indicating the Keyfactor Command GUID of the blueprint to apply
to the orchestrator(s).

Use the GET AgentBluePrint method (see GET Agent BluePrint on page 31)
to retrieve a list of all the blueprints to determine the blueprint GUIDs.

Query Required. An array of strings indicating the GUIDs of the orchestrators to
which the blueprint should be applied.
Use the GET Agents method (see GET Agents on page 17) to retrieve a list
of all the orchestrators to determine the orchestrator GUIDs and current
status of the orchestrators.

Note: Orchestrators must be approved before a blueprint can be
applied.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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2.6.2.7 POST AgentBluePrint GenerateBluePrint

The POST /AgentBluePrint/GenerateBluePrint method is used to create a new blueprint based on
the certificate stores and scheduled jobs of one orchestrator. This method returns HTTP 200 OK on
a success with details of the new blueprint.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/agents/management/read/

/agents/management/modify/

Table 27: POST Agent BluePrint Generate Input Parameters

OO P P

agentlds Body

name Body

Required. A string indicating the GUID of the orchestrator that should be used
to generate the blueprint.

Use the GET Agents method (see GET Agents on page 17) to retrieve a list of
all the orchestrators to determine the orchestrator GUIDs and current status
of the orchestrators.

Required. A string indicating the name for the new blueprint.

Table 28: POST Agent BluePrint Generate Response Data

CEE

AgentBlueprintld
Name

RequiredCapabilities

lastModified

A string indicating the GUID of the blueprint.
A string indicating the name of the blueprint.

An array of strings indicating the type of capabilities required by the orches-
trators to which the blueprint will be applied (e.g. JKS, PEM).

A string indicating the date the blueprint was generated in UTC time.

i} Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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2.6.3 Agent Pools

The Agent Pools component of the Keyfactor APl includes methods necessary to programmatically
add, edit, get, and delete Agent Pools. An orchestrator (a.k.a. agent) pool is a group of Keyfactor
Command Windows Orchestrators and/or Universal Orchestrators that have the SSL capability.
Each pool is used to divide the work of scanning a network between all orchestrators that are
members of it.

Table 29: Agent Pool Endpoints

Hid} DELETE Deletes the specified orchestrator pool. DELETE Agent
Pools ID below

Hid} GET Returns limited information about the orchestrators GET Agent
in the specified pool. Pools ID on the
next page
/ GET Returns a list of all orchestrator pools with limited GET Agent
information about the orchestrators assigned to Pools on
each pool. page 45
/ POST Creates an orchestrator pool based on information POST Agent
in the request. Pools on
page 48
/ PUT Updates an orchestrator pool based on information PUT Agent
in the request. Pools on
page 50
/Agents GET Returns a list of orchestrators associated with the GET Agent
Default Agent Pool. Pools Agents on
page 53

2.6.3.1 DELETE Agent Pools ID

The DELETE /AgentPools/{id} method is used to delete an existing orchestrator (a.k.a. agent) pool.
This endpoint returns 204 with no content upon success.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/ssl/read/

/ssl/modify/
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Table 30: DELETE Agent Pools {id} Input Parameters

= T [ R

id Path Required. A string indicating the GUID of the orchestrator pool to delete.
Use the GET /AgentPools method (see GET Agent Pools on page 45) to retrieve
a list of all the orchestrator pools to determine the orchestrator pool GUID. The
Default Agent Pool cannot be deleted.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. Itis intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.3.2 GET Agent Pools ID

The GET /AgentPools/{id} method is used to return information about a single orchestrator (a.k.a.
agent) pool. This method returns HTTP 200 OK on a success with details about the requested
orchestrator pool.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/ssl/read/

Table 31: GET Agent Pools {id} Input Parameters

Prame T Lompin N

id Path Required. A string indicating the GUID of the orchestrator pool to retrieve.
Use the GET /AgentPools method (see GET Agent Pools on page 45) to retrieve
a list of all the orchestrator pools to determine the orchestrator pool GUID.
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Table 32: GET AgentPools {id} Response Data

R =

AgentPoolld
Name

DiscoverAgentsCount

MonitorAgentsCount

Agents

A string indicating the GUID of the orchestrator pool.

A string indicating the name of the orchestrator pool.

An integer specifying the number of orchestrators in the pool that can

perform discovery jobs.

An integer specifying the number of orchestrators in the pool that can

perform monitoring jobs.

An array of objects containing the orchestrators that are assigned to the
orchestrator pool, with accompanying data about the orchestrators. Orches-

trator details include:

CEEECT S

Agentld

EnableDiscover

EnableMonitor

Version

AllowsDiscover

AllowsMonitor

ClientMachine

A string indicating the GUID of the orchestrator.

A Boolean that indicates whether this orches-

trator is allowed to perform discovery jobs for the

orchestrator pool to which it has been assigned
(true) or not (false).

A Boolean that indicates whether this orches-
trator is allowed to perform monitoring jobs for
the orchestrator pool to which it has been
assigned (true) or not (false).

A string indicating the version of the orches-
trator.

A Boolean that indicates whether this orches-
trator has the capability to perform discovery
jobs (true) or not (false).

A Boolean that indicates whether this orches-
trator has the capability to perform monitoring
jobs (true) or not (false).

A string indicating the client machine on which
the orchestrator is installed.
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.3.3 GET Agent Pools

The GET /AgentPools method is used to retrieve all orchestrator (a.k.a. agent) pools. This method
returns HTTP 200 OK on a success with a list of all agent pool details.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/ssl/read/
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Table 33: GET Agent Pools Input Parameters

G E Es T

QueryString Query A string containing a query to limit the results (e.g. field1-eq value
AND field2 -gt value?2). The default is to return all records. Fields avail-
able for querying through the API for the most part match those that
appear in the Keyfactor Command Management Portal search drop-
downs for the same feature. For querying guidelines, refer to: Certi-
ficate Search Page in the Keyfactor Command Reference Guide. The
query fields supported for this endpoint are:

e |d(AgentPoollD)

e Name
PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.
SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not

provided.

ReturnLimit Query An integer that specifies how many results to return per page. The
defaultis 50.

SortField Query A string containing the property by which the results should be sorted.

Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is Name.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Table 34: GET AgentPools Response Data

R =

AgentPoolld
Name

DiscoverAgentsCount

MonitorAgentsCount

Agents

A string indicating the GUID of the orchestrator pool.

A string indicating the name of the orchestrator pool.

An integer specifying the number of orchestrators in the pool that can

perform discovery jobs.

An integer specifying the number of orchestrators in the pool that can

perform monitoring jobs.

An array of objects containing the orchestrators that are assigned to the
orchestrator pool, with accompanying data about the orchestrators. Orches-

trator details include:

CEEECT S

Agentld

EnableDiscover

EnableMonitor

Version

AllowsDiscover

AllowsMonitor

ClientMachine

A string indicating the GUID of the orchestrator.

A Boolean that indicates whether this orches-

trator is allowed to perform discovery jobs for the

orchestrator pool to which it has been assigned
(true) or not (false).

A Boolean that indicates whether this orches-
trator is allowed to perform monitoring jobs for
the orchestrator pool to which it has been
assigned (true) or not (false).

A string indicating the version of the orches-
trator.

A Boolean that indicates whether this orches-
trator has the capability to perform discovery
jobs (true) or not (false).

A Boolean that indicates whether this orches-
trator has the capability to perform monitoring
jobs (true) or not (false).

A string indicating the client machine on which
the orchestrator is installed.
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.3.4 POST Agent Pools

The POST /AgentPools method is used to create a new orchestrator (a.k.a. agent) pool. This method
returns HTTP 200 OK on a success with information about the orchestrator pool.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/ssl/read/

/ssl/modify/

Table 35: POST Agent Pools Input Parameters

N O T

Name Body Required. A string indicating the name of the orchestrator pool.

Agents Body A list of orchestrators that will be part of this orchestrator pool. The orches-
trators must not be assigned to a different orchestrator pool (except the
Default Agent Pool). Per orchestrator data that can be provided includes:

TS

Agentld Required. A string indicating the GUID of the orches-
trator being assigned.

EnableDiscover Required*. A Boolean that sets whether a discovery
job can be sent to this orchestrator. One of
EnabledDiscover or EnableMonitor is required.

EnableMonitor Required*. A Boolean that sets whether a monit-
oring job can be sent to this orchestrator. One of
EnabledDiscover or EnableMonitoris required.
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Table 36: POST Agent Pools Response Data

R =

AgentPoolld A string indicating the GUID of the orchestrator pool.
Name A string indicating the name of the orchestrator pool.
DiscoverAgentsCount An integer specifying the number of orchestrators in the pool that can

perform discovery jobs.

MonitorAgentsCount An integer specifying the number of orchestrators in the pool that can
perform monitoring jobs.

Agents An array of objects containing the orchestrators that are assigned to the
orchestrator pool, with accompanying data about the orchestrators. Orches-
trator details include:

CEEECT S

Agentld A string indicating the GUID of the orchestrator.

EnableDiscover A Boolean that indicates whether this orches-
trator is allowed to perform discovery jobs for the
orchestrator pool to which it has been assigned
(true) or not (false).

EnableMonitor A Boolean that indicates whether this orches-
trator is allowed to perform monitoring jobs for
the orchestrator pool to which it has been
assigned (true) or not (false).

Version A string indicating the version of the orches-
trator.
AllowsDiscover A Boolean that indicates whether this orches-

trator has the capability to perform discovery
jobs (true) or not (false).

AllowsMonitor A Boolean that indicates whether this orches-
trator has the capability to perform monitoring
jobs (true) or not (false).

ClientMachine A string indicating the client machine on which
the orchestrator is installed.
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2.6.3.5 PUT Agent Pools

The PUT /AgentPools method is used to update an existing orchestrator (a.k.a. agent) pool. This
method returns HTTP 200 OK on a success with information about the orchestrator pool.
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Table 37: PUT Agent Pools Input Parameters

G EsS T

AgentPoolld Body Required. A string indicating the GUID of the orchestrator pool that is to
be updated.

Name Body Required. A string indicating the name of the orchestrator pool.

Agents Body A list of orchestrators that will be part of this orchestrator pool. The

orchestrators must not be assigned to a different orchestrator pool
(except the Default Agent Pool). Per orchestrator data that can be
provided includes:

Agentld Required. A string indicating the GUID of the
orchestrator being assigned.

EnableDiscover Required*. A Boolean that sets whether a
discovery job can be sent to this orchestrator.
One of EnabledDiscover or EnableMonitoris
required.

EnableMonitor Required*. A Boolean that sets whether a
monitoring job can be sent to this orches-
trator. One of EnabledDiscover or EnableMon-
itoris required.
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Table 38: PUT Agent Pools Response Data

R =

AgentPoolld A string indicating the GUID of the orchestrator pool.
Name A string indicating the name of the orchestrator pool.
DiscoverAgentsCount An integer specifying the number of orchestrators in the pool that can

perform discovery jobs.

MonitorAgentsCount An integer specifying the number of orchestrators in the pool that can
perform monitoring jobs.

Agents An array of objects containing the orchestrators that are assigned to the
orchestrator pool, with accompanying data about the orchestrators. Orches-
trator details include:

CEEECT S

Agentld A string indicating the GUID of the orchestrator.

EnableDiscover A Boolean that indicates whether this orches-
trator is allowed to perform discovery jobs for the
orchestrator pool to which it has been assigned
(true) or not (false).

EnableMonitor A Boolean that indicates whether this orches-
trator is allowed to perform monitoring jobs for
the orchestrator pool to which it has been
assigned (true) or not (false).

Version A string indicating the version of the orches-
trator.
AllowsDiscover A Boolean that indicates whether this orches-

trator has the capability to perform discovery
jobs (true) or not (false).

AllowsMonitor A Boolean that indicates whether this orches-
trator has the capability to perform monitoring
jobs (true) or not (false).

ClientMachine A string indicating the client machine on which
the orchestrator is installed.
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.3.6 GET Agent Pools Agents

The GET /AgentPools/Agents method is used to retrieve the orchestrators (a.k.a. agents) asso-
ciated with the Default Agent Pool. This method has no required input parameters. It returns HTTP
200 OK on a success with information about the Default Agent Pool orchestrators.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/ssl/read/
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Table 39: GET Agent Pools Default Agent Pool Agents Input Parameters

G E Es T

QueryString Query A string containing a query to limit the results (e.g. field1-eq value
AND field2 -gt value?2). The default is to return all records. Fields avail-
able for querying through the API for the most part match those that
appear in the Keyfactor Command Management Portal search drop-
downs for the same feature. For querying guidelines, refer to: Certi-
ficate Collection Managerin the Keyfactor Command Reference
Guide. The query fields supported for this endpoint are:

* |d (Orchestrator ID, AgentID)
e ClientMachine

* EnableDiscover (true or false)

* EnableMonitor (true or false)

e Version
PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.
SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not

provided.

ReturnLimit Query An integer that specifies how many results to return per page. The
default is 50.

SortField Query A string containing the property by which the results should be sorted.

Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is Agentld.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Table 40: GET Agent Pools Default Agent Pool Agents Response Data

G e

Agentld

EnableDiscover

EnableMonitor

Version

AllowsDiscover

AllowsMonitor

ClientMachine

A string indicating the GUID of the orchestrator.

A Boolean that indicates whether this orchestrator is allowed to perform discovery
jobs for the orchestrator pool to which it has been assigned (true) or not (false).

A Boolean that indicates whether this orchestrator is allowed to perform monitoring
jobs for the orchestrator pool to which it has been assigned (true) or not (false).

A string indicating the version of the orchestrator.

A Boolean that indicates whether this orchestrator has the capability to perform
discovery jobs (true) or not (false).

A Boolean that indicates whether this orchestrator has the capability to perform
monitoring jobs (true) or not (false).

A string indicating the client machine on which the orchestrator is installed.

i} Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor API endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.4 Alerts

The Alerts component of the Keyfactor APl includes methods necessary to create, update, retrieve,
schedule, test and delete alerts for denied certificate requests, expired certificates, issued certi-
ficate requests, pending certificate requests and SSH Key Rotations.

Alerts Denied below

Alerts Expiration on page 88

Alerts Issued on page 127

Alerts Key Rotation on page 164

Alerts Pending on page 199

2.6.4.1 Alerts Denied

The Alerts Denied component of the Keyfactor APl includes methods necessary to create, update,
retrieve, and delete alerts for denied certificate requests.
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Table 41: Alerts Denied

/Alerts/Denied/{id} DELETE Deletes a denied certificate request alert DELETE Alerts
for the specified ID. Denied ID below
/Alerts/Denied/{id} GET Retrieves details for a denied certificate GET Alerts Denied ID
request alert for the specified ID. on the next page
/Alerts/Denied PUT Updates a denied certificate request alert PUT Alerts Denied on
for the specified ID. page 78
/Alerts/Denied GET Retrieves details for all configured denied GET Alerts Denied on
certificate request alerts. page 62
/Alerts/Denied POST Creates a new denied certificate request POST Alerts Denied
alert. on page 68

DELETE Alerts Denied ID

The DELTE /Alerts/Denied/{id} method is used to delete the denied certificate request alert with the
specified ID. This endpoint returns 204 with no content upon success.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/modify/

Table 42: DELETE Alerts Denied {id} Input Parameters

Prame Lo Lomin

id Path Required. An integer indicating the Keyfactor Command reference ID for the
denied certificate request alert to be deleted.
Use the GET /Alerts/Denied method (see GET Alerts Denied on page 62) to
retrieve a list of all the issued request alerts to determine the alert ID.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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GET Alerts Denied ID

The GET /Alerts/Denied/{id} method is used to retrieve details for the denied certificate request
alerts with the specified ID. This method returns HTTP 200 OK on a success with details about the
specified denied certificate request alert.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/

Table 43: GET Alerts Denied {id} Input Parameters

Prame T Lompin N

id Path Required. An integer indicating the Keyfactor Command reference ID for the
denied certificate request alert.
Use the GET /Alerts/Denied method (see GET Alerts Denied on page 62) to
retrieve a list of all the issued request alerts to determine the alert ID.
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Table 44: GET Alerts Denied {id} Response Data

& Es

Id

DisplayName

Subject

Message

Recipients

An integer indicating the Keyfactor Command reference ID of the denied
request alert.

A string indicating the display name for the denied request alert. This
name appears in the denied request alerts grid in the Management Portal.

A string indicating the subject for the email message that will be delivered
when the alert is triggered.

Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition

that is replaced by data from the certificate or certificate

metadata at processing time. For example, you can enter {rcn} in
the alert definition and each alert generated at processing time

will contain the specific requested common name of the given certi-
ficate request instead of the variable {rcn}.

A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Denied Certificate Request
Alerts in the Keyfactor Command Reference Guide for a complete list of
available substitutable special text strings.

An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:
* {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.

¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.
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Template

An object containing information about the certificate template for which

the denied request alerts will be generated. A separate alert should be
configured for each template. An alert may be configured with no
template, if desired. Alerts configured in this way generate alerts for all
denied certificate requests. Possible values are:

Id

DisplayName

ForestRoot

ConfigurationTenant

An integer indicating the Keyfactor
Command reference ID for the template,
or null for all templates.

A string containing the name of the
template. For a template created using a
Microsoft management tool, this will be
the Microsoft template display name.

A string indicating the forest root of the

template.

Note: This field is retained for
legacy purposes and will be
replaced by ConfigurationTenant
field.

A string indicating the configuration
tenant of the template.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

6 DeniedLogger

7 DeniedPowershell

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
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This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.
e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggered. It is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for
Denied Certificate Request Alerts in the
Keyfactor Command Reference Guide for a
complete list of available substitutable
special text strings.

e Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 61


../../../../../../KeyfactorAPI/swagger/index.html

GET Alerts Denied

The GET /Alerts/Denied method is used to retrieve details of all denied certificate request alerts
configured in Keyfactor Command. Results can be limited to selected alerts using filtering, and URL
parameters can be used to specify paging and sorting. This method returns HTTP 200 OK on a
success with details about the specified denied certificate request alerts.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 62



Table 45: GET Alerts Denied Input Parameters

G E Es T

QueryString Query A string containing a query to limit the results (e.g. field1-eq value
AND field2 -gt value?2). The default is to return all records. Fields avail-
able for querying through the API for the most part match those that
appear in the Keyfactor Command Management Portal search drop-
downs for the same feature. For querying guidelines, refer to: Certi-
ficate Search Page in the Keyfactor Command Reference Guide. The
query fields supported for this endpoint are:

e DisplayName
* Message

* RegisteredEventHandlerld

e Subject
e Template_lId
e UseHandler

PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.

SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not

provided.

ReturnLimit Query An integer that specifies how many results to return per page. The
defaultis 50.

SortField Query A string containing the property by which the results should be sorted.

Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is DisplayName.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Table 46: GET Alerts Denied Response Data

& Es

Id

DisplayName

Subject

Message

Recipients

An integer indicating the Keyfactor Command reference ID of the denied
request alert.

A string indicating the display name for the denied request alert. This
name appears in the denied request alerts grid in the Management Portal.

A string indicating the subject for the email message that will be delivered
when the alert is triggered.

Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition

that is replaced by data from the certificate or certificate

metadata at processing time. For example, you can enter {rcn} in
the alert definition and each alert generated at processing time

will contain the specific requested common name of the given certi-
ficate request instead of the variable {rcn}.

A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Denied Certificate Request
Alerts in the Keyfactor Command Reference Guide for a complete list of
available substitutable special text strings.

An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:
* {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.

¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.
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Template

An object containing information about the certificate template for which

the denied request alerts will be generated. A separate alert should be
configured for each template. An alert may be configured with no
template, if desired. Alerts configured in this way generate alerts for all
denied certificate requests. Possible values are:

Id

DisplayName

ForestRoot

ConfigurationTenant

An integer indicating the Keyfactor
Command reference ID for the template,
or null for all templates.

A string containing the name of the
template. For a template created using a
Microsoft management tool, this will be
the Microsoft template display name.

A string indicating the forest root of the

template.

Note: This field is retained for
legacy purposes and will be
replaced by ConfigurationTenant
field.

A string indicating the configuration
tenant of the template.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

6 DeniedLogger

7 DeniedPowershell

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
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This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.
e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggered. It is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for
Denied Certificate Request Alerts in the
Keyfactor Command Reference Guide for a
complete list of available substitutable
special text strings.

e Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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POST Alerts Denied

The POST /Alerts/Denied method is used to create a new denied certificate request alert. This
method returns HTTP 200 OK on a success with details about the denied certificate request alert.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/modify/
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Table 47: POST Alerts Denied Input Parameters

Description

D-  Required. A string indicating the display name for the denied request alert. This name appears in the
i- denied request alerts grid in the Management Portal.

s-

p-

|_

S-  Required. A string indicating the subject for the email message that will be delivered when the alert is
u-  triggered.

b_

j- 9 Tip: Substitutable special text may be used in the subject line. Substitutable special text uses
e- a variable in the alert definition that is replaced by data from the certificate or certificate

@ metadata at processing time. For example, you can enter {rcn} in the alert definition and each
t alert generated at processing time will contain the specific requested common name of the

given certificate request instead of the variable {rcn}.

M- Required. A string indicating the email message that will be delivered when the alert is triggered. The
e- email message is made up of regular text and substitutable special text. If desired, you can format the
s-  message body using HTML.

S~ For example:

"Hello {requester:givenname}, \n\nWe are sorry to report that the certificate you
requested on {subdate} in the name {rcn} has not been issued for the following
reason: \n\n{cmnt} \n\nCertificate information includes: \n\n<table>
\n<tr><th>Certificate Details</th><th>Metadata</th></tr> \n<tr><td>Template:
{template}</td><td>App Owner First Name: {metadata:AppOwnerFirstName}</td></tr>
\n<tr><td>CA: {careqid}</td><td>App Owner Last Name: {metadata:Ap-
pOwnerLastName}</td></tr> \n<tr><td>SANs: {san}</td><td>App Owner Email Address:
{metadata:AppOwnerEmailAddress}</td></tr> \n<tr><td>DN: {dn}</td><td>Business
Critical: {metadata:BusinessCritical}</td></tr> \n</table> \n\nThanks! \n\nYour
Certificate Management System"

See Table: Substitutable Special Text for Denied Certificate Request Alerts in the Keyfactor
Command Reference Guide for a complete list of available substitutable special text strings.
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Note: The $(requester:givenname) substitutable special text token is only supported in envir-

onments using Active Directory as an identity provider.

R-  An array of strings containing the recipients for the alert. Each alert can have multiple recipients. You
e- can use specific email addresses and/or use substitutable special text to replace an email address

c- variable with actual email addresses at processing time. Available email substitutable special text

i- strings include:

p- e {requester:mail}

i- The certificate requester, based on a lookup in Active Directory of the email address associated
e- with the requester on the certificate.

n-

t- Note: The $(requester:mail) substitutable special text token is only supported in envir-

S onments using Active Directory as an identity provider.

* Your custom email-based metadata field, which would be specified similarly to {metadata:Ap-
pOwnerEmailAddress}.

T-  Aninteger indicating the certificate template for which the denied request alerts will be generated. A
e- separate alert should be configured for each template. An alert may be configured with no template, if
m-  desired. Alerts configured in this way generate alerts for all denied certificate requests.

P-  Usethe GET /Templates method (see GET Templates on page 1548) to retrieve a list of all the
|- templates to determine the template ID.
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R-  An object containing the event handler configuration for the alert, if applicable. Possible values are:

:
,_

S- Id An integer indicating the Keyfactor Command reference ID for the event

= handler.

e- i

e-

d- 6 DeniedLogger

E_

V- 7 DeniedPowershell

e-

O UseHandler A Boolean indicating whether event handler use is enabled for the alert (true)
= or not (false).

H.

a-

n- For more information about event handlers, see Using Event Handlers in the Keyfactor Command

d- Reference Guide.

E- Anarray of objects containing the parameters configured for use by the event handler. The type of
v-  data will vary depending on the configured handler. Possible values are:

:
t_

H- Id An integer indicating the Keyfactor Command reference ID of the

a- configured parameter.

n-

d- Key A string indicating the reference name of the configured parameter.

|_

o DefaultValue A string indicating the value for the parameter. This value is related to the
- type of parameter (see ParameterType).

P_

N ParameterType A string containing the parameter type. Supported types are:

o * LogTarget

o This type is used for the event logging handler and is used to refer-

i ence the fully qualified domain name of the target machine to which

e-
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event should be logged.

e Script
This type is used for the PowerShell handler and is used to reference
the PowerShell script that should be run when the alert is triggered. It
is referenced using the script name as stored in the Keyfactor
Command database (see Extensions/Scripts in the Keyfactor API
Reference Guide).

* Token
This type is used for the PowerShell handler and is used to reference
a substitutable special text value that should be passed to the Power-
Shell script. See Table: Substitutable Special Text for Denied Certi-
ficate Request Alerts in the Keyfactor Command Reference Guide for
a complete list of available substitutable special text strings.

* Value
This type is used for the PowerShell handler and is used to reference
a static text string that should be passed to the PowerShell script.

For example, for a PowerShell handler:

"EventHandlerParameters": [

{
"Id": 28,
"Key": "cn",
"DefaultValue": "rcn",
"ParameterType": "Token"
s
{
"Id": 29,
"Key": "AppOwnerFirstName",
"DefaultValue": "metadata:AppOwnerFirstName",
"ParameterType": "Token"
s
{
"Id": 30,
"Key": "Text",
"DefaultValue": "Denied Alert: Enterprise Web Server",
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"ParameterType": "Value"
¥
{
"Id": 31,
"Key": "DenialComment",
"DefaultValue": "cmnt",
"ParameterType": "Token"
¥
{
"Id": 32,
"Key": "ScriptName",
"DefaultValue": "MyScript.psi"”,
"ParameterType": "Script"
}
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Table 48: POST Alerts Denied Response Data

& Es

Id

DisplayName

Subject

Message

Recipients

An integer indicating the Keyfactor Command reference ID of the denied
request alert.

A string indicating the display name for the denied request alert. This
name appears in the denied request alerts grid in the Management Portal.

A string indicating the subject for the email message that will be delivered
when the alert is triggered.

Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition

that is replaced by data from the certificate or certificate

metadata at processing time. For example, you can enter {rcn} in
the alert definition and each alert generated at processing time

will contain the specific requested common name of the given certi-
ficate request instead of the variable {rcn}.

A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Denied Certificate Request
Alerts in the Keyfactor Command Reference Guide for a complete list of
available substitutable special text strings.

An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:
* {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.

¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.
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Template

An object containing information about the certificate template for which

the denied request alerts will be generated. A separate alert should be
configured for each template. An alert may be configured with no
template, if desired. Alerts configured in this way generate alerts for all
denied certificate requests. Possible values are:

Id

DisplayName

ForestRoot

ConfigurationTenant

An integer indicating the Keyfactor
Command reference ID for the template,
or null for all templates.

A string containing the name of the
template. For a template created using a
Microsoft management tool, this will be
the Microsoft template display name.

A string indicating the forest root of the

template.

Note: This field is retained for
legacy purposes and will be
replaced by ConfigurationTenant
field.

A string indicating the configuration
tenant of the template.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

6 DeniedLogger

7 DeniedPowershell

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
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This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.
e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggered. It is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for
Denied Certificate Request Alerts in the
Keyfactor Command Reference Guide for a
complete list of available substitutable
special text strings.

e Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 77


../../../../../../KeyfactorAPI/swagger/index.html

PUT Alerts Denied

The PUT /Alerts/Denied method is used to update a denied certificate request alert. This method
returns HTTP 200 OK on a success with details about the denied certificate request alert.
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Table 49: PUT Alerts Denied Input Parameters

Description

i- An integer indicating the Keyfactor Command reference ID of the denied request alert.

D-  Required. A string indicating the display name for the denied request alert. This name appears in the
i- denied request alerts grid in the Management Portal.

S-  Required. A string indicating the subject for the email message that will be delivered when the alertis
u-  triggered.

b_

[P 9 Tip: Substitutable special text may be used in the subject line. Substitutable special text uses
e- a variable in the alert definition that is replaced by data from the certificate or certificate

c- metadata at processing time. For example, you can enter {rcn} in the alert definition and each
t alert generated at processing time will contain the specific requested common name of the

given certificate request instead of the variable {rcn}.

M- Required. A string indicating the email message that will be delivered when the alert is triggered. The
e- email message is made up of regular text and substitutable special text. If desired, you can format the
S- message body using HTML.

S For example:

"Hello {requester:givenname}, \n\nWe are sorry to report that the certificate you
requested on {subdate} in the name {rcn} has not been issued for the following
reason: \n\n{cmnt} \n\nCertificate information includes: \n\n<table>
\n<tr><th>Certificate Details</th><th>Metadata</th></tr> \n<tr><td>Template:
{template}</td><td>App Owner First Name: {metadata:AppOwnerFirstName}</td></tr>
\n<tr><td>CA: {careqid}</td><td>App Owner Last Name: {metadata:Ap-
pOwnerLastName}</td></tr> \n<tr><td>SANs: {san}</td><td>App Owner Email Address:
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{metadata:AppOwnerEmailAddress}</td></tr> \n<tr><td>DN: {dn}</td><td>Business
Critical: {metadata:BusinessCritical}</td></tr> \n</table> \n\nThanks! \n\nYour
Certificate Management System"

See Table: Substitutable Special Text for Denied Certificate Request Alerts in the Keyfactor
Command Reference Guide for a complete list of available substitutable special text strings.
“N  Note: The $(requester:givenname) substitutable special text token is only supported in envir-
onments using Active Directory as an identity provider.

R-  An array of strings containing the recipients for the alert. Each alert can have multiple recipients. You
e- can use specific email addresses and/or use substitutable special text to replace an email address

c- variable with actual email addresses at processing time. Available email substitutable special text

i- strings include:

p- ¢ {requester:mail}

I- The certificate requester, based on a lookup in Active Directory of the email address associated
e- with the requester on the certificate.

n-

t- Note: The $(requester:mail) substitutable special text token is only supported in envir-

S onments using Active Directory as an identity provider.

e Your custom email-based metadata field, which would be specified similarly to {metadata:Ap-
pOwnerEmailAddress}.

T-  Aninteger indicating the certificate template for which the denied request alerts will be generated. A
e- separate alert should be configured for each template. An alert may be configured with no template, if
m-  desired. Alerts configured in this way generate alerts for all denied certificate requests.

P-  Usethe GET /Templates method (see GET Templates on page 1548) to retrieve a list of all the
|- templates to determine the template ID.
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R-  An object containing the event handler configuration for the alert, if applicable. Possible values are:

:
,_

S- Id An integer indicating the Keyfactor Command reference ID for the event

&= handler.

e- )

e-

d- 6 DeniedLogger

E_

V- 7 DeniedPowershell

e-

i UseHandler A Boolean indicating whether event handler use is enabled for the alert (true)
t or not (false).

H.

a-

n- For more information about event handlers, see Using Event Handlers in the Keyfactor Command

d- Reference Guide.

E- An array of objects containing the parameters configured for use by the event handler. The type of
v-  data will vary depending on the configured handler. Possible values are:

:
t_

H- Id An integer indicating the Keyfactor Command reference ID of the

a- configured parameter.

n-

d- Key A string indicating the reference name of the configured parameter.

|_

- DefaultValue A string indicating the value for the parameter. This value is related to the
- type of parameter (see ParameterType).

P_

N ParameterType A string containing the parameter type. Supported types are:

. * LogTarget

. This type is used for the event logging handler and is used to refer-

il ence the fully qualified domain name of the target machine to which

e-
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event should be logged.

e Script
This type is used for the PowerShell handler and is used to reference
the PowerShell script that should be run when the alert is triggered. It
is referenced using the script name as stored in the Keyfactor
Command database (see Extensions/Scripts in the Keyfactor API
Reference Guide).

* Token
This type is used for the PowerShell handler and is used to reference
a substitutable special text value that should be passed to the Power-
Shell script. See Table: Substitutable Special Text for Denied Certi-
ficate Request Alerts in the Keyfactor Command Reference Guide for
a complete list of available substitutable special text strings.

* Value
This type is used for the PowerShell handler and is used to reference
a static text string that should be passed to the PowerShell script.

For example, for a PowerShell handler:

"EventHandlerParameters": [

{
"Id": 28,
"Key": "cn",
"DefaultValue": "rcn",
"ParameterType": "Token"
Ts
{
"Id": 29,
"Key": "AppOwnerFirstName",
"DefaultValue": "metadata:AppOwnerFirstName",
"ParameterType": "Token"
¥
{
"Id": 30,
"Key": "Text",
"DefaultValue": "Denied Alert: Enterprise Web Server",

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 82



Description

"ParameterType": "Value"
¥
{
"Id": 31,
"Key": "DenialComment",
"DefaultValue": "cmnt",
"ParameterType": "Token"
¥
{
"Id": 32,
"Key": "ScriptName",
"DefaultValue": "MyScript.psi"”,
"ParameterType": "Script"
}
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Table 50: PUT Alerts Denied Response Data

& Es

Id

DisplayName

Subject

Message

Recipients

An integer indicating the Keyfactor Command reference ID of the denied
request alert.

A string indicating the display name for the denied request alert. This
name appears in the denied request alerts grid in the Management Portal.

A string indicating the subject for the email message that will be delivered
when the alert is triggered.

Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition

that is replaced by data from the certificate or certificate

metadata at processing time. For example, you can enter {rcn} in
the alert definition and each alert generated at processing time

will contain the specific requested common name of the given certi-
ficate request instead of the variable {rcn}.

A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Denied Certificate Request
Alerts in the Keyfactor Command Reference Guide for a complete list of
available substitutable special text strings.

An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:
* {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.

¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.
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Template

An object containing information about the certificate template for which

the denied request alerts will be generated. A separate alert should be
configured for each template. An alert may be configured with no
template, if desired. Alerts configured in this way generate alerts for all
denied certificate requests. Possible values are:

Id

DisplayName

ForestRoot

ConfigurationTenant

An integer indicating the Keyfactor
Command reference ID for the template,
or null for all templates.

A string containing the name of the
template. For a template created using a
Microsoft management tool, this will be
the Microsoft template display name.

A string indicating the forest root of the

template.

Note: This field is retained for
legacy purposes and will be
replaced by ConfigurationTenant
field.

A string indicating the configuration
tenant of the template.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

6 DeniedLogger

7 DeniedPowershell

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
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This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.
e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggered. It is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for
Denied Certificate Request Alerts in the
Keyfactor Command Reference Guide for a
complete list of available substitutable
special text strings.

e Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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2.6.4.2 Alerts Expiration

The Alerts Expiration component of the Keyfactor APl includes methods necessary to create,
update, retrieve, schedule, and delete alerts for expired certificates.

Table 51: Alerts Expiration

/Alerts/Expiration/{id}

/Alerts/Expiration/{id}

/Alerts/Expiration/Schedule

/Alerts/Expiration/Schedule

/Alerts/Expiration

/Alerts/Expiration

/Alerts/Expiration

/Alerts/Expiration/Test

/Alerts/Expiration/TestAll

DELETE Alerts Expiration ID

DELETE

GET

GET

PUT

GET

POST

PUT

POST

POST

Deletes an expired certificate
alert for the specified ID.

Retrieves details for an expired
certificate alert for the
specified ID.

Retrieves details of the
schedule for delivery of expired
certificate alerts.

Updates the schedule for
delivery of expired certificate
alerts.

Retrieves details for all
configured expired certificate
alerts.

Creates a new expired certi-
ficate alert.

Updates an expired certificate
for the specified ID.

Test an Expiration Alert

Test All Expiration Alerts

DELETE Alerts
Expiration ID below

ation ID on the

next page

GET Alerts Expir-
ation Schedule on

page 94

PUT Alerts Expir-
ation Schedule on

page 95

GET Alerts Expir-
ation on page 96

POST Alerts Expir-
ation on page 102

PUT Alerts Expir-
ation on page 112

POST Alerts Expir-
ation Test on

page 123

POST Alerts Expir-
ation Test All on

page 125

The DELETE /Alerts/Expiration/{id} method is used to delete the expiration alert with the specified
ID. This endpoint returns 204 with no content upon success.

KEYFACTOR

11.2 Keyfactor Web APIs Reference Guide

88



Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/

Table 52: DELETE Alerts Expiration {id} Input Parameters

O

id Path Required. An integer indicating the Keyfactor Command reference ID for the
expiration alert to be deleted.
Use the GET /Alerts/Expiration method (see GET Alerts Expiration on page 96)
to retrieve a list of all the expiration alerts to determine the alert ID.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor AP| endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

GET Alerts Expiration ID

The GET /Alerts/Expiration/{id} method is used to retrieve details for the expiration alert with the
specified ID. This method returns HTTP 200 OK on a success with details about the specified alert.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/

Table 53: GET Alerts Expiration {id} Input Parameters

Prame T Lompin N

id Path Required. An integer indicating the Keyfactor Command reference ID for the
expiration alert.
Use the GET /Alerts/Expiration method (see GET Alerts Expiration on page 96)
to retrieve a list of all the expiration alerts to determine the alert ID.
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Table 54: GET Alerts Expiration {id} Response Data

& Es

Id An integer indicating the Keyfactor Command reference ID of the expir-
ation alert.

DisplayName A string indicating the display name for the expiration alert. This name
appears in the Expiration Certificate Request Alerts grid in the Manage-
ment Portal.

Subject A string indicating the subject for the email message that will be delivered

when the alert is triggered.

Message A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Expiration Alerts in the
Keyfactor Command Reference Guide for a complete list of available
substitutable special text strings.

ExpirationWarningDays An integer indicating the number of days prior to expiration to send the
warning.

Example: When alerts run, the alert engine reports on all the certi-
ficates expiring within the next X days (e.g. 30 days) from the
execution time that have not previously been reported on. This
means that if the alerts run daily and have been running daily regu-
larly for some time, only a single day of expiring certificates will be
reported on by any given alert run.

For example, say you create a new alert that has never run before
for collection A and set it to 30 days. You configure it to run daily
at 5:00 am. The alert runs for the first time at 5:00 am on July 1st.
All the certificates in collection A that will expire between July 1st
at 12:00 am UTC and July 31 at 12:00 am UTC will be alerted on.
The next day when the alert runs again at 5:00 am on July 2nd, the
certificates in collection A expiring between July 31st at 12:00 am
UTC and August 1st at 12:00 am UTC will be alerted on.

If alerts are missed for a period of time (due to an outage, for
example), the next run of the alerts will check the previous
successful run date for the alerts and report on certificates
expiring X days from that outage window. For example, using the
collection A alert referenced above, say an outage caused the
alerts not to run on August 1 and August 2. On August 3, the alert
would run again at 5:00 am, and the certificates in collection A
expiring between August 30th at 12:00 am UTC and September
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Q 2nd at 12:00 am UTC would be alerted on.

Recipients An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:

¢ {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.

¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.

CertificateQuery An object indicating the certificate collection on which the alert is based.
Possible values are:

Id An integer indicating the Keyfactor Command refer-
ence ID for the certificate collection.

Name A string containing the name of the certificate collec-
tion.

For more information about certificate collections, see Saving Search
Criteria as a Collection in the Keyfactor Command Reference Guide.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

1 ExpirationLogger
2 ExpirationPowershell
3 ExpirationRenewal

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
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* LogTarget
This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.

e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggered. It is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for Expir-
ation Alerts in the Keyfactor Command
Reference Guide for a complete list of
available substitutable special text strings.

* Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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GET Alerts Expiration Schedule

The GET /Alerts/Expiration/Schedule method is used to retrieve the schedule for delivery of expir-
ation alerts configured in Keyfactor Command. This method returns HTTP 200 OK on a success with
details of the schedule for expiration alerts. This method has no input parameters other than the
standard headers (see Endpoint Common Features on page 8).

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/

Table 55: GET Alerts Expiration Schedule Response Data

| = R

Schedule An object indicating the schedule for delivery of the expiration alerts. Possible values are:

CECTT S

Daily A dictionary that indicates a job scheduled to run every day at the
same time with the parameter:

CHCT I

Time The date and time to next run the job. The date and
time should be given using the ISO 8601 UTC time
format YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-
11-19716:23:012).

For example, daily at 11:30 pm:

"Daily": {
"Time": "2023-11-25T23:30:00Z"

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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PUT Alerts Expiration Schedule

The PUT /Alerts/Expiration/Schedule method is used to create or update the schedule for delivery of
expiration alerts configured in Keyfactor Command. This method returns HTTP 200 OK on a success

with details of the schedule for the alerts.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/modify/

Table 56: PUT Alerts Expiration Schedule Input Parameters

I

Schedule Body An object indicating the schedule for delivery of the expiration alerts. Poss-
ible values are:

CECT S

Daily A dictionary that indicates a job scheduled to run every
day at the same time with the parameter:

CHCTTN

Time The date and time to next run the job.
The date and time should be given
using the ISO 8601 UTC time format
YYYY-MM-DDTHH:mm:ss.000Z (e.g.
2023-11-19T16:23:012).

For example, daily at 11:30 pm:

"Daily": {
"Time": "2023-11-25T23:30:00Z"
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Table 57: PUT Alerts Expiration Schedule Response Data
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Schedule An object indicating the schedule for delivery of the expiration alerts. Possible values are:

CECTT S

Daily A dictionary that indicates a job scheduled to run every day at the
same time with the parameter:

CHCT S

Time The date and time to next run the job. The date and
time should be given using the ISO 8601 UTC time
format YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-
11-19716:23:012).

For example, daily at 11:30 pm:

"Daily": {
"Time": "2023-11-25T23:30:00Z"

i} Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

GET Alerts Expiration

The GET /Alerts/Expiration method is used to retrieve details of all expiration alerts configured in
Keyfactor Command. Results can be limited to selected alerts using filtering, and URL parameters
can be used to specify paging and sorting. This method returns HTTP 200 OK on a success with
details about the specified alert.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/
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Table 58: GET Alerts Expiration Input Parameters

G E Es T

QueryString Query A string containing a query to limit the results (e.g. field1-eq value
AND field2 -gt value?2). The default is to return all records. Fields avail-
able for querying through the API for the most part match those that
appear in the Keyfactor Command Management Portal search drop-
downs for the same feature. For querying guidelines, refer to: Certi-
ficate Search Page in the Keyfactor Command Reference Guide. The
query fields supported for this endpoint are:

e CertificateQueryld
¢ Days

e DisplayName

* Message

* RegisteredEventHandlerld
* ScheduledTaskld

e Subject
e UseHandler

PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.

SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not

provided.

ReturnLimit Query An integer that specifies how many results to return per page. The
defaultis 50.

SortField Query A string containing the property by which the results should be sorted.

Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is DisplayName.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Id An integer indicating the Keyfactor Command reference ID of the expir-
ation alert.

DisplayName A string indicating the display name for the expiration alert. This name
appears in the Expiration Certificate Request Alerts grid in the Manage-
ment Portal.

Subject A string indicating the subject for the email message that will be delivered

when the alert is triggered.

Message A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Expiration Alerts in the
Keyfactor Command Reference Guide for a complete list of available
substitutable special text strings.

ExpirationWarningDays An integer indicating the number of days prior to expiration to send the
warning.

Example: When alerts run, the alert engine reports on all the certi-
ficates expiring within the next X days (e.g. 30 days) from the
execution time that have not previously been reported on. This
means that if the alerts run daily and have been running daily regu-
larly for some time, only a single day of expiring certificates will be
reported on by any given alert run.

For example, say you create a new alert that has never run before
for collection A and set it to 30 days. You configure it to run daily
at 5:00 am. The alert runs for the first time at 5:00 am on July 1st.
All the certificates in collection A that will expire between July 1st
at 12:00 am UTC and July 31 at 12:00 am UTC will be alerted on.
The next day when the alert runs again at 5:00 am on July 2nd, the
certificates in collection A expiring between July 31st at 12:00 am
UTC and August 1st at 12:00 am UTC will be alerted on.

If alerts are missed for a period of time (due to an outage, for
example), the next run of the alerts will check the previous
successful run date for the alerts and report on certificates
expiring X days from that outage window. For example, using the
collection A alert referenced above, say an outage caused the
alerts not to run on August 1 and August 2. On August 3, the alert
would run again at 5:00 am, and the certificates in collection A
expiring between August 30th at 12:00 am UTC and September
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Q 2nd at 12:00 am UTC would be alerted on.

Recipients An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:

¢ {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.

¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.

CertificateQuery An object indicating the certificate collection on which the alert is based.
Possible values are:

Id An integer indicating the Keyfactor Command refer-
ence ID for the certificate collection.

Name A string containing the name of the certificate collec-
tion.

For more information about certificate collections, see Saving Search
Criteria as a Collection in the Keyfactor Command Reference Guide.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 99



& Es

RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

1 ExpirationLogger
2 ExpirationPowershell
3 ExpirationRenewal

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
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* LogTarget
This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.

e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggered. It is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for Expir-
ation Alerts in the Keyfactor Command
Reference Guide for a complete list of
available substitutable special text strings.

* Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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POST Alerts Expiration

The POST /Alerts/Expiration method is used to create a new expiration alert. This method returns
HTTP 200 OK on a success with details about the expiration alert.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/modify/
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Description

D
i-

Required. A string indicating the display name for the expiration alert. This name appears in the Expir-
ation Certificate Request Alerts grid in the Management Portal.

Required. A string indicating the subject for the email message that will be delivered when the alert is
triggered.

9 Tip: Substitutable special text may be used in the subject line. Substitutable special text uses
a variable in the alert definition that is replaced by data from the certificate or certificate
metadata at processing time. For example, you can enter {cn} in the alert definition and each
alert generated at processing time will contain the specific common name of the given certi-
ficate instead of the variable {cn}.

Required. A string indicating the email message that will be delivered when the alert is triggered. The
email message is made up of regular text and substitutable special text. If desired, you can format the
message body using HTML.

For example:

"Hello {requester:givenname}, \n\nThe certificate in the name {cn} issued on
{certnotbefore} from {CAreqID} using the {template} template will expire on {cert-
notafter}. If this certificate is still in use, please consider getting a new
one. \n\nCertificate information includes: \n\n<table> \n<tr><th>Certificate
Details</th><th>Metadata</th></tr> \n<tr><td>Serial Number: {serial}</td><td>App
Owner First Name: {metadata:AppOwnerFirstName}</td></tr> \n<tr><td>Thumbprint:
{thumbprint}</td><td>App Owner Last Name: {metadata:AppOwnerLastName}</td></tr>
\n<tr><td>SANs: {san}</td><td>App Owner Email Address: {metadata:Ap-
pOwnerEmailAddress}</td></tr> \n<tr><td>DN: {dn}</td><td>Business Critical:
{metadata:BusinessCritical}</td></tr> \n</table>\n\nThanks! \n\nYour Certificate
Management System"

See Table: Substitutable Special Text for Expiration Alerts in the Keyfactor Command Reference
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Guide for a complete list of available substitutable special text strings.

Note: The $(requester:givenname) substitutable special text token is only supported in envir-
onments using Active Directory as an identity provider.

E- Required. An integer indicating the number of days prior to expiration to send the warning.

X-

p- Example: When alerts run, the alert engine reports on all the certificates expiring within the

i- next X days (e.g. 30 days) from the execution time that have not previously been reported on.

- This means that if the alerts run daily and have been running daily regularly for some time, only

a- a single day of expiring certificates will be reported on by any given alert run.

t- For example, say you create a new alert that has never run before for collection A and set it to

i- 30 days. You configure it to run daily at 5:00 am. The alert runs for the first time at 5:00 am on

o- July 1st. All the certificates in collection A that will expire between July 1st at 12:00 am UTC

n- and July 31 at 12:00 am UTC will be alerted on. The next day when the alert runs again at 5:00

W am on July 2nd, the certificates in collection A expiring between July 31st at 12:00 am UTC and

a- August 1st at 12:00 am UTC will be alerted on.

r- If alerts are missed for a period of time (due to an outage, for example), the next run of the

n- alerts will check the previous successful run date for the alerts and report on certificates

i- expiring X days from that outage window. For example, using the collection A alert referenced
above, say an outage caused the alerts not to run on August 1 and August 2. On August 3, the

9 alert would run again at 5:00 am, and the certificates in collection A expiring between August

D 30th at 12:00 am UTC and September 2nd at 12:00 am UTC would be alerted on.

a-

y-

s

R An array of strings containing the recipients for the alert. Each alert can have multiple recipients. You
can use specific email addresses and/or use substitutable special text to replace an email address
c- variable with actual email addresses at processing time. Available email substitutable special text
i-  strings include:
p- » {requester:mail}
i- The certificate requester, based on a lookup in Active Directory of the email address associated
with the requester on the certificate.

n-
t- Note: The $(requester:mail) substitutable special text token is only supported in envir-
S onments using Active Directory as an identity provider.

* Your custom email-based metadata field, which would be specified similarly to {metadata:Ap-
pOwnerEmailAddress}.
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C Regquired. An integer indicating the certificate collection on which to base the alert.

€ Usethe GET /CertificateCollections method (see GET Certificate Collections on page 461) to
I~ retrieve a list of all the certificate collections to determine the collection ID.

R An object containing the event handler configuration for the alert, if applicable. Possible values are:

:
:
,_

s- Id An integer indicating the Keyfactor Command reference ID for the event
= handler.

e- p

e

d- 1 ExpirationLogger

E.

V- 2 ExpirationPowershell

e-

n 3 ExpirationRenewal

t_

H UseHandler A Boolean indicating whether event handler use is enabled for the alert (true)
a or not (false).

n

d.

For more information about event handlers, see Using Event Handlers in the Keyfactor Command
Reference Guide.
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E- Anarray of objects containing the parameters configured for use by the event handler. The type of
v-  data will vary depending on the configured handler. Possible values are:

e_
n-
t_

H Id An integer indicating the Keyfactor Command reference ID of the
configured parameter.

d- Key A string indicating the reference name of the configured parameter.

le_ DefaultValue A string indicating the value for the parameter. This value is related to the

! type of parameter (see ParameterType).

:_' ParameterType A string containing the parameter type. Supported types are:

- * LogTarget

- This type is used for the event logging handler and is used to refer-
ence the fully qualified domain name of the target machine to which

= event should be logged.

t- e Script

e- This type is used for the PowerShell handler and is used to reference

r- the PowerShell script that should be run when the alert is triggered. It

s is referenced using the script name as stored in the Keyfactor

Command database (see Extensions/Scripts in the Keyfactor API
Reference Guide).

* Token
This type is used for the PowerShell handler and is used to reference a
substitutable special text value that should be passed to the Power-
Shell script. See Table: Substitutable Special Text for Expiration Alerts
in the Keyfactor Command Reference Guide for a complete list of avail-
able substitutable special text strings.

* Value
This type is used for the PowerShell handler and is used to reference a
static text string that should be passed to the PowerShell script.

For example, for a PowerShell handler:

"EventHandlerParameters": [

{
"Id": 28,
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"Key": "cn",
"DefaultValue": "cn",
"ParameterType": "Token"

¥

{
"Id": 29,
"Key": "AppOwnerFirstName",
"DefaultValue": "metadata:AppOwnerFirstName",
"ParameterType": "Token"

¥

{
"Id": 30,
"Key": "Text",
"DefaultValue": "Expiration Alert: Enterprise Web Server",
"ParameterType": "Value"

¥

{
"Id": 32,
"Key": "ScriptName",
"DefaultValue": "MyScript.psl"”,
"ParameterType": "Script"

}
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Id An integer indicating the Keyfactor Command reference ID of the expir-
ation alert.

DisplayName A string indicating the display name for the expiration alert. This name
appears in the Expiration Certificate Request Alerts grid in the Manage-
ment Portal.

Subject A string indicating the subject for the email message that will be delivered

when the alert is triggered.

Message A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Expiration Alerts in the
Keyfactor Command Reference Guide for a complete list of available
substitutable special text strings.

ExpirationWarningDays An integer indicating the number of days prior to expiration to send the
warning.

Example: When alerts run, the alert engine reports on all the certi-
ficates expiring within the next X days (e.g. 30 days) from the
execution time that have not previously been reported on. This
means that if the alerts run daily and have been running daily regu-
larly for some time, only a single day of expiring certificates will be
reported on by any given alert run.

For example, say you create a new alert that has never run before
for collection A and set it to 30 days. You configure it to run daily
at 5:00 am. The alert runs for the first time at 5:00 am on July 1st.
All the certificates in collection A that will expire between July 1st
at 12:00 am UTC and July 31 at 12:00 am UTC will be alerted on.
The next day when the alert runs again at 5:00 am on July 2nd, the
certificates in collection A expiring between July 31st at 12:00 am
UTC and August 1st at 12:00 am UTC will be alerted on.

If alerts are missed for a period of time (due to an outage, for
example), the next run of the alerts will check the previous
successful run date for the alerts and report on certificates
expiring X days from that outage window. For example, using the
collection A alert referenced above, say an outage caused the
alerts not to run on August 1 and August 2. On August 3, the alert
would run again at 5:00 am, and the certificates in collection A
expiring between August 30th at 12:00 am UTC and September
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Q 2nd at 12:00 am UTC would be alerted on.

Recipients An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:

¢ {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.

¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.

CertificateQuery An object indicating the certificate collection on which the alert is based.
Possible values are:

Id An integer indicating the Keyfactor Command refer-
ence ID for the certificate collection.

Name A string containing the name of the certificate collec-
tion.

For more information about certificate collections, see Saving Search
Criteria as a Collection in the Keyfactor Command Reference Guide.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

1 ExpirationLogger
2 ExpirationPowershell
3 ExpirationRenewal

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
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* LogTarget
This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.

e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggered. It is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for Expir-
ation Alerts in the Keyfactor Command
Reference Guide for a complete list of
available substitutable special text strings.

* Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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PUT Alerts Expiration

The PUT /Alerts/Expiration method is used to update an expiration alert. This method returns HTTP
200 OK on a success with details about the alert.
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Description

i- Required. An integer indicating the Keyfactor Command reference ID of the expiration alert.

D Required. A string indicating the display name for the expiration alert. This name appears in the Expir-
i-  ation Certificate Request Alerts grid in the Management Portal.

S Required. A string indicating the subject for the email message that will be delivered when the alert is
u-  triggered.

b.

[P 9 Tip: Substitutable special text may be used in the subject line. Substitutable special text uses
a variable in the alert definition that is replaced by data from the certificate or certificate

c- metadata at processing time. For example, you can enter {cn} in the alert definition and each

t alert generated at processing time will contain the specific common name of the given certi-

ficate instead of the variable {cn}.

Required. A string indicating the email message that will be delivered when the alert is triggered. The
e- email message is made up of regular text and substitutable special text. If desired, you can format the
s- message body using HTML.

S- For example:

"Hello {requester:givenname}, \n\nThe certificate in the name {cn} issued on
{certnotbefore} from {CAreqID} using the {template} template will expire on {cert-
notafter}. If this certificate is still in use, please consider getting a new

one. \n\nCertificate information includes: \n\n<table> \n<tr><th>Certificate
Details</th><th>Metadata</th></tr> \n<tr><td>Serial Number: {serial}</td><td>App
Owner First Name: {metadata:AppOwnerFirstName}</td></tr> \n<tr><td>Thumbprint:
{thumbprint}</td><td>App Owner Last Name: {metadata:AppOwnerLastName}</td></tr>

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 113



Description

\n<tr><td>SANs: {san}</td><td>App Owner Email Address: {metadata:Ap-
pOwnerEmailAddress}</td></tr> \n<tr><td>DN: {dn}</td><td>Business Critical:
{metadata:BusinessCritical}</td></tr> \n</table>\n\nThanks! \n\nYour Certificate
Management System"

See Table: Substitutable Special Text for Expiration Alerts in the Keyfactor Command Reference
Guide for a complete list of available substitutable special text strings.

Note: The $(requester:givenname) substitutable special text token is only supported in envir-
onments using Active Directory as an identity provider.

E- Required. An integer indicating the number of days prior to expiration to send the warning.

p- Example: When alerts run, the alert engine reports on all the certificates expiring within the
i- next X days (e.g. 30 days) from the execution time that have not previously been reported on.
r- This means that if the alerts run daily and have been running daily regularly for some time, only
a- a single day of expiring certificates will be reported on by any given alert run.

t- For example, say you create a new alert that has never run before for collection A and set it to
i- 30 days. You configure it to run daily at 5:00 am. The alert runs for the first time at 5:00 am on
o- July 1st. All the certificates in collection A that will expire between July 1st at 12:00 am UTC

n- and July 31 at 12:00 am UTC will be alerted on. The next day when the alert runs again at 5:00
W am on July 2nd, the certificates in collection A expiring between July 31st at 12:00 am UTC and
a- August 1st at 12:00 am UTC will be alerted on.

r- If alerts are missed for a period of time (due to an outage, for example), the next run of the

n- alerts will check the previous successful run date for the alerts and report on certificates

i- expiring X days from that outage window. For example, using the collection A alert referenced
above, say an outage caused the alerts not to run on August 1 and August 2. On August 3, the

g alert would run again at 5:00 am, and the certificates in collection A expiring between August
30th at 12:00 am UTC and September 2nd at 12:00 am UTC would be alerted on.

R An array of strings containing the recipients for the alert. Each alert can have multiple recipients. You
can use specific email addresses and/or use substitutable special text to replace an email address

c- variable with actual email addresses at processing time. Available email substitutable special text

i-  strings include:

p- » {requester:mail}

i- The certificate requester, based on a lookup in Active Directory of the email address associated

e with the requester on the certificate.
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N “N Note: The $(requester:mail) substitutable special text token is only supported in envir-
a onments using Active Directory as an identity provider.
s

e Your custom email-based metadata field, which would be specified similarly to {metadata:Ap-
pOwnerEmailAddress}.

Required. An integer indicating the certificate collection on which to base the alert.

€ Use the GET /CertificateCollections method (see GET Certificate Collections on page 461) to
= retrieve a list of all the certificate collections to determine the collection ID.
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R An object containing the event handler configuration for the alert, if applicable. Possible values are:

e.
:
,_

S- Id

H UseHandler

Reference Guide.

An integer indicating the Keyfactor Command reference ID for the event
handler.

_ Event Handler Type ‘\

1 ExpirationLogger
2 ExpirationPowershell
3 ExpirationRenewal

A Boolean indicating whether event handler use is enabled for the alert (true)
or not (false).

For more information about event handlers, see Using Event Handlers in the Keyfactor Command

E- An array of objects containing the parameters configured for use by the event handler. The type of
v-  data will vary depending on the configured handler. Possible values are:

n
H Id

d- Key

|_

~ DefaultValue
r-

P.

N ParameterType
r-

a-

e-

e_
|
t_

An integer indicating the Keyfactor Command reference ID of the
configured parameter.

A string indicating the reference name of the configured parameter.

A string indicating the value for the parameter. This value is related to the
type of parameter (see ParameterType).

A string containing the parameter type. Supported types are:
e LogTarget
This type is used for the event logging handler and is used to refer-
ence the fully qualified domain name of the target machine to which
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event should be logged.

e Script
This type is used for the PowerShell handler and is used to reference
the PowerShell script that should be run when the alert is triggered. It
is referenced using the script name as stored in the Keyfactor
Command database (see Extensions/Scripts in the Keyfactor API
Reference Guide).

* Token
This type is used for the PowerShell handler and is used to reference a
substitutable special text value that should be passed to the Power-
Shell script. See Table: Substitutable Special Text for Expiration Alerts
in the Keyfactor Command Reference Guide for a complete list of avail-
able substitutable special text strings.

* Value
This type is used for the PowerShell handler and is used to reference a
static text string that should be passed to the PowerShell script.

For example, for a PowerShell handler:

"EventHandlerParameters": [

{
"Id": 28,
"Key": "cn",
"DefaultValue": "cn",
"ParameterType": "Token"

¥

{
"Id": 29,
"Key": "AppOwnerFirstName",
"DefaultValue": "metadata:AppOwnerFirstName",
"ParameterType": "Token"

}s

{
"Id": 3e,

"Key": "Text",
"DefaultValue": "Expiration Alert: Enterprise Web Server",
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"ParameterType": "Value"

¥

{
"Id": 32,
"Key": "ScriptName",
"DefaultValue": "MyScript.psl”,
"ParameterType": "Script"

}
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Id An integer indicating the Keyfactor Command reference ID of the expir-
ation alert.

DisplayName A string indicating the display name for the expiration alert. This name
appears in the Expiration Certificate Request Alerts grid in the Manage-
ment Portal.

Subject A string indicating the subject for the email message that will be delivered

when the alert is triggered.

Message A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Expiration Alerts in the
Keyfactor Command Reference Guide for a complete list of available
substitutable special text strings.

ExpirationWarningDays An integer indicating the number of days prior to expiration to send the
warning.

Example: When alerts run, the alert engine reports on all the certi-
ficates expiring within the next X days (e.g. 30 days) from the
execution time that have not previously been reported on. This
means that if the alerts run daily and have been running daily regu-
larly for some time, only a single day of expiring certificates will be
reported on by any given alert run.

For example, say you create a new alert that has never run before
for collection A and set it to 30 days. You configure it to run daily
at 5:00 am. The alert runs for the first time at 5:00 am on July 1st.
All the certificates in collection A that will expire between July 1st
at 12:00 am UTC and July 31 at 12:00 am UTC will be alerted on.
The next day when the alert runs again at 5:00 am on July 2nd, the
certificates in collection A expiring between July 31st at 12:00 am
UTC and August 1st at 12:00 am UTC will be alerted on.

If alerts are missed for a period of time (due to an outage, for
example), the next run of the alerts will check the previous
successful run date for the alerts and report on certificates
expiring X days from that outage window. For example, using the
collection A alert referenced above, say an outage caused the
alerts not to run on August 1 and August 2. On August 3, the alert
would run again at 5:00 am, and the certificates in collection A
expiring between August 30th at 12:00 am UTC and September
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Q 2nd at 12:00 am UTC would be alerted on.

Recipients An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:

¢ {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.

¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.

CertificateQuery An object indicating the certificate collection on which the alert is based.
Possible values are:

Id An integer indicating the Keyfactor Command refer-
ence ID for the certificate collection.

Name A string containing the name of the certificate collec-
tion.

For more information about certificate collections, see Saving Search
Criteria as a Collection in the Keyfactor Command Reference Guide.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

1 ExpirationLogger
2 ExpirationPowershell
3 ExpirationRenewal

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
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* LogTarget
This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.

e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggered. It is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for Expir-
ation Alerts in the Keyfactor Command
Reference Guide for a complete list of
available substitutable special text strings.

* Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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POST Alerts Expiration Test

The POST /Alerts/Expiration/Test method is used to test individual certificate expiration alerts. This
method returns HTTP 200 OK on a success with details about the resulting alerts generated or a
response of “NoActionTaken” if no certificates match the test criteria entered.

<P

Tip: Alerts are generated when a certificate has expired or is approaching expiration as
defined by the timeframe configured in the alert.

By default, a maximum of 100 alerts will be generated during a test. The maximum value is
configurable with the Expiration Alert Test Result Limit setting in Keyfactor Command applic-
ation settings (see Application Settings: Console Tab in the Keyfactor Command Reference
Guide). If more than 100 alerts are generated, no email messages will be sent and you’ll have
the opportunity to view the first 100 alerts generated.

If you’re using an event handler, the event handler is run and the handler actions taken
(PowerShell script run, event log message written, certificates renewed) when the test is run.
This is true regardless of the setting of the SendAlerts flag.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/monitoring/alerts/read/

/monitoring/alerts/test/

Table 64: POST Alerts Expiration Test Input Parameters

O T T

Alertld Body n integer indicating the reference ID of expiration alert to test.

Use the GET /Alerts/Expiration method (see GET Alerts Expir-
ation on page 96) to retrieve a list of all your expiration alerts
to determine the alert Id.

EvaluationDate Body A string indicating the start date/time for the test. The date

and time should be given using the ISO 8601 UTC time format
YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-11-19T716:23:012).
You can use the date range to simulate running the alerts a
month from now instead of today, for example, or put in a broad
date range to be sure you pick up some expiring certificates
for testing purposes.

PreviousEvaluationDate Body A string indicating the end date/time for the test. The date and

time should be given using the ISO 8601 UTC time format
YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-11-19T16:23:012).

SendAlerts Body A Boolean indicating whether to send alert emails with the test

(true) or not (false). The default is false.
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Table 65: POST Alerts Expiration Test Response Data

ExpirationAlerts An object containing alert details resulting from the test. Expiration alert details
are:

[Nome | escrptien

CAName A string indicating the certificate authority that issued the
certificate in hostname\logical name format.

CARow An integer containing the CA’s reference ID for certificate.

IssuedCN A string indicating the common name of the certificate.

Expiry A string indicating the date and time when the certificate
expires.

Subject A string indicating the subject for the email message,

including any replaced substitutable special text.

Message A string indicating the email message, including any replaced
substitutable special text.
See Table: Substitutable Special Text for Expiration Alerts in
the Keyfactor Command Reference Guide for a complete list
of available substitutable special text strings.

Recipients An array of strings containing the recipients for the alert.

SendDate A string indicating the date on which the alert will be sent,
based on configuration of the ExpirationWarningDays in the
alert (e.g. if the alert is configured for one month before
expiration and the certificate expires on July 20, the alert
will have a send date of June 20).

AlertBuildResult A string indicating the outcome of the test (e.g. Success).

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor AP| endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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POST Alerts Expiration Test All

The POST /Alerts/Expiration/TestAll method is used to test all certificate expiration alerts. This
method returns HTTP 200 OK on a success with details about the resulting alerts generated or a
response of “NoActionTaken” if no certificates match the test criteria entered.

<P

Tip: Alerts are generated when a certificate has expired or is approaching expiration as
defined by the timeframe configured in the alert.

By default, a maximum of 100 alerts will be generated during a test. The maximum value is
configurable with the Expiration Alert Test Result Limit setting in Keyfactor Command applic-
ation settings (see Application Settings: Console Tab in the Keyfactor Command Reference
Guide). If more than 100 alerts are generated, no email messages will be sent and you’ll have
the opportunity to view the first 100 alerts generated.

If you’re using an event handler, the event handler is run and the handler actions taken
(PowerShell script run, event log message written, certificates renewed) when the test is run.
This is true regardless of the setting of the SendAlerts flag.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/monitoring/alerts/read/

/monitoring/alerts/test/

Table 66: POST Alerts Expiration Test All Input Parameters

O T T

EvaluationDate Body A string indicating the start date/time for the test. The date

and time should be given using the ISO 8601 UTC time format
YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-11-19T16:23:012).

You can use the date range to simulate running the alerts a
month from now instead of today, for example, or put in a broad
date range to be sure you pick up some expiring certificates
for testing purposes.

PreviousEvaluationDate Body A string indicating the end date/time for the test. The date and

time should be given using the ISO 8601 UTC time format
YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-11-19T16:23:012).

SendAlerts Body A Boolean indicating whether to send alert emails with the test

(true) or not (false). The default is false.
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Table 67: POST Alerts Expiration Test All Response Data

ExpirationAlerts An object containing alert details resulting from the test. Expiration alert details
are:

[Nome | escrptien

CAName A string indicating the certificate authority that issued the
certificate in hostname\logical name format.

CARow An integer containing the CA’s reference ID for certificate.

IssuedCN A string indicating the common name of the certificate.

Expiry A string indicating the date and time when the certificate
expires.

Subject A string indicating the subject for the email message,

including any replaced substitutable special text.

Message A string indicating the email message, including any replaced
substitutable special text.
See Table: Substitutable Special Text for Expiration Alerts in
the Keyfactor Command Reference Guide for a complete list
of available substitutable special text strings.

Recipients An array of strings containing the recipients for the alert.

SendDate A string indicating the date on which the alert will be sent,
based on configuration of the ExpirationWarningDays in the
alert (e.g. if the alert is configured for one month before
expiration and the certificate expires on July 20, the alert
will have a send date of June 20).

AlertBuildResult A string indicating the outcome of the test (e.g. Success).

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor AP| endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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2.6.4.3 Alerts Issued

The Alerts Issued component of the Keyfactor APl includes methods necessary to create, update,
retrieve, schedule, and delete alerts for issued certificate requests.

Table 68: Alerts Issued

/Alerts/Issued/{id} DELETE Deletes an issued certificate DELETE Alerts
request alert for the specified ID. Issued ID below
/Alerts/Issued/{id} GET Retrieves details for an issued certi- GET Alerts Issued
ficate request alert for the specified ID on the next
ID. page
/Alerts/Issued/Schedule GET Retrieves details of the schedule for GET Alerts Issued
delivery of issued certificate Schedule on
request alerts. page 133
/Alerts/Issued/Schedule PUT Updates the schedule for delivery of PUT Alerts Issued
issued certificate request alerts. Schedule on
page 135
/Alerts/Issued GET Retrieves details for all configured GET Alerts Issued
issued certificate request alerts. on page 138
/Alerts/Issued POST Creates a new issued certificate POST Alerts
request alert. Issued on
page 144
/Alerts/Issued PUT Updates an issued certificate PUT Alerts Issued
request alert for the specified ID. on page 154

DELETE Alerts Issued ID

The DELETE /Alerts/Issued/{id} method is used to delete the issued certificate request alert with
the specified ID. This endpoint returns 204 with no content upon success.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/modify/
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Table 69: DELETE Alerts Issued {id} Input Parameters

= T [ R

id Path Required. An integer indicating the Keyfactor Command reference ID for the
issued certificate request alert to be deleted.
Use the GET /Alerts/Issued method (see GET Alerts Issued on page 138) to
retrieve a list of all the issued request alerts to determine the alert ID.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. Itis intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

GET Alerts Issued ID

The GET /Alerts/Issued/{id} method is used to retrieve details for the issued certificate request
alerts with the specified ID. This method returns HTTP 200 OK on a success with details about the
specified issued certificate request alert.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/

Table 70: GET Alerts Issued {id} Input Parameters

Prame T Lompin N

id Path Required. An integer indicating the Keyfactor Command reference ID for the
issued certificate request alert.
Use the GET /Alerts/Issued method (see GET Alerts Issued on page 138) to
retrieve a list of all the issued request alerts to determine the alert ID.
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Table 71: GET Alerts Issued {id} Response Data

& Es

Id

DisplayName

Subject

Message

Recipients

An integer indicating the Keyfactor Command reference ID of the issued
request alert.

A string indicating the display name for the issued request alert. This
name appears in the issued request alerts grid in the Management Portal.

A string indicating the subject for the email message that will be delivered
when the alert is triggered.

Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition

that is replaced by data from the certificate or certificate

metadata at processing time. For example, you can enter {rcn} in
the alert definition and each alert generated at processing time

will contain the specific requested common name of the given certi-
ficate request instead of the variable {rcn}.

A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Issued Certificate Alerts in the
Keyfactor Command Reference Guide for a complete list of available
substitutable special text strings.

An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:
* {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.
¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.
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Template

An object containing information about the certificate template for which

the issued request alerts will be generated. A separate alert should be
configured for each template. An alert may be configured with no
template, if desired. Alerts configured in this way generate alerts for all
issued certificate requests. Possible values are:

Id

DisplayName

ForestRoot

ConfigurationTenant

An integer indicating the Keyfactor
Command reference ID for the template,
or null for All Templates.

A string containing the name of the
template. For a template created using a
Microsoft management tool, this will be
the Microsoft template display name.

A string indicating the forest root of the

template.

Note: This field is retained for
legacy purposes and will be
replaced by ConfigurationTenant
field.

A string indicating the configuration
tenant of the template.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

4 IssuedLogger

5 IssuedPowershell

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
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This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.
e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggeredlt is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for
Issued Certificate Alerts in the Keyfactor
Command Reference Guide for a complete
list of available substitutable special text
strings.

e Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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GET Alerts Issued Schedule

The GET /Alerts/Issued/Schedule method is used to retrieve the schedule for delivery of issued
certificate request alerts configured in Keyfactor Command. This method returns HTTP 200 OK on a
success with details of the schedule for issued certificate request alerts. This method has no input
parameters other than the standard headers (see Endpoint Common Features on page 8).

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/
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Table 72: GET Alerts Issued Schedule Response Data

| = R

Schedule An object indicating the schedule for delivery of the issued request alerts. Possible
values are:

Prns Lo

Interval A dictionary that indicates a job scheduled to run every x minutes with
the specified parameter. Any interval that is selected in the Ul will be
converted to minutes when stored in the database.

CECTT

Minutes An integer indicating the number of minutes
between each interval.

For example, every hour:

"Interval”: {
"Minutes": 60

Daily A dictionary that indicates a job scheduled to run every day at the
same time with the parameter:

CHCT S

Time The date and time to next run the job. The date and
time should be given using the ISO 8601 UTC time
format YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-
11-19T716:23:012).

For example, daily at 11:30 pm:

"Daily": {
"Time": "2023-11-25T723:30:00Z"
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

PUT Alerts Issued Schedule

The PUT /Alerts/Issued/Schedule method is used to create or update the schedule for delivery of
issued certificate request alerts configured in Keyfactor Command. This method returns HTTP 200
OK on a success with details of the schedule for issued certificate request alerts.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/modify/
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Table 73: PUT Alerts Issued Schedule Input Parameters

| R ==

Schedule Body An object indicating the schedule for delivery of the issued request alerts.
Possible values are:

[Name | Doscrptin ]

Interval A dictionary that indicates a job scheduled to run every x
minutes with the specified parameter. Any interval that is
selected in the Ul will be converted to minutes when
stored in the database.

TN

Minutes An integer indicating the number of
minutes between each interval.

For example, every hour:

"Interval": {

"Minutes": 60

Daily A dictionary that indicates a job scheduled to run every
day at the same time with the parameter:

CHCTS

Time The date and time to next run the job.
The date and time should be given
using the ISO 8601 UTC time format
YYYY-MM-DDTHH:mm:ss.000Z (e.g.
2023-11-19T16:23:012).

For example, daily at 11:30 pm:

"Daily": {
"Time": "2023-11-25T23:30:00Z2"
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Table 74: PUT Alerts Issued Schedule Response Data

| = R

Schedule An object indicating the schedule for delivery of the issued request alerts. Possible
values are:

Prns Lo

Interval A dictionary that indicates a job scheduled to run every x minutes with
the specified parameter. Any interval that is selected in the Ul will be
converted to minutes when stored in the database.

CECTT

Minutes An integer indicating the number of minutes
between each interval.

For example, every hour:

"Interval”: {
"Minutes": 60

Daily A dictionary that indicates a job scheduled to run every day at the
same time with the parameter:

CHCT S

Time The date and time to next run the job. The date and
time should be given using the ISO 8601 UTC time
format YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-
11-19T716:23:012).

For example, daily at 11:30 pm:

"Daily": {
"Time": "2023-11-25T723:30:00Z"
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

GET Alerts Issued

The GET /Alerts/Issued method is used to retrieve details of all issued certificate request alerts
configured in Keyfactor Command. Results can be limited to selected alerts using filtering, and URL
parameters can be used to specify paging and sorting. This method returns HTTP 200 OK on a
success with details about the specified issued certificate request alerts.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/
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Table 75: GET Alerts Issued Input Parameters

G E Es T

QueryString Query A string containing a query to limit the results (e.g. field1-eq value
AND field2 -gt value?2). The default is to return all records. Fields avail-
able for querying through the API for the most part match those that
appear in the Keyfactor Command Management Portal search drop-
downs for the same feature. For querying guidelines, refer to: Certi-
ficate Search Page in the Keyfactor Command Reference Guide. The
query fields supported for this endpoint are:

e DisplayName
* Message

* RegisteredEventHandlerld

e Subject
e Template_lId
e UseHandler

PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.

SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not

provided.

ReturnLimit Query An integer that specifies how many results to return per page. The
defaultis 50.

SortField Query A string containing the property by which the results should be sorted.

Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is DisplayName.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Table 76: GET Alerts Issued Response Data
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Id

DisplayName

Subject

Message

Recipients

An integer indicating the Keyfactor Command reference ID of the issued
request alert.

A string indicating the display name for the issued request alert. This
name appears in the issued request alerts grid in the Management Portal.

A string indicating the subject for the email message that will be delivered
when the alert is triggered.

Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition

that is replaced by data from the certificate or certificate

metadata at processing time. For example, you can enter {rcn} in
the alert definition and each alert generated at processing time

will contain the specific requested common name of the given certi-
ficate request instead of the variable {rcn}.

A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Issued Certificate Alerts in the
Keyfactor Command Reference Guide for a complete list of available
substitutable special text strings.

An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:
* {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.
¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.
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Template

An object containing information about the certificate template for which

the issued request alerts will be generated. A separate alert should be
configured for each template. An alert may be configured with no
template, if desired. Alerts configured in this way generate alerts for all
issued certificate requests. Possible values are:

Id

DisplayName

ForestRoot

ConfigurationTenant

An integer indicating the Keyfactor
Command reference ID for the template,
or null for All Templates.

A string containing the name of the
template. For a template created using a
Microsoft management tool, this will be
the Microsoft template display name.

A string indicating the forest root of the

template.

Note: This field is retained for
legacy purposes and will be
replaced by ConfigurationTenant
field.

A string indicating the configuration
tenant of the template.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

4 IssuedLogger

5 IssuedPowershell

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
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This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.
e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggeredlt is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for
Issued Certificate Alerts in the Keyfactor
Command Reference Guide for a complete
list of available substitutable special text
strings.

e Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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POST Alerts Issued

The POST /Alerts/Issued method is used to create a new issued certificate request alert. This
method returns HTTP 200 OK on a success with details about the issued certificate request alert.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/modify/
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Table 77: POST Alerts Issued Input Parameters

Description

D-  Required. A string indicating the display name for the issued request alert. This name appears in the
i- issued request alerts grid in the Management Portal.

s-

p-

|_

S-  Required. A string indicating the subject for the email message that will be delivered when the alert is
u-  triggered.

b_

j- 9 Tip: Substitutable special text may be used in the subject line. Substitutable special text uses
e- a variable in the alert definition that is replaced by data from the certificate or certificate

@A metadata at processing time. For example, you can enter {rcn} in the alert definition and each
t alert generated at processing time will contain the specific requested common name of the

given certificate request instead of the variable {rcn}.

M- Required. A string indicating the email message that will be delivered when the alert is triggered. The
e- email message is made up of regular text and substitutable special text. If desired, you can format the
s- message body using HTML.

S~ For example:

"Hello {requester:givenname}, \n\nThe certificate you requested in the name {cn}
was successfully issued on {certnotbefore}. You can download it from here: \n\n
{dnldlink} \n\nCertificate information includes: \n\n<table> \n<tr><th>Cer-
tificate Details</th><th>Metadata</th></tr> \n<tr><td>Serial Number: {seri-
al}</td><td>App Owner First Name: {metadata:AppOwnerFirstName}</td></tr>
\n<tr><td>Thumbprint: {thumbprint}</td><td>App Owner Last Name: {metadata:Ap-
pOwnerLastName}</td></tr> \n<tr><td>SANs: {san}</td><td>App Owner Email Address:
{metadata:AppOwnerEmailAddress}</td></tr> \n<tr><td>DN: {dn}</td><td>Business
Critical: {metadata:BusinessCritical}</td></tr> \n</table> \n\nThanks! \n\nYour
Certificate Management System"

See Table: Substitutable Special Text for Issued Certificate Alerts in the Keyfactor Command Refer-
ence Guide for a complete list of available substitutable special text strings.
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Note: The $(requester:givenname) substitutable special text token is only supported in envir-

onments using Active Directory as an identity provider.

R-  An array of strings containing the recipients for the alert. Each alert can have multiple recipients. You
e- can use specific email addresses and/or use substitutable special text to replace an email address

c- variable with actual email addresses at processing time. Available email substitutable special text

i- strings include:

p- » {requester:mail}

i- The certificate requester, based on a lookup in Active Directory of the email address associated
e- with the requester on the certificate.

n-

t- Note: The $(requester:mail) substitutable special text token is only supported in envir-

S onments using Active Directory as an identity provider.

* Your custom email-based metadata field, which would be specified similarly to {metadata:Ap-
pOwnerEmailAddress}.

T-  Aninteger indicating the certificate template for which the issued request alerts will be generated. A
e- separate alert should be configured for each template. An alert may be configured with no template, if
m-  desired. Alerts configured in this way generate alerts for all issued certificate requests.

P-  Usethe GET /Templates method (see GET Templates on page 1548) to retrieve a list of all the
|- templates to determine the template ID.
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R-  An object containing the event handler configuration for the alert, if applicable. Possible values are:
e_

:
,_

S- Id An integer indicating the Keyfactor Command reference ID for the event

= handler.

e-

e-

d- 4 IssuedlLogger

E_

V- 5 IssuedPowershell

e-

. UseHandler A Boolean indicating whether event handler use is enabled for the alert (true)
= or not (false).

H.

a-

n- For more information about event handlers, see Using Event Handlers in the Keyfactor Command

d- Reference Guide.

E-  Anarray of objects containing the parameters configured for use by the event handler. The type of
v-  data will vary depending on the configured handler. Possible values are:

:
t_

H- Id An integer indicating the Keyfactor Command reference ID of the

a- configured parameter.

n-

d- Key A string indicating the reference name of the configured parameter.

|_

o~ DefaultValue A string indicating the value for the parameter. This value is related to the
- type of parameter (see ParameterType).

P_

N ParameterType A string containing the parameter type. Supported types are:

o * LogTarget

o This type is used for the event logging handler and is used to refer-

m ence the fully qualified domain name of the target machine to which

e-
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event should be logged.

e Script
This type is used for the PowerShell handler and is used to reference
the PowerShell script that should be run when the alert is triggeredIt
is referenced using the script name as stored in the Keyfactor
Command database (see Extensions/Scripts in the Keyfactor API
Reference Guide).

* Token
This type is used for the PowerShell handler and is used to reference
a substitutable special text value that should be passed to the Power-
Shell script. See Table: Substitutable Special Text for Issued Certi-
ficate Alerts in the Keyfactor Command Reference Guide for a
complete list of available substitutable special text strings.

* Value
This type is used for the PowerShell handler and is used to reference
a static text string that should be passed to the PowerShell script.

For example, for a PowerShell handler:

"EventHandlerParameters": [

{
"Id": 28,
"Key": "cn",
"DefaultValue": "cn",
"ParameterType": "Token"

¥

{
"Id": 29,
"Key": "AppOwnerFirstName",
"DefaultValue": "metadata:AppOwnerFirstName",
"ParameterType": "Token"

}s

{
"Id": 30,

"Key": "Text",
"DefaultValue": "Issued Alert: Enterprise Web Server",
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"ParameterType": "Value"

¥

{
"Id": 31,
"Key": "DownloadlLink",
"DefaultValue": "dnldlink",
"ParameterType": "Token"

¥

{
"Id": 32,
"Key": "ScriptName",
"DefaultValue": "MyScript.psi”,
"ParameterType": "Script"

}
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Table 78: POST Alerts Issued Response Data

& Es

Id

DisplayName

Subject

Message

Recipients

An integer indicating the Keyfactor Command reference ID of the issued
request alert.

A string indicating the display name for the issued request alert. This
name appears in the issued request alerts grid in the Management Portal.

A string indicating the subject for the email message that will be delivered
when the alert is triggered.

Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition

that is replaced by data from the certificate or certificate

metadata at processing time. For example, you can enter {rcn} in
the alert definition and each alert generated at processing time

will contain the specific requested common name of the given certi-
ficate request instead of the variable {rcn}.

A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Issued Certificate Alerts in the
Keyfactor Command Reference Guide for a complete list of available
substitutable special text strings.

An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:
* {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.
¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.
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Template

An object containing information about the certificate template for which

the issued request alerts will be generated. A separate alert should be
configured for each template. An alert may be configured with no
template, if desired. Alerts configured in this way generate alerts for all
issued certificate requests. Possible values are:

Id

DisplayName

ForestRoot

ConfigurationTenant

An integer indicating the Keyfactor
Command reference ID for the template,
or null for All Templates.

A string containing the name of the
template. For a template created using a
Microsoft management tool, this will be
the Microsoft template display name.

A string indicating the forest root of the

template.

Note: This field is retained for
legacy purposes and will be
replaced by ConfigurationTenant
field.

A string indicating the configuration
tenant of the template.

KEYFACTOR

11.2 Keyfactor Web APIs Reference Guide

151



& Es

RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

4 IssuedLogger

5 IssuedPowershell

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
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This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.
e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggeredlt is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for
Issued Certificate Alerts in the Keyfactor
Command Reference Guide for a complete
list of available substitutable special text
strings.

e Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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PUT Alerts Issued

The PUT /Alerts/Issued method is used to update an issued certificate request alert. This method
returns HTTP 200 OK on a success with details about the issued certificate request alert.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide

154



Table 79: PUT Alerts Issued Input Parameters

Description

i- An integer indicating the Keyfactor Command reference ID of the issued request alert.

D- Required. A string indicating the display name for the issued request alert. This name appears in the
i- issued request alerts grid in the Management Portal.

S-  Required. A string indicating the subject for the email message that will be delivered when the alert is
u-  triggered.

b_

[P 9 Tip: Substitutable special text may be used in the subject line. Substitutable special text uses
e- a variable in the alert definition that is replaced by data from the certificate or certificate

c- metadata at processing time. For example, you can enter {rcn} in the alert definition and each
t alert generated at processing time will contain the specific requested common name of the

given certificate request instead of the variable {rcn}.

M- Required. A string indicating the email message that will be delivered when the alert is triggered. The
e- email message is made up of regular text and substitutable special text. If desired, you can format the
S- message body using HTML.

S For example:

"Hello {requester:givenname}, \n\nThe certificate you requested in the name {cn}
was successfully issued on {certnotbefore}. You can download it from here: \n\n
{dnldlink} \n\nCertificate information includes: \n\n<table> \n<tr><th>Cer-
tificate Details</th><th>Metadata</th></tr> \n<tr><td>Serial Number: {seri-
al}</td><td>App Owner First Name: {metadata:AppOwnerFirstName}</td></tr>
\n<tr><td>Thumbprint: {thumbprint}</td><td>App Owner Last Name: {metadata:Ap-
pOwnerLastName}</td></tr> \n<tr><td>SANs: {san}</td><td>App Owner Email Address:
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{metadata:AppOwnerEmailAddress}</td></tr> \n<tr><td>DN: {dn}</td><td>Business
Critical: {metadata:BusinessCritical}</td></tr> \n</table> \n\nThanks! \n\nYour
Certificate Management System"

See Table: Substitutable Special Text for Issued Certificate Alerts in the Keyfactor Command Refer-
ence Guide for a complete list of available substitutable special text strings.

Note: The $(requester:givenname) substitutable special text token is only supported in envir-

onments using Active Directory as an identity provider.

R-  An array of strings containing the recipients for the alert. Each alert can have multiple recipients. You
e- canuse specific email addresses and/or use substitutable special text to replace an email address

c- variable with actual email addresses at processing time. Available email substitutable special text

i- strings include:

p- e {requester:mail}

I- The certificate requester, based on a lookup in Active Directory of the email address associated
e- with the requester on the certificate.

n-

t- Note: The $(requester:mail) substitutable special text token is only supported in envir-

S onments using Active Directory as an identity provider.

* Your custom email-based metadata field, which would be specified similarly to {metadata:Ap-
pOwnerEmailAddress}.

T-  Anintegerindicating the certificate template for which the issued request alerts will be generated. A
e-  separate alert should be configured for each template. An alert may be configured with no template, if
m-  desired. Alerts configured in this way generate alerts for all issued certificate requests.

P-  Usethe GET /Templates method (see GET Templates on page 1548) to retrieve a list of all the
|- templates to determine the template ID.
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R-  An object containing the event handler configuration for the alert, if applicable. Possible values are:
e_

:
,_

S- Id An integer indicating the Keyfactor Command reference ID for the event

&= handler.

e-

e-

d- 4 IssuedlLogger

E_

V- 5 IssuedPowershell

e-

" UseHandler A Boolean indicating whether event handler use is enabled for the alert (true)
t or not (false).

H.

a-

n- For more information about event handlers, see Using Event Handlers in the Keyfactor Command

d- Reference Guide.

E-  An array of objects containing the parameters configured for use by the event handler. The type of
v-  data will vary depending on the configured handler. Possible values are:

:
t_

H- Id An integer indicating the Keyfactor Command reference ID of the

a- configured parameter.

n-

d- Key A string indicating the reference name of the configured parameter.

|_

o~ DefaultValue A string indicating the value for the parameter. This value is related to the
- type of parameter (see ParameterType).

P_

N ParameterType A string containing the parameter type. Supported types are:

. * LogTarget

o This type is used for the event logging handler and is used to refer-

il ence the fully qualified domain name of the target machine to which

e-

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 157



Description

event should be logged.

e Script
This type is used for the PowerShell handler and is used to reference
the PowerShell script that should be run when the alert is triggeredIt
is referenced using the script name as stored in the Keyfactor
Command database (see Extensions/Scripts in the Keyfactor API
Reference Guide).

* Token
This type is used for the PowerShell handler and is used to reference
a substitutable special text value that should be passed to the Power-
Shell script. See Table: Substitutable Special Text for Issued Certi-
ficate Alerts in the Keyfactor Command Reference Guide for a
complete list of available substitutable special text strings.

* Value
This type is used for the PowerShell handler and is used to reference
a static text string that should be passed to the PowerShell script.

For example, for a PowerShell handler:

"EventHandlerParameters": [

{
"Id": 28,
"Key": "cn",
"DefaultValue": "cn",
"ParameterType": "Token"

¥

{
"Id": 29,
"Key": "AppOwnerFirstName",
"DefaultValue": "metadata:AppOwnerFirstName",
"ParameterType": "Token"

¥

{
"Id": 30,

"Key": "Text",
"DefaultValue": "Issued Alert: Enterprise Web Server",
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"ParameterType": "Value"

¥

{
"Id": 31,
"Key": "DownloadLink",
"DefaultValue": "dnldlink",
"ParameterType": "Token"

¥

{
"Id": 32,
"Key": "ScriptName",
"DefaultValue": "MyScript.psi”,
"ParameterType": "Script"

}
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Table 80: PUT Alerts Issued Response Data

& Es

Id

DisplayName

Subject

Message

Recipients

An integer indicating the Keyfactor Command reference ID of the issued
request alert.

A string indicating the display name for the issued request alert. This
name appears in the issued request alerts grid in the Management Portal.

A string indicating the subject for the email message that will be delivered
when the alert is triggered.

Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition

that is replaced by data from the certificate or certificate

metadata at processing time. For example, you can enter {rcn} in
the alert definition and each alert generated at processing time

will contain the specific requested common name of the given certi-
ficate request instead of the variable {rcn}.

A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Issued Certificate Alerts in the
Keyfactor Command Reference Guide for a complete list of available
substitutable special text strings.

An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:
* {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.
¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.
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Template

An object containing information about the certificate template for which

the issued request alerts will be generated. A separate alert should be
configured for each template. An alert may be configured with no
template, if desired. Alerts configured in this way generate alerts for all
issued certificate requests. Possible values are:

Id

DisplayName

ForestRoot

ConfigurationTenant

An integer indicating the Keyfactor
Command reference ID for the template,
or null for All Templates.

A string containing the name of the
template. For a template created using a
Microsoft management tool, this will be
the Microsoft template display name.

A string indicating the forest root of the

template.

Note: This field is retained for
legacy purposes and will be
replaced by ConfigurationTenant
field.

A string indicating the configuration
tenant of the template.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

4 IssuedLogger

5 IssuedPowershell

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
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This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.
e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggeredlt is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for
Issued Certificate Alerts in the Keyfactor
Command Reference Guide for a complete
list of available substitutable special text
strings.

e Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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2.6.4.4 Alerts Key Rotation

The Alerts Key Rotation component of the Keyfactor APl includes methods necessary to create,
update, retrieve, schedule, and delete alerts for SSH keys approaching the end of the key lifetime.
The default key lifetime is 365 days, but this setting is configurable (see Application Settings: SSH
Tab in the Keyfactor Command Reference Guide). Key rotation alerts apply to both user keys (see
My SSH Key in the Keyfactor Command Reference Guide) and service account keys (see Service
Account Keys in the Keyfactor Command Reference Guide) generated within Keyfactor Command.

Table 81: Alerts Key Rotation

/Alerts/KeyRotation/{id} DELETE Deletes an SSH key rotation DELETE Alerts Key
alert for the specified ID. Rotation ID on the
next page
/Alerts/KeyRotation/{id} GET Retrieves details for the SSH GET Alerts Key
key rotation alert for the Rotation ID on the
specified ID. next page
/Alerts/KeyRotation/Schedule GET Retrieves details of the GET Alerts Key
schedule for delivery of SSH Rotation Schedule
key rotation alerts. on page 168
/Alerts/KeyRotation/Schedule PUT Updates the schedule for PUT Alerts Key
delivery of SSH key rotation Rotation Schedule
alerts. on page 171
/Alerts/KeyRotation GET Retrieves details for all GET Alerts Key
configured SSH key rotation Rotation on
alerts. page 174
/Alerts/KeyRotation POST Creates a new SSH key rota- POST Alerts Key
tion alert. Rotation on
page 178
/Alerts/KeyRotation PUT Updates the SSH key rota- PUT Alerts Key
tion alert for a specified ID. Rotation on
page 186
/Alerts/KeyRotation/Test POST Used to test specific SSH POST Alerts Key
key rotation alerts. Rotation Test on
page 195
/Alerts/KeyRotation/TestAll POST Used to test all SSH key rota- POST Alerts Key
tion alerts. Rotation Test All on
page 197
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DELETE Alerts Key Rotation ID

The DELTE /Alerts/KeyRotation/{id} method is used to delete the SSH key rotation alert with the
specified ID. This endpoint returns 204 with no content upon success.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/modify/

Table 82: DELETE Alerts Key Rotation {id} Input Parameters

Prame T Lompin N

id Path Required. An integer indicating the Keyfactor Command reference ID for the
SSH key rotation alert to be deleted.
Use the GET /Alerts/KeyRotation method (see GET Alerts Key Rotation on
page 174) to retrieve a list of all the SSH key rotation alerts to determine the
alert ID.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

GET Alerts Key Rotation ID

The GET /Alerts/KeyRotation/{id} method is used to retrieve details for the SSH key rotation alerts
with the specified ID. This method returns HTTP 200 OK on a success with details about the
specified SSH key rotation alert.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/

Table 83: GET Alerts Key Rotation {id} Input Parameters

CHIE T

id Path Required. An integer indicating the Keyfactor Command reference ID for the
SSH key rotation alert.
Use the GET /Alerts/KeyRotation method (see GET Alerts Key Rotation on
page 174) to retrieve a list of all the SSH key rotation alerts to determine the
alert ID.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 165


../../../../../../KeyfactorAPI/swagger/index.html

Table 84: GET Alerts Key Rotation {id} Response Data

R ===

Id

DisplayName

Subject

Message

RotationWarningDays

An integer indicating the Keyfactor Command reference ID of the SSH key
rotation alert.

A string indicating the display name for the SSH key rotation alert. This name
appears in the SSH key rotation alerts grid in the Management Portal.

A string indicating the subject for the email message that will be delivered
when the alert is triggered.

Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition that is
replaced by data from the key record at processing time. For
example, you can enter {comment} in the alert definition and each
alert generated at processing time will contain the specific key
comment of the given SSH key instead of the variable {comment}.

A string indicating the email message that will be delivered when the alert is
triggered. The email message is made up of regular text and substitutable
special text. If desired, you can format the message body using HTML.

See Table: Substitutable Special Text for Key Rotation Alerts in the
Keyfactor Command Reference Guide for a complete list of available substi-
tutable special text strings.

An integer indicating the number of days prior to the end of an SSH key’s life-
time the alert should be triggered.
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RegisteredEventHandler An object containing the event handler configuration for the alert, if applic-
able. Possible values are:

Id An integer indicating the Keyfactor Command
reference ID for the event handler.

ﬂ Event Handler Type k

10 SSHKeyRotationLogger

1 SSHKeyRotationPowershell
DisplayName A string containing the name of the event handler.
UseHandler A Boolean indicating whether event handler use is

enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in the
Keyfactor Command Reference Guide.

EventHandlerParameters An array of objects containing the parameters configured for use by the
event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id An integer indicating the Keyfactor Command
reference ID of the configured parameter.

Key A string indicating the reference name of the
configured parameter.

DefaultValue A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
This type is used for the event logging
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handler and is used to reference the fully qual-
ified domain name of the target machine to
which event should be logged.

Script

This type is used for the PowerShell handler
and is used to reference the PowerShell
script that should be run when the alert is
triggered. It is referenced using the script
name as stored in the Keyfactor Command
database (see Extensions/Scripts in the
Keyfactor APl Reference Guide).

Token

This type is used for the PowerShell handler
and is used to reference a substitutable
special text value that should be passed to
the PowerShell script. See Table: Substi-
tutable Special Text for Key Rotation Alerts in
the Keyfactor Command Reference Guide for
a complete list of available substitutable
special text strings.

Value

This type is used for the PowerShell handler
and is used to reference a static text string
that should be passed to the PowerShell
script.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal

page next to the Log Out button.

GET Alerts Key Rotation Schedule

The GET /Alerts/KeyRotation/Schedule method is used to retrieve the schedule for delivery of SSH
key rotation alerts configured in Keyfactor Command. This method returns HTTP 200 OK on a
success with details of the schedule for SSH key rotation alerts. This method has no input para-
meters other than the standard headers (see Endpoint Common Features on page 8).

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide

168


../../../../../../KeyfactorAPI/swagger/index.html

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/
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Table 85: GET Alerts Key Rotation Schedule Response Data

| = R

Schedule An object indicating the schedule for delivery of the SSH key rotation alerts. Possible
values are:

Prns Lo

Interval A dictionary that indicates a job scheduled to run every x minutes with
the specified parameter. Any interval that is selected in the Ul will be
converted to minutes when stored in the database.

CECTT

Minutes An integer indicating the number of minutes
between each interval.

For example, every hour:

"Interval”: {
"Minutes": 60

Daily A dictionary that indicates a job scheduled to run every day at the
same time with the parameter:

CHCT S

Time The date and time to next run the job. The date and
time should be given using the ISO 8601 UTC time
format YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-
11-19T716:23:012).

For example, daily at 11:30 pm:

"Daily": {
"Time": "2023-11-25T723:30:00Z"
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

PUT Alerts Key Rotation Schedule

The PUT /Alerts/KeyRotation/Schedule method is used to create or update the schedule for delivery
of SSH key rotation alerts configured in Keyfactor Command. This method returns HTTP 200 OK on
a success with details of the schedule for SSH key rotation alerts.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/modify/
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Table 86: PUT Alerts Key Rotation Schedule Input Parameters

R PR =

Schedule

Body

An object indicating the schedule for delivery of the SSH key rotation
alerts. Possible values are:

TS

Interval

Daily

A dictionary that indicates a job scheduled to run
every x minutes with the specified parameter. Any
interval that is selected in the Ul will be converted to
minutes when stored in the database.

T

Minutes An integer indicating the number
of minutes between each
interval.

For example, every hour:

"Interval”: {
"Minutes": 60

A dictionary that indicates a job scheduled to run
every day at the same time with the parameter:

CHCTTE—

Time The date and time to next run the
job. The date and time should be
given using the ISO 8601 UTC
time format YYYY-MM-DDTHH:m-
m:ss.000Z (e.g. 2023-11-
19716:23:012).

For example, daily at 11:30 pm:

"Daily": {
"Time": "2023-11-25T723:30:00Z"
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Table 87: PUT Alerts Key Rotation Schedule Response Data

| = R

Schedule An object indicating the schedule for delivery of the SSH key rotation alerts. Possible
values are:

Prns Lo

Interval A dictionary that indicates a job scheduled to run every x minutes with
the specified parameter. Any interval that is selected in the Ul will be
converted to minutes when stored in the database.

CECTT

Minutes An integer indicating the number of minutes
between each interval.

For example, every hour:

"Interval”: {
"Minutes": 60

Daily A dictionary that indicates a job scheduled to run every day at the
same time with the parameter:

CHCT S

Time The date and time to next run the job. The date and
time should be given using the ISO 8601 UTC time
format YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-
11-19T716:23:012).

For example, daily at 11:30 pm:

"Daily": {
"Time": "2023-11-25T723:30:00Z"
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

GET Alerts Key Rotation

The GET /Alerts/KeyRotation method is used to retrieve details of all SSH key rotation alerts
configured in Keyfactor Command. Results can be limited to selected alerts using filtering, and URL
parameters can be used to specify paging and sorting. This method returns HTTP 200 OK on a
success with details about the specified SSH key rotation alerts.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/
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Table 88: GET Alerts Key Rotation Input Parameters

G E Es T

QueryString Query A string containing a query to limit the results (e.g. field1-eq value
AND field2 -gt value?2). The default is to return all records. Fields avail-
able for querying through the API for the most part match those that
appear in the Keyfactor Command Management Portal search drop-
downs for the same feature. For querying guidelines, refer to: Certi-
ficate Search Page in the Keyfactor Command Reference Guide. The
query fields supported for this endpoint are:

e Days
e DisplayName
* Message

* RegisteredEventHandlerld

e ScheduledTaskld
e Subject

e UseHandler

PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.

SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not

provided.

ReturnLimit Query An integer that specifies how many results to return per page. The
default is 50.

SortField Query A string containing the property by which the results should be sorted.

Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is DisplayName.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 175



Table 89: GET Alerts Key Rotation Response Data

R ===

Id

DisplayName

Subject

Message

RotationWarningDays

An integer indicating the Keyfactor Command reference ID of the SSH key
rotation alert.

A string indicating the display name for the SSH key rotation alert. This name
appears in the SSH key rotation alerts grid in the Management Portal.

A string indicating the subject for the email message that will be delivered
when the alert is triggered.

Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition that is
replaced by data from the key record at processing time. For
example, you can enter {comment} in the alert definition and each
alert generated at processing time will contain the specific key
comment of the given SSH key instead of the variable {comment}.

A string indicating the email message that will be delivered when the alert is
triggered. The email message is made up of regular text and substitutable
special text. If desired, you can format the message body using HTML.

See Table: Substitutable Special Text for Key Rotation Alerts in the
Keyfactor Command Reference Guide for a complete list of available substi-
tutable special text strings.

An integer indicating the number of days prior to the end of an SSH key’s life-
time the alert should be triggered.
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RegisteredEventHandler An object containing the event handler configuration for the alert, if applic-
able. Possible values are:

Id An integer indicating the Keyfactor Command
reference ID for the event handler.

ﬂ Event Handler Type k

10 SSHKeyRotationLogger

1 SSHKeyRotationPowershell
DisplayName A string containing the name of the event handler.
UseHandler A Boolean indicating whether event handler use is

enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in the
Keyfactor Command Reference Guide.

EventHandlerParameters An array of objects containing the parameters configured for use by the
event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id An integer indicating the Keyfactor Command
reference ID of the configured parameter.

Key A string indicating the reference name of the
configured parameter.

DefaultValue A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
This type is used for the event logging
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handler and is used to reference the fully qual-
ified domain name of the target machine to
which event should be logged.

Script

This type is used for the PowerShell handler
and is used to reference the PowerShell
script that should be run when the alert is
triggered. It is referenced using the script
name as stored in the Keyfactor Command
database (see Extensions/Scripts in the
Keyfactor APl Reference Guide).

Token

This type is used for the PowerShell handler
and is used to reference a substitutable
special text value that should be passed to
the PowerShell script. See Table: Substi-
tutable Special Text for Key Rotation Alerts in
the Keyfactor Command Reference Guide for
a complete list of available substitutable
special text strings.

Value

This type is used for the PowerShell handler
and is used to reference a static text string
that should be passed to the PowerShell
script.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal

page next to the Log Out button.

POST Alerts Key Rotation

The POST /Alerts/KeyRotation method is used to create a new SSH key rotation alert. This method
returns HTTP 200 OK on a success with details about the SSH key rotation alert.
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Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/modify/
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Table 90: POST Alerts Key Rotation Input Parameters

Description

D Required. A string indicating the display name for the SSH key rotation alert. This name appears in the
SSH key rotation alerts grid in the Management Portal.

p:

|_

a

y-

N

a

m

e

S Required. A string indicating the subject for the email message that will be delivered when the alert is

u-  triggered.

b

- 9 Tip: Substitutable special text may be used in the subject line. Substitutable special text uses
1 a variable in the alert definition that is replaced by data from the key record at processing

© time. For example, you can enter {comment} in the alert definition and each alert generated at

t processing time will contain the specific key comment of the given SSH key instead of the vari-

able {comment}.

M Required. A string indicating the email message that will be delivered when the alert is triggered. The

e email message is made up of regular text and substitutable special text. If desired, you can format the

s- message body using HTML.

S*  For example:

a

2‘ "Hello, \n\nYou requested an SSH key pair almost a year ago with the following

information: \n\n<table> \n<tr><th>Field</th><th>Value </th></tr> \n<tr><t-
d>Username</td><td>{username}</td></tr> \n<tr><td>Fingerprint</td><td>{finger-
print}</td></tr> \n<tr><td>Comment</td><td>{comment}</td></tr> \n<tr><td>Key
Length</td><td>{keylength}</td></tr> \n<tr><td>Key Type</td><td>{keytype}</t-
d></tr> \n<tr><td>Number of Server Logons for Key</td><td>{server-
logons}</td></tr> \n</table> \n\nCorporate policy requires key rotation every
year. Please visit the <a href=\"https:
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See Table: Substitutable Special Text for Key Rotation Alerts in the Keyfactor Command Reference
Guide for a complete list of available substitutable special text strings.

R Aninteger indicating the number of days prior to the end of an SSH key’s lifetime the alert should be
o triggered.

oK< 9 gaQ 35

ms)

An object containing the event handler configuration for the alert, if applicable. Possible values are:

:
!
,_

s Id An integer indicating the Keyfactor Command reference ID for the event
& handler.

e

o _ Event Handler Type

e

d 10 SSHKeyRotationLogger

E

V- 1 SSHKeyRotationPowershell

e

. UseHandler A Boolean indicating whether event handler use is enabled for the alert
t_

(true) or not (false).

For more information about event handlers, see Using Event Handlers in the Keyfactor Command
Reference Guide.
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d.

|_

e

-

E  Anarray of objects containing the parameters configured for use by the event handler. The type of
v-  data will vary depending on the configured handler. Possible values are:

e

n

-
t_

H Id An integer indicating the Keyfactor Command reference ID of the
configured parameter.

d- Key A string indicating the reference name of the configured parameter.

|-

= DefaultValue A string indicating the value for the parameter. This value is related to the

N type of parameter (see ParameterType).

P

N ParameterType A string containing the parameter type. Supported types are:

e LogTarget

2 This type is used for the event logging handler and is used to reference
the fully qualified domain name of the target machine to which event
should be logged.

e
t- e Script

e This type is used for the PowerShell handler and is used to reference
r- the PowerShell script that should be run when the alert is triggered. It
s is referenced using the script name as stored in the Keyfactor

Command database (see Extensions/Scripts in the Keyfactor API
Reference Guide).

e Token
This type is used for the PowerShell handler and is used to reference a
substitutable special text value that should be passed to the Power-
Shell script. See Table: Substitutable Special Text for Key Rotation
Alerts in the Keyfactor Command Reference Guide for a complete list
of available substitutable special text strings.

* Value
This type is used for the PowerShell handler and is used to reference a
static text string that should be passed to the PowerShell script.

For example, for a PowerShell handler:
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"EventHandlerParameters": [

{
"Id": 28,
"Key": "user",
"DefaultValue": "username",
"ParameterType": "Token"

¥

{
"Id": 29,
"Key": "comment",
"DefaultValue": "comment",
"ParameterType": "Token"

¥

{
"Id": 30,
"Key": "Text",
"DefaultValue": "Key Rotation Alert: 3 Days",
"ParameterType": "Value"

¥

{
"Id": 32,
"Key": "ScriptName",
"DefaultValue": "MyScript.psi”,
"ParameterType": "Script"

}
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Table 91: POST Alerts Key Rotation Response Data

R ===

Id

DisplayName

Subject

Message

RotationWarningDays

An integer indicating the Keyfactor Command reference ID of the SSH key
rotation alert.

A string indicating the display name for the SSH key rotation alert. This name
appears in the SSH key rotation alerts grid in the Management Portal.

A string indicating the subject for the email message that will be delivered
when the alert is triggered.

Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition that is
replaced by data from the key record at processing time. For
example, you can enter {comment} in the alert definition and each
alert generated at processing time will contain the specific key
comment of the given SSH key instead of the variable {comment}.

A string indicating the email message that will be delivered when the alert is
triggered. The email message is made up of regular text and substitutable
special text. If desired, you can format the message body using HTML.

See Table: Substitutable Special Text for Key Rotation Alerts in the
Keyfactor Command Reference Guide for a complete list of available substi-
tutable special text strings.

An integer indicating the number of days prior to the end of an SSH key’s life-
time the alert should be triggered.
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RegisteredEventHandler An object containing the event handler configuration for the alert, if applic-
able. Possible values are:

Id An integer indicating the Keyfactor Command
reference ID for the event handler.

ﬂ Event Handler Type k

10 SSHKeyRotationLogger

1 SSHKeyRotationPowershell
DisplayName A string containing the name of the event handler.
UseHandler A Boolean indicating whether event handler use is

enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in the
Keyfactor Command Reference Guide.

EventHandlerParameters An array of objects containing the parameters configured for use by the
event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id An integer indicating the Keyfactor Command
reference ID of the configured parameter.

Key A string indicating the reference name of the
configured parameter.

DefaultValue A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
This type is used for the event logging
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handler and is used to reference the fully qual-
ified domain name of the target machine to
which event should be logged.

e Script
This type is used for the PowerShell handler
and is used to reference the PowerShell
script that should be run when the alert is
triggered. It is referenced using the script
name as stored in the Keyfactor Command
database (see Extensions/Scripts in the
Keyfactor APl Reference Guide).

e Token
This type is used for the PowerShell handler
and is used to reference a substitutable
special text value that should be passed to
the PowerShell script. See Table: Substi-
tutable Special Text for Key Rotation Alerts in
the Keyfactor Command Reference Guide for
a complete list of available substitutable
special text strings.

* Value
This type is used for the PowerShell handler
and is used to reference a static text string
that should be passed to the PowerShell
script.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

PUT Alerts Key Rotation

The PUT /Alerts/KeyRotation method is used to update a SSH key rotation alert. This method returns
HTTP 200 OK on a success with details about the SSH key rotation alert.
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Table 92: PUT Alerts Key Rotation Input Parameters

Description

i- Aninteger indicating the Keyfactor Command reference ID of the SSH key rotation alert.

d

D Required. A string indicating the display name for the SSH key rotation alert. This name appears in the

i-  SSH key rotation alerts grid in the Management Portal.

p:

|_

a

y-

N

a

m

e

S Required. A string indicating the subject for the email message that will be delivered when the alert is

u-  triggered.

b.

= 9 Tip: Substitutable special text may be used in the subject line. Substitutable special text uses
a variable in the alert definition that is replaced by data from the key record at processing

c time. For example, you can enter {comment} in the alert definition and each alert generated at

t processing time will contain the specific key comment of the given SSH key instead of the vari-
able {comment}.

M  Required. A string indicating the email message that will be delivered when the alert is triggered. The

e email message is made up of regular text and substitutable special text. If desired, you can format the

s- message body using HTML.

S*  For example:

a

2- "Hello, \n\nYou requested an SSH key pair almost a year ago with the following

information: \n\n<table> \n<tr><th>Field</th><th>Value </th></tr> \n<tr><t-
d>Username</td><td>{username}</td></tr> \n<tr><td>Fingerprint</td><td>{finger-
print}</td></tr> \n<tr><td>Comment</td><td>{comment}</td></tr> \n<tr><td>Key
Length</td><td>{keylength}</td></tr> \n<tr><td>Key Type</td><td>{keytype}</t-
d></tr> \n<tr><td>Number of Server Logons for Key</td><td>{server-
logons}</td></tr> \n</table> \n\nCorporate policy requires key rotation every

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 188



Description

year. Please visit the <a href=\"https:

See Table: Substitutable Special Text for Key Rotation Alerts in the Keyfactor Command Reference
Guide for a complete list of available substitutable special text strings.

An integer indicating the number of days prior to the end of an SSH key’s lifetime the alert should be
o triggered.
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ms)

S- Id

DisplayName

H UseHandler

Reference Guide.

-

>0 < m

H Id

d- Key

|_

3 DefaultValue
r-

P

N ParameterType
r-

a

e

An object containing the event handler configuration for the alert, if applicable. Possible values are:

e.
.-
,_

An integer indicating the Keyfactor Command reference ID for the event
handler.

_ Event Handler Type ‘\

10 SSHKeyRotationLogger

1 SSHKeyRotationPowershell

A string containing the name of the event handler.

A Boolean indicating whether event handler use is enabled for the alert
(true) or not (false).

For more information about event handlers, see Using Event Handlers in the Keyfactor Command

An array of objects containing the parameters configured for use by the event handler. The type of
data will vary depending on the configured handler. Possible values are:

-
t_

An integer indicating the Keyfactor Command reference ID of the
configured parameter.

A string indicating the reference name of the configured parameter.

A string indicating the value for the parameter. This value is related to the
type of parameter (see ParameterType).

A string containing the parameter type. Supported types are:
e LogTarget
This type is used for the event logging handler and is used to reference
the fully qualified domain name of the target machine to which event
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should be logged.

e Script
This type is used for the PowerShell handler and is used to reference
the PowerShell script that should be run when the alert is triggered. It
is referenced using the script name as stored in the Keyfactor
Command database (see Extensions/Scripts in the Keyfactor API
Reference Guide).

* Token
This type is used for the PowerShell handler and is used to reference a
substitutable special text value that should be passed to the Power-
Shell script. See Table: Substitutable Special Text for Key Rotation
Alerts in the Keyfactor Command Reference Guide for a complete list
of available substitutable special text strings.

e Value
This type is used for the PowerShell handler and is used to reference a
static text string that should be passed to the PowerShell script.

For example, for a PowerShell handler:

"EventHandlerParameters": [

{
"Id": 28,
"Key": "user",
"DefaultValue": "username",
"ParameterType": "Token"
¥
{
"Id": 29,
"Key": "comment",
"DefaultValue": "comment",
"ParameterType": "Token"
¥
{
"Id": 30,

"Key": "Text",
"DefaultValue": "Key Rotation Alert: 3 Days",
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"ParameterType": "Value"

¥

{
"Id": 32,
"Key": "ScriptName",
"DefaultValue": "MyScript.psil”,
"ParameterType": "Script"

}
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Table 93: PUT Alerts Key Rotation Response Data

R ===

Id

DisplayName

Subject

Message

RotationWarningDays

An integer indicating the Keyfactor Command reference ID of the SSH key
rotation alert.

A string indicating the display name for the SSH key rotation alert. This name
appears in the SSH key rotation alerts grid in the Management Portal.

A string indicating the subject for the email message that will be delivered
when the alert is triggered.

Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition that is
replaced by data from the key record at processing time. For
example, you can enter {comment} in the alert definition and each
alert generated at processing time will contain the specific key
comment of the given SSH key instead of the variable {comment}.

A string indicating the email message that will be delivered when the alert is
triggered. The email message is made up of regular text and substitutable
special text. If desired, you can format the message body using HTML.

See Table: Substitutable Special Text for Key Rotation Alerts in the
Keyfactor Command Reference Guide for a complete list of available substi-
tutable special text strings.

An integer indicating the number of days prior to the end of an SSH key’s life-
time the alert should be triggered.
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RegisteredEventHandler An object containing the event handler configuration for the alert, if applic-
able. Possible values are:

Id An integer indicating the Keyfactor Command
reference ID for the event handler.

ﬂ Event Handler Type k

10 SSHKeyRotationLogger

1 SSHKeyRotationPowershell
DisplayName A string containing the name of the event handler.
UseHandler A Boolean indicating whether event handler use is

enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in the
Keyfactor Command Reference Guide.

EventHandlerParameters An array of objects containing the parameters configured for use by the
event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id An integer indicating the Keyfactor Command
reference ID of the configured parameter.

Key A string indicating the reference name of the
configured parameter.

DefaultValue A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
This type is used for the event logging
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handler and is used to reference the fully qual-
ified domain name of the target machine to
which event should be logged.

Script

This type is used for the PowerShell handler
and is used to reference the PowerShell
script that should be run when the alert is
triggered. It is referenced using the script
name as stored in the Keyfactor Command
database (see Extensions/Scripts in the
Keyfactor APl Reference Guide).

Token

This type is used for the PowerShell handler
and is used to reference a substitutable
special text value that should be passed to
the PowerShell script. See Table: Substi-
tutable Special Text for Key Rotation Alerts in
the Keyfactor Command Reference Guide for
a complete list of available substitutable
special text strings.

Value

This type is used for the PowerShell handler
and is used to reference a static text string
that should be passed to the PowerShell
script.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal

page next to the Log Out button.

POST Alerts Key Rotation Test

The POST /Alerts/KeyRotation/Test method is used to test a specific SSH key rotation alert. This
method returns HTTP 200 OK on a success with details about the SSH key rotation alert or a
response of “NoActionTaken” if no keys match the test criteria entered.
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Tip: Alerts are generated when an SSH key is approaching or has reached its stale date as
defined by the timeframe configured in the alert and the SSH key lifetime (the Key Lifetime
(days) application setting).

By default, a maximum of 100 alerts will be generated during a test. The maximum value is
configurable with the Key Rotation Alert Test Result Limit setting in Keyfactor Command
application settings (see Application Settings: Console Tab in the Keyfactor Command Refer-
ence Guide). If more than 100 alerts are generated, no email messages will be sent and you’'ll
have the opportunity to view the first 100 alerts generated.

If you’re using an event handler, the event handler is run and the handler actions taken
(PowerShell script run, event log message written) when the test is run. This is true regard-
less of the setting of the SendAlerts flag.

ﬁ Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/
/monitoring/alerts/test/

Table 94: POST Alerts Key Rotation Test Input Parameters

Alertld Body Required. An integer of the reference ID of the SSH key rota-
tion alert to test.
Use the GET /Alerts/KeyRotation method (see GET Alerts Key
Rotation on page 174) to retrieve a list of all your key rotation
alerts to determine the alert Id.

EvaluationDate Body Required. A string indicating the start date/time for the test.
The date and time should be given using the ISO 8601 UTC
time format YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-11-
19716:23:012).

You can use the date range to simulate running the alerts a
month from now instead of today, for example, or put in a broad
date range to be sure you pick up some expiring keys for
testing purposes.

PreviousEvaluationDate Body Required. A string indicating the end date/time for the test.
The date and time should be given using the ISO 8601 UTC
time format YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-11-
19716:23:012).

SendAlerts Body A Boolean indicating whether to send alert emails with the test
(true) or not (false). The default is false.
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Table 95: POST Alerts Key Rotation Test Response Data

KeyRotationAlerts An object containing alert details resulting from the test. Expiration alert details
are:

R

Subject A string indicating the subject for the email message,
including any replaced substitutable special text.

Message A string indicating the email message, including any
replaced substitutable special text
See Table: Substitutable Special Text for Key Rotation
Alerts in the Keyfactor Command Reference Guide for a
complete list of available substitutable special text strings.

Recipient A string indicating the recipient for the alert.

AlertBuildResult A string indicating the outcome of the test (e.g. Success).

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

POST Alerts Key Rotation Test All

The POST /Alerts/KeyRotation/TestAll method is used to test all SSH key rotation alerts. This
method returns HTTP 200 OK on a success with details about the SSH key rotation alert or a
response of “NoActionTaken” if no keys match the test criteria entered.

Tip: Alerts are generated when an SSH key is approaching or has reached its stale date as
defined by the timeframe configured in the alert and the SSH key lifetime (the Key Lifetime
(days) application setting).

By default, a maximum of 100 alerts will be generated during a test. The maximum value is
configurable with the Key Rotation Alert Test Result Limit setting in Keyfactor Command
application settings (see Application Settings: Console Tab in the Keyfactor Command Refer-
ence Guide). If more than 100 alerts are generated, no email messages will be sent and you’ll
have the opportunity to view the first 100 alerts generated.
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9 If you’re using an event handler, the event handler is run and the handler actions taken
(PowerShell script run, event log message written) when the test is run. This is true regard-
less of the setting of the SendAlerts flag.

9 Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/monitoring/alerts/read/
/monitoring/alerts/test/

Table 96: POST Alerts Key Rotation Test All Input Parameters

EvaluationDate Body
PreviousEvaluationDate Body
SendAlerts Body

Required. A string indicating the start date/time for the test.
The date and time should be given using the ISO 8601 UTC
time format YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-11-
19716:23:012).

You can use the date range to simulate running the alerts a
month from now instead of today, for example, or put in a broad
date range to be sure you pick up some expiring keys for
testing purposes.

Required. A string indicating the end date/time for the test.
The date and time should be given using the ISO 8601 UTC
time format YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-11-
19716:23:012).

A Boolean indicating whether to send alert emails with the test
(true) or not (false). The default is false.
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Table 97: POST Alerts Key Rotation Test All Response Data

KeyRotationAlerts An object containing alert details resulting from the test. Expiration alert details
are:

R

Subject A string indicating the subject for the email message,
including any replaced substitutable special text.

Message A string indicating the email message, including any
replaced substitutable special text

See Table: Substitutable Special Text for Key Rotation

Alerts in the Keyfactor Command Reference Guide for a
complete list of available substitutable special text strings.

Recipient A string indicating the recipient for the alert.

AlertBuildResult A string indicating the outcome of the test (e.g. Success).

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.4.5 Alerts Pending

The Alerts Pending component of the Keyfactor APl includes methods necessary to create, update,
retrieve, schedule, and delete alerts for certificate requests that require approval based on policy
on the CA.

A Important: Pending alerts are not used to provide email alerts for certificate requests that
require approval based on policies configured in Keyfactor Command workflows. These alerts
are configured as steps within the workflow (see Workflow Definitions on page 1610).
For more information about the difference between alerting for certificate requests that
require manager approval at the CA level and alerting for certificate requests that require
manager approval at the Keyfactor Command workflow level, see Pending Certificate
Request Alerts in the Keyfactor Command Reference Guide.
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Table 98: Alerts Pending

/Alerts/Pending/{id} DELETE
/Alerts/Pending/{id} GET
/Alerts/Pending PUT
/Alerts/Pending/Schedule GET
/Alerts/Pending/Schedule PUT
/Alerts/Pending GET
/Alerts/Pending POST
/Alerts/Pending/Test POST
/Alerts/Pending/Test/{id} POST

DELETE Alerts Pending ID

Deletes a pending certificate
request alert for the specified ID.

Retrieves details for a pending
certificate request alert for the
specified ID.

Updates a pending certificate
request alert for a specified ID.

Retrieves details of the schedule
for delivery of pending certificate
request alerts.

Updates the schedule for delivery
of pending certificate request
alerts.

Retrieves details for all configured

pending certificate request alerts.

Creates a new pending certificate
request alert.

Tests all alerts

Tests specific alerts

DELETE Alerts
Pending ID below

GET Alerts
Pending ID on the

next page

PUT Alerts

Pending on.
page 228

GET Alerts
Pending Schedule
on page 206

PUT Alerts
Pending Schedule
on page 208

GET Alerts

Pending on
page 211

POST Alerts

Pending on
page 217

POST Alerts

Pending TestAll
on page 240

POST Alerts

Pending Test on
page 238

The DELTE /Alerts/Pending/{id} method is used to delete the pending certificate request alert with
the specified ID. This endpoint returns 204 with no content upon success.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/monitoring/alerts/modify/
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Table 99: DELETE Alerts Pending {id} Input Parameters

= T [ R

id Path Required. An integer indicating the Keyfactor Command reference ID for the
pending certificate request alert to be deleted.
Use the GET /Alerts/Pending method (see GET Alerts Pending on page 211) to
retrieve a list of all the pending request alerts to determine the alert ID.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. Itis intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

GET Alerts Pending ID

The GET /Alerts/Pending/{id} method is used to retrieve details for the pending certificate request
alerts with the specified ID. This method returns HTTP 200 OK on a success with details about the
specified pending certificate request alert.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/

Table 100: GET Alerts Pending {id} Input Parameters

Prame T Lompin N

id Path Required. An integer indicating the Keyfactor Command reference ID for the
pending certificate request alert.
Use the GET /Alerts/Pending method (see GET Alerts Pending on page 211) to
retrieve a list of all the pending request alerts to determine the alert ID.
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Table 101: GET Alerts Pending {id} Response Data

& Es

Id An integer indicating the Keyfactor Command reference ID of the pending
request alert.

DisplayName A string indicating the display name for the pending request alert. This
name appears in the pending request alerts grid in the Management
Portal.

Subject A string indicating the subject for the email message that will be delivered

when the alert is triggered.

ﬁ Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition
that is replaced by data from the certificate request or certificate
metadata at processing time. For example, you can enter {rcn} in
the alert definition and each alert generated at processing time
will contain the specific requested common name of the given certi-
ficate request instead of the variable {rcn}.

Message A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Pending Request Alerts in the
Keyfactor Command Reference Guide for a complete list of available
substitutable special text strings.

Recipients An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:

* {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.

¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.
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Template

An object containing information about the certificate template for which
the pending request alerts will be generated. A separate alert should be

configured for each template. An alert may be configured with no
template, if desired. Alerts configured in this way generate alerts for all
pending certificate requests. Possible values are:

Id

DisplayName

ForestRoot

ConfigurationTenant

An integer indicating the Keyfactor
Command reference ID for the template,
or null for all templates.

A string containing the name of the
template. For a template created using a
Microsoft management tool, this will be
the Microsoft template display name.

A string indicating the forest root of the

template.

Note: This field is retained for
legacy purposes and will be
replaced by ConfigurationTenant
field.

A string indicating the configuration
tenant of the template.

KEYFACTOR

11.2 Keyfactor Web APIs Reference Guide

203



& Es

RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

8 PendinglLogger

9 PendingPowershell

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
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This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.
e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggered. It is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for
Pending Request Alerts in the Keyfactor
Command Reference Guide for a complete
list of available substitutable special text
strings.

e Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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GET Alerts Pending Schedule

The GET /Alerts/Pending/Schedule method is used to retrieve the schedule for delivery of pending
certificate request alerts configured in Keyfactor Command. This method returns HTTP 200 OK on a
success with details of the schedule for pending certificate request alerts. This method has no input
parameters other than the standard headers (see Endpoint Common Features on page 8).

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/
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Table 102: GET Alerts Pending Schedule Response Data

| = R

Schedule An object indicating the schedule for delivery of the pending request alerts. Possible
values are:

Prns Lo

Interval A dictionary that indicates a job scheduled to run every x minutes with
the specified parameter. Any interval that is selected in the Ul will be
converted to minutes when stored in the database.

CECTT

Minutes An integer indicating the number of minutes
between each interval.

For example, every hour:

"Interval”: {
"Minutes": 60

Daily A dictionary that indicates a job scheduled to run every day at the
same time with the parameter:

CHCT S

Time The date and time to next run the job. The date and
time should be given using the ISO 8601 UTC time
format YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-
11-19T716:23:012).

For example, daily at 11:30 pm:

"Daily": {
"Time": "2023-11-25T723:30:00Z"
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

PUT Alerts Pending Schedule

The PUT /Alerts/Pending/Schedule method is used to create or update the schedule for delivery of
pending certificate request alerts configured in Keyfactor Command. This method returns HTTP 200
OK on a success with details of the schedule for pending certificate request alerts.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/modify/
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Table 103: PUT Alerts Pending Schedule Input Parameters

| R ==

Schedule Body An object indicating the schedule for delivery of the pending request alerts.
Possible values are:

[Name | Doscrptin ]

Interval A dictionary that indicates a job scheduled to run every x
minutes with the specified parameter. Any interval that is
selected in the Ul will be converted to minutes when
stored in the database.

TN

Minutes An integer indicating the number of
minutes between each interval.

For example, every hour:

"Interval": {

"Minutes": 60

Daily A dictionary that indicates a job scheduled to run every
day at the same time with the parameter:

CHCTS

Time The date and time to next run the job.
The date and time should be given
using the ISO 8601 UTC time format
YYYY-MM-DDTHH:mm:ss.000Z (e.g.
2023-11-19T16:23:012).

For example, daily at 11:30 pm:

"Daily": {
"Time": "2023-11-25T23:30:00Z2"
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Table 104: PUT Alerts Pending Schedule Response Data

| = R

Schedule An object indicating the schedule for delivery of the pending request alerts. Possible
values are:

Prns Lo

Interval A dictionary that indicates a job scheduled to run every x minutes with
the specified parameter. Any interval that is selected in the Ul will be
converted to minutes when stored in the database.

CECTT

Minutes An integer indicating the number of minutes
between each interval.

For example, every hour:

"Interval”: {
"Minutes": 60

Daily A dictionary that indicates a job scheduled to run every day at the
same time with the parameter:

CHCT S

Time The date and time to next run the job. The date and
time should be given using the ISO 8601 UTC time
format YYYY-MM-DDTHH:mm:ss.000Z (e.g. 2023-
11-19T716:23:012).

For example, daily at 11:30 pm:

"Daily": {
"Time": "2023-11-25T723:30:00Z"
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

GET Alerts Pending

The GET /Alerts/Pending method is used to retrieve details of all pending certificate request alerts
configured in Keyfactor Command. Results can be limited to selected alerts using filtering, and URL
parameters can be used to specify paging and sorting. This method returns HTTP 200 OK on a
success with details about the specified pending certificate request alerts.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/
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Table 105: GET Alerts Pending Input Parameters

G E Es T

QueryString Query A string containing a query to limit the results (e.g. field1-eq value
AND field2 -gt value?2). The default is to return all records. Fields avail-
able for querying through the API for the most part match those that
appear in the Keyfactor Command Management Portal search drop-
downs for the same feature. For querying guidelines, refer to: Certi-
ficate Search Page in the Keyfactor Command Reference Guide. The
query fields supported for this endpoint are:

e DisplayName
* Message

* RegisteredEventHandlerld

e ScheduledTaskld
e Subject
e Template_lId

e UseHandler

PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.

SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not

provided.

ReturnLimit Query An integer that specifies how many results to return per page. The
default is 50.

SortField Query A string containing the property by which the results should be sorted.

Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is DisplayName.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Table 106: GET Alerts Pending Response Data

& Es

Id An integer indicating the Keyfactor Command reference ID of the pending
request alert.

DisplayName A string indicating the display name for the pending request alert. This
name appears in the pending request alerts grid in the Management
Portal.

Subject A string indicating the subject for the email message that will be delivered

when the alert is triggered.

ﬁ Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition
that is replaced by data from the certificate request or certificate
metadata at processing time. For example, you can enter {rcn} in
the alert definition and each alert generated at processing time
will contain the specific requested common name of the given certi-
ficate request instead of the variable {rcn}.

Message A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Pending Request Alerts in the
Keyfactor Command Reference Guide for a complete list of available
substitutable special text strings.

Recipients An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:

* {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.

¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.
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Template

An object containing information about the certificate template for which
the pending request alerts will be generated. A separate alert should be

configured for each template. An alert may be configured with no
template, if desired. Alerts configured in this way generate alerts for all
pending certificate requests. Possible values are:

Id

DisplayName

ForestRoot

ConfigurationTenant

An integer indicating the Keyfactor
Command reference ID for the template,
or null for all templates.

A string containing the name of the
template. For a template created using a
Microsoft management tool, this will be
the Microsoft template display name.

A string indicating the forest root of the

template.

Note: This field is retained for
legacy purposes and will be
replaced by ConfigurationTenant
field.

A string indicating the configuration
tenant of the template.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

8 PendinglLogger

9 PendingPowershell

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
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This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.
e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggered. It is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for
Pending Request Alerts in the Keyfactor
Command Reference Guide for a complete
list of available substitutable special text
strings.

e Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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POST Alerts Pending

The POST /Alerts/Pending method is used to create a new pending certificate request alert. This
method returns HTTP 200 OK on a success with details about the pending certificate request alert.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/modify/
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Table 107: POST Alerts Pending Input Parameters

Description

D-
i-
S-
p-
|-

Required. A string indicating the display name for the pending request alert. This name appears in the
pending request alerts grid in the Management Portal.

Required. A string indicating the subject for the email message that will be delivered when the alert is
triggered.

9 Tip: Substitutable special text may be used in the subject line. Substitutable special text uses
a variable in the alert definition that is replaced by data from the certificate request or certi-
ficate metadata at processing time. For example, you can enter {rcn} in the alert definition and
each alert generated at processing time will contain the specific requested common name of
the given certificate request instead of the variable {rcn}.

Required. A string indicating the email message that will be delivered when the alert is triggered. The
email message is made up of regular text and substitutable special text. If desired, you can format the
message body using HTML.

For example:

"Hello,\n\nA certificate using the {template} template was requested by
{requester:displayname} from {careqid} on {subdate}. The certificate details
include: \n\n<table> \n<tr><th>Certificate Details </th><th>Metadata </th></tr>
\n<tr><td>CN: {rcn}</td><td>App Owner First Name: {metadata:Ap-
pOwnerFirstName}</td></tr> \n<tr><td>DN: {rdn}</td><td>App Owner Last Name:
{metadata:AppOwnerLastName}</td></tr> \n<tr><td>SANs: {san}</td><td>App Owner
Email Address: {metadata:AppOwnerEmailAddress}</td></tr> \n<tr><t-
d>&nbsp;</td><td>Business Critical: {metadata:BusinessCritical}</td></tr> \n</t-
able> \n\nPlease review this request and issue the certificate as appropriate by
going here: \n\n{apprlink} \n\nThanks! \n\nYour Certificate Management Tool\n"

See Table: Substitutable Special Text for Pending Request Alerts in the Keyfactor Command Refer-
ence Guide for a complete list of available substitutable special text strings.
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Note: The $(requester:givenname) substitutable special text token is only supported in envir-

onments using Active Directory as an identity provider.

R- An array of strings containing the recipients for the alert. Each alert can have multiple recipients. You
e- can use specific email addresses and/or use substitutable special text to replace an email address

c- variable with actual email addresses at processing time. Available email substitutable special text

i- strings include:

p- * {requester:mail}

i- The certificate requester, based on a lookup in Active Directory of the email address associated
e- with the requester on the certificate.

n-

t- Note: The $(requester:mail) substitutable special text token is only supported in envir-

S onments using Active Directory as an identity provider.

* Your custom email-based metadata field, which would be specified similarly to {metadata:Ap-
pOwnerEmailAddress}.

T- Aninteger indicating the certificate template for which the pending request alerts will be generated.
e- A separate alert should be configured for each template. An alert may be configured with no template,
m-  if desired. Alerts configured in this way generate alerts for all pending certificate requests.

P-  Use the GET /Templates method (see GET Templates on page 1548) to retrieve a list of all the
|- templates to determine the template ID.
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R-  An object containing the event handler configuration for the alert, if applicable. Possible values are:

:
,_

S- Id An integer indicating the Keyfactor Command reference ID for the event
= handler.

e- )

e-

d- 8 PendinglLogger

E-

V- 9 PendingPowershell

e-

N UseHandler A Boolean indicating whether event handler use is enabled for the alert (true)
= or not (false).

H.

a-

n- For more information about event handlers, see Using Event Handlers in the Keyfactor Command
d- Reference Guide.

E- An array of objects containing the parameters configured for use by the event handler. The type of
v-  data will vary depending on the configured handler. Possible values are:

:
t_

H- Id An integer indicating the Keyfactor Command reference ID of the

a- configured parameter.

n-

d- Key A string indicating the reference name of the configured parameter.

|_

o DefaultValue A string indicating the value for the parameter. This value is related to the
- type of parameter (see ParameterType).

P_

. ParameterType A string containing the parameter type. Supported types are:

— * LogTarget

o This type is used for the event logging handler and is used to refer-

m ence the fully qualified domain name of the target machine to which

e-
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event should be logged.

e Script
This type is used for the PowerShell handler and is used to reference
the PowerShell script that should be run when the alert is triggered. It
is referenced using the script name as stored in the Keyfactor
Command database (see Extensions/Scripts in the Keyfactor AP/
Reference Guide).

* Token
This type is used for the PowerShell handler and is used to reference a
substitutable special text value that should be passed to the Power-
Shell script. See Table: Substitutable Special Text for Pending
Request Alerts in the Keyfactor Command Reference Guide for a
complete list of available substitutable special text strings.

* Value
This type is used for the PowerShell handler and is used to reference a
static text string that should be passed to the PowerShell script.

For example, for a PowerShell handler:

"EventHandlerParameters": [

{
"Id": 28,
"Key": "cn",
"DefaultVvalue": "rcn",
"ParameterType": "Token"

¥

{
"Id": 29,
"Key": "AppOwnerFirstName",
"DefaultValue": "metadata:AppOwnerFirstName",
"ParameterType": "Token"

¥

{
"Id": 30,

"Key": "Text",
"DefaultValue": "Pending Alert: Enterprise Web Server",

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 221



Description

"ParameterType": "Value"

¥

{
"Id": 31,
"Key": "ApprovallLink",
"DefaultValue": "apprlink",
"ParameterType": "Token"

¥

{
"Id": 32,
"Key": "ScriptName",
"DefaultValue": "MyScript.psi”,
"ParameterType": "Script"

}

C  Astring containing the CA’s reference ID for the certificate request.

C Astring indicating the common name of the certificate.
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L-  Astring indicating the logical name of the certificate authority.
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Table 108: POST Alerts Pending Response Data

& Es

Id An integer indicating the Keyfactor Command reference ID of the pending
request alert.

DisplayName A string indicating the display name for the pending request alert. This
name appears in the pending request alerts grid in the Management
Portal.

Subject A string indicating the subject for the email message that will be delivered

when the alert is triggered.

ﬁ Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition
that is replaced by data from the certificate request or certificate
metadata at processing time. For example, you can enter {rcn} in
the alert definition and each alert generated at processing time
will contain the specific requested common name of the given certi-
ficate request instead of the variable {rcn}.

Message A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Pending Request Alerts in the
Keyfactor Command Reference Guide for a complete list of available
substitutable special text strings.

Recipients An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:

* {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.

¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.
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Template

An object containing information about the certificate template for which
the pending request alerts will be generated. A separate alert should be

configured for each template. An alert may be configured with no
template, if desired. Alerts configured in this way generate alerts for all
pending certificate requests. Possible values are:

Id

DisplayName

ForestRoot

ConfigurationTenant

An integer indicating the Keyfactor
Command reference ID for the template,
or null for all templates.

A string containing the name of the
template. For a template created using a
Microsoft management tool, this will be
the Microsoft template display name.

A string indicating the forest root of the

template.

Note: This field is retained for
legacy purposes and will be
replaced by ConfigurationTenant
field.

A string indicating the configuration
tenant of the template.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

8 PendinglLogger

9 PendingPowershell

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
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This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.
e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggered. It is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for
Pending Request Alerts in the Keyfactor
Command Reference Guide for a complete
list of available substitutable special text
strings.

e Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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PUT Alerts Pending

The PUT /Alerts/Pending method is used to update a pending certificate request alert. This method
returns HTTP 200 OK on a success with details about the pending certificate request alert.
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Table 109: PUT Alerts Pending Input Parameters

Description

i- An integer indicating the Keyfactor Command reference ID of the pending request alert.

D-  Required. A string indicating the display name for the pending request alert. This name appears in the
i- pending request alerts grid in the Management Portal.

S-  Required. A string indicating the subject for the email message that will be delivered when the alert is
u-  triggered.

b_

[P 9 Tip: Substitutable special text may be used in the subject line. Substitutable special text uses
e- a variable in the alert definition that is replaced by data from the certificate request or certi-
c- ficate metadata at processing time. For example, you can enter {rcn} in the alert definition and
t each alert generated at processing time will contain the specific requested common name of

the given certificate request instead of the variable {rcn}.

M Required. A string indicating the email message that will be delivered when the alert is triggered. The
e- email message is made up of regular text and substitutable special text. If desired, you can format the
s- message body using HTML.

S For example:

"Hello, \n\nA certificate using the {template} template was requested by
{requester:displayname} from {careqid} on {subdate}. The certificate details
include: \n\n<table> \n<tr><th>Certificate Details </th><th>Metadata </th></tr>
\n<tr><td>CN: {rcn}</td><td>App Owner First Name: {metadata:Ap-
pOwnerFirstName}</td></tr> \n<tr><td>DN: {rdn}</td><td>App Owner Last Name:
{metadata:AppOwnerLastName}</td></tr> \n<tr><td>SANs: {san}</td><td>App Owner
Email Address: {metadata:AppOwnerEmailAddress}</td></tr> \n<tr><t-
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d>&nbsp;</td><td>Business Critical: {metadata:BusinessCritical}</td></tr> \n</t-
able> \n\nPlease review this request and issue the certificate as appropriate by
going here: \n\n{apprlink} \n\nThanks! \n\nYour Certificate Management Tool\n"

See Table: Substitutable Special Text for Pending Request Alerts in the Keyfactor Command Refer-
ence Guide for a complete list of available substitutable special text strings.

“N Note: The $(requester:givenname) substitutable special text token is only supported in envir-
onments using Active Directory as an identity provider.

R-  An array of strings containing the recipients for the alert. Each alert can have multiple recipients. You
e- can use specific email addresses and/or use substitutable special text to replace an email address

c- variable with actual email addresses at processing time. Available email substitutable special text

i- strings include:

p- e {requester:mail}

I- The certificate requester, based on a lookup in Active Directory of the email address associated
e- with the requester on the certificate.

n-

t- Note: The $(requester:mail) substitutable special text token is only supported in envir-

S onments using Active Directory as an identity provider.

* Your custom email-based metadata field, which would be specified similarly to {metadata:Ap-
pOwnerEmailAddress}.

T-  Aninteger indicating the certificate template for which the pending request alerts will be generated.
e- A separate alert should be configured for each template. An alert may be configured with no template,
m-  if desired. Alerts configured in this way generate alerts for all pending certificate requests.

P-  Use the GET /Templates method (see GET Templates on page 1548) to retrieve a list of all the
|- templates to determine the template ID.
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R-  An object containing the event handler configuration for the alert, if applicable. Possible values are:

.g-
,_

S- Id An integer indicating the Keyfactor Command reference ID for the event

&= handler.

e- )

e-

d- 8 PendinglLogger

E.

V- 9 PendingPowershell

e-

i UseHandler A Boolean indicating whether event handler use is enabled for the alert (true)
t or not (false).

H.

a-

n- For more information about event handlers, see Using Event Handlers in the Keyfactor Command

d- Reference Guide.

E- An array of objects containing the parameters configured for use by the event handler. The type of
v-  data will vary depending on the configured handler. Possible values are:

:
t_

H: Id An integer indicating the Keyfactor Command reference ID of the

a- configured parameter.

n-

d- Key A string indicating the reference name of the configured parameter.

|_

o DefaultValue A string indicating the value for the parameter. This value is related to the
- type of parameter (see ParameterType).

P_

N ParameterType A string containing the parameter type. Supported types are:

- * LogTarget

. This type is used for the event logging handler and is used to refer-

il ence the fully qualified domain name of the target machine to which

e-
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event should be logged.

e Script
This type is used for the PowerShell handler and is used to reference
the PowerShell script that should be run when the alert is triggered. It
is referenced using the script name as stored in the Keyfactor
Command database (see Extensions/Scripts in the Keyfactor AP/
Reference Guide).

* Token
This type is used for the PowerShell handler and is used to reference a
substitutable special text value that should be passed to the Power-
Shell script. See Table: Substitutable Special Text for Pending
Request Alerts in the Keyfactor Command Reference Guide for a
complete list of available substitutable special text strings.

* Value
This type is used for the PowerShell handler and is used to reference a
static text string that should be passed to the PowerShell script.

For example, for a PowerShell handler:

"EventHandlerParameters": [

{
"Id": 28,
"Key": "cn",
"DefaultValue": "rcn",
"ParameterType": "Token"

¥

{
"Id": 29,
"Key": "AppOwnerFirstName",
"DefaultValue": "metadata:AppOwnerFirstName",
"ParameterType": "Token"

¥

{
"Id": 30,

"Key": "Text",
"DefaultValue": "Pending Alert: Enterprise Web Server",
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"ParameterType": "Value"

¥

{
"Id": 31,
"Key": "ApprovallLink",
"DefaultValue": "apprlink",
"ParameterType": "Token"

¥

{
"Id": 32,
"Key": "ScriptName",
"DefaultValue": "MyScript.psi”,
"ParameterType": "Script"

}
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Table 110: PUT Alerts Pending Response Data

& Es

Id An integer indicating the Keyfactor Command reference ID of the pending
request alert.

DisplayName A string indicating the display name for the pending request alert. This
name appears in the pending request alerts grid in the Management
Portal.

Subject A string indicating the subject for the email message that will be delivered

when the alert is triggered.

ﬁ Tip: Substitutable special text may be used in the subject line.
Substitutable special text uses a variable in the alert definition
that is replaced by data from the certificate request or certificate
metadata at processing time. For example, you can enter {rcn} in
the alert definition and each alert generated at processing time
will contain the specific requested common name of the given certi-
ficate request instead of the variable {rcn}.

Message A string indicating the email message that will be delivered when the alert
is triggered. The email message is made up of regular text and substi-
tutable special text. If desired, you can format the message body using
HTML.

See Table: Substitutable Special Text for Pending Request Alerts in the
Keyfactor Command Reference Guide for a complete list of available
substitutable special text strings.

Recipients An array of strings containing the recipients for the alert. Each alert can
have multiple recipients. You can use specific email addresses and/or use
substitutable special text to replace an email address variable with actual
email addresses at processing time. Available email substitutable special
text strings include:

* {requester:mail}
The certificate requester, based on a lookup in Active Directory of the
email address associated with the requester on the certificate.

¢ Your custom email-based metadata field, which would be specified
similarly to {metadata:AppOwnerEmailAddress}.
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Template

An object containing information about the certificate template for which
the pending request alerts will be generated. A separate alert should be

configured for each template. An alert may be configured with no
template, if desired. Alerts configured in this way generate alerts for all
pending certificate requests. Possible values are:

Id

DisplayName

ForestRoot

ConfigurationTenant

An integer indicating the Keyfactor
Command reference ID for the template,
or null for all templates.

A string containing the name of the
template. For a template created using a
Microsoft management tool, this will be
the Microsoft template display name.

A string indicating the forest root of the

template.

Note: This field is retained for
legacy purposes and will be
replaced by ConfigurationTenant
field.

A string indicating the configuration
tenant of the template.
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RegisteredEventHandler

An object containing the event handler configuration for the alert, if applic-

able. Possible values are:

Id

DisplayName

UseHandler

An integer indicating the Keyfactor Command
reference ID for the event handler.

_ Event Handler Type k

8 PendinglLogger

9 PendingPowershell

A string containing the name of the event
handler.

A Boolean indicating whether event handler use
is enabled for the alert (true) or not (false).

For more information about event handlers, see Using Event Handlers in
the Keyfactor Command Reference Guide.

EventHandlerParameters

An array of objects containing the parameters configured for use by the

event handler. The type of data will vary depending on the configured
handler. Possible values are:

Id

Key

DefaultValue

An integer indicating the Keyfactor Command
reference ID of the configured parameter.

A string indicating the reference name of the
configured parameter.

A string indicating the value for the parameter.
This value is related to the type of parameter
(see ParameterType).

ParameterType A string containing the parameter type.
Supported types are:
e LogTarget
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This type is used for the event logging
handler and is used to reference the fully
qualified domain name of the target
machine to which event should be logged.
e Script
This type is used for the PowerShell
handler and is used to reference the
PowerShell script that should be run when
the alert is triggered. It is referenced using
the script name as stored in the Keyfactor
Command database (see Exten-
sions/Scripts in the Keyfactor APl Refer-
ence Guide).

e Token
This type is used for the PowerShell
handler and is used to reference a substi-
tutable special text value that should be
passed to the PowerShell script. See
Table: Substitutable Special Text for
Pending Request Alerts in the Keyfactor
Command Reference Guide for a complete
list of available substitutable special text
strings.

e Value
This type is used for the PowerShell
handler and is used to reference a static
text string that should be passed to the
PowerShell script.

CARequestld A string containing the CA’s reference ID for the certificate request.
CommonName A string indicating the common name of the certificate.
LogicalName A string indicating the logical name of the certificate authority.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
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engge and Utility is in the dropdown from the help icon ([':’]) at the top of the Management Portal
pﬁe next to the Log Out button.

POST Alerts Pending Test

The POST /Alerts/Pending/Test method is used to test individual pending certificate request alerts.
This method returns HTTP 200 OK on a success with details about the resulting alerts generated.

<P

g

Tip: Alerts are generated for all certificate requests that have not previously been alerted
on, unless the system has been configured to send multiple alerts per request. By default, one
alert is sent to each recipient for any given request. The number of alerts to send for a given
request is configurable with the Pending Alert Max Reminders setting in Keyfactor Command
application settings (see Application Settings: Console Tab in the Keyfactor Command Refer-
ence Guide). If a certificate remains in a pending state after the configured number of alerts
has been sent, no further alerts will be sent.

By default, a maximum of 100 alerts will be generated during a test. The maximum value is
configurable with the Pending Alert Test Result Limit setting in Keyfactor Command applic-
ation settings (see Application Settings: Console Tab in the Keyfactor Command Reference
Guide). If more than 100 alerts are generated, no email messages will be sent and you’ll have
the opportunity to view the first 100 alerts generated.

If you’re using an event handler, the event handler is run and the handler actions taken
(PowerShell script run, event log message) when the test is run. This is true regardless of the
setting of the sendAlertsEmails flag.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/monitoring/alerts/read/

/monitoring/alerts/test/

Table 111: POST Alerts Pending Test Input Parameters

Prome Lo Lomm

Alertld Body An integer indicating the Keyfactor Command reference ID for the pending
alert.

SendAlerts Body A Boolean indicating whether to send alert emails with the test (true), or not
(false).
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PendingAlerts An object containing alert details resulting from the test. Pending alert details are:

O

Subject A string indicating the subject for the email message
that will be delivered when the alert is triggered.

9 Tip: Substitutable special text may be used in
the subject line. Substitutable special text uses
a variable in the alert definition that is replaced
by data from the certificate request or certi-
ficate metadata at processing time. For
example, you can enter {rcn} in the alert defin-
ition and each alert generated at processing
time will contain the specific requested common
name of the given certificate request instead of
the variable {rcn}.

Message A string indicating the email message that will be
delivered when the alert is triggered. The email
message is made up of regular text and substitutable
special text. If desired, you can format the message
body using HTML.

Recipients An array of strings containing a list of strings with the
recipients for the alert. Each alert can have multiple
recipients. You can use specific email addresses and/or
use substitutable special text to replace an email
address variable with actual email addresses at
processing time.

CARequestld An string containing the CA’s reference ID for the certi-
ficate request.

CommonName A string indicating the common name of the certificate
request.
LogicalName A string indicating the logical name of the certificate

authority from which the certificate was requested.

AlertBuildResult A string indicating the result of pending alerts test (e.g. Success).
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

POST Alerts Pending TestAll

The POST /Alerts/Pending/TestAll method is used to test all pending certificate request alerts. This
method returns HTTP 200 OK on a success with details about the resulting number of alerts gener-
ated.

ﬁ Tip: Alerts are generated for all certificate requests that have not previously been alerted
on, unless the system has been configured to send multiple alerts per request. By default, one
alert is sent to each recipient for any given request. The number of alerts to send for a given
request is configurable with the Pending Alert Max Reminders setting in Keyfactor Command
application settings (see Application Settings: Console Tab in the Keyfactor Command Refer-
ence Guide). If a certificate remains in a pending state after the configured number of alerts
has been sent, no further alerts will be sent.

By default, a maximum of 100 alerts will be generated during a test. The maximum value is
configurable with the Pending Alert Test Result Limit setting in Keyfactor Command applic-
ation settings (see Application Settings: Console Tab in the Keyfactor Command Reference
Guide). If more than 100 alerts are generated, no email messages will be sent and you’ll have
the opportunity to view the first 100 alerts generated.

If you’re using an event handler, the event handler is run and the handler actions taken
(PowerShell script run, event log message) when the test is run. This is true regardless of the
setting of the sendAlertsEmails flag.

9 Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/monitoring/alerts/read/
/monitoring/alerts/test/

Table 113: POST Alerts Pending Test All Input Parameters

T T ==

SendAlerts Body A Boolean indicating whether to send alert emails with the test (true), or not
(false).
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Table 114: POST Alerts Pending Test All Response Data

GEs T

PendingAlerts An object containing alert details resulting from the test. Pending alert details are:

O

Subject A string indicating the subject for the email message
that will be delivered when the alert is triggered.

9 Tip: Substitutable special text may be used in
the subject line. Substitutable special text uses
a variable in the alert definition that is replaced
by data from the certificate request or certi-
ficate metadata at processing time. For
example, you can enter {rcn} in the alert defin-
ition and each alert generated at processing
time will contain the specific requested common
name of the given certificate request instead of
the variable {rcn}.

Message A string indicating the email message that will be
delivered when the alert is triggered. The email
message is made up of regular text and substitutable
special text. If desired, you can format the message
body using HTML.

Recipients An array of strings containing a list of strings with the
recipients for the alert. Each alert can have multiple
recipients. You can use specific email addresses and/or
use substitutable special text to replace an email
address variable with actual email addresses at
processing time.

CARequestld An string containing the CA’s reference ID for the certi-
ficate request.

CommonName A string indicating the common name of the certificate
request.
LogicalName A string indicating the logical name of the certificate

authority from which the certificate was requested.

AlertBuildResult An integer indicating the number of pending alerts run by the test.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 241



{P Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.5 AppSetting

The AppSetting component of the Keyfactor APl includes methods necessary to list and update
application settings that control the behavior of Keyfactor Command features. For a complete list of
available application settings, see Application Settings in the Keyfactor Command Reference Guide.

Table 115: AppSetting Endpoints

/ GET

/ PUT
Hid} GET
/{id}/Set PUT
/{name}/Set PUT

2.6.5.1 GET AppSetting

Returns details for all the applic-
ation settings.

Updates values configured for
multiple application settings in a
single command.

Returns details for a single applic-
ation setting.

Updates the value configured for
an application setting based on
its reference ID.

Updates the value configured for
an application setting based on
its reference name.

GET AppSet-
ting below

PUT AppSet-
ting on

page 246
GET AppSet-

ting ID on
page 244

PUT AppSet-
ting ID Set on

page 248

PUT AppSet-
ting Name Set

on page 250

The GET /AppSetting method is used to retrieve the details for all the application settings in
Keyfactor Command. This method returns HTTP 200 OK on a success with a list of the application
setting details. This method has no input parameters other than the standard headers (see Endpoint

Common Features on page 8).

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
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9 /application_settings/read/

Table 116: GET AppSetting Response Data

Prame Lo N

Id Integer indicating the Keyfactor Command reference ID of the application setting.

DisplayName A string indicating the name for the application setting in the Keyfactor Command
Management Portal.

ShortName A string indicating the Keyfactor Command internal reference name for the application
setting.
Description A string indicating the description for the application setting. This description appears

in the Keyfactor Command Management Portal when you hover over the DisplayName
for the application setting.

Value A field indicating the value for the application setting. May be a Boolean, integer, or
string.
ValueType An integer indicating the type for the Value. Possible value types are:
0 String
1 Integer
2 Boolean
4 String (RegEx)
5 String (URL)
6 String (Path)
7 String (CA Name)
8 No longer in use
9 String (Template Name)
10 String (Date)

Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor API endpoints can be called and results
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9 returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.5.2 GET AppSetting ID

The GET /AppSetting/{id} method is used to retrieve a single application setting from Keyfactor
Command. This method returns HTTP 200 OK on a success with a list of the application setting
details.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/application_settings/read/

Table 117: GET AppSetting {id} Input Parameters

Prame T Lompin N

id Path Required. Integer indicating the Keyfactor Command reference ID of the applic-
ation setting to retrieve.
Use the GET /AppSetting method (see GET Agents on page 17) to retrieve a list
of all the application settings to determine the application setting ID.
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Table 118: GET AppSetting {id} Response Data

T = R

Id Integer indicating the Keyfactor Command reference ID of the application setting.

DisplayName A string indicating the name for the application setting in the Keyfactor Command
Management Portal.

ShortName A string indicating the Keyfactor Command internal reference name for the application
setting.
Description A string indicating the description for the application setting. This description appears

in the Keyfactor Command Management Portal when you hover over the DisplayName
for the application setting.

Value A field indicating the value for the application setting. May be a Boolean, integer, or
string.
ValueType An integer indicating the type for the Value. Possible value types are:
0 String
1 Integer
2 Boolean
4 String (RegEx)
5 String (URL)
6 String (Path)
7 String (CA Name)
8 No longer in use
9 String (Template Name)
10 String (Date)

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor AP| endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
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engge and Utility is in the dropdown from the help icon ([':’]) at the top of the Management Portal
pﬁe next to the Log Out button.

2.6.5.3 PUT AppSetting

The PUT /AppSetting method is used to update the values of multiple application settings with a
single command. This method returns HTTP 200 OK on a success with information about the updated
application settings.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/application_settings/read/

/application_settings/modify/

Table 119: PUT AppSetting Input Parameters

Prame Lo Lomrmn

Id Body Required. Integer indicating the Keyfactor Command reference ID of the applic-
ation setting.
Use the GET /AppSetting method (see GET AppSetting on page 242) to retrieve
a list of all the application settings to determine the application setting ID.

Value Body Required. A field indicating the value for the application setting. May be a
Boolean, integer, or string.
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Table 120: PUT AppSetting Response Data

T = R

Id Integer indicating the Keyfactor Command reference ID of the application setting.

DisplayName A string indicating the name for the application setting in the Keyfactor Command
Management Portal.

ShortName A string indicating the Keyfactor Command internal reference name for the application
setting.
Description A string indicating the description for the application setting. This description appears

in the Keyfactor Command Management Portal when you hover over the DisplayName
for the application setting.

Value A field indicating the value for the application setting. May be a Boolean, integer, or
string.
ValueType An integer indicating the type for the Value. Possible value types are:
0 String
1 Integer
2 Boolean
4 String (RegEx)
5 String (URL)
6 String (Path)
7 String (CA Name)
8 No longer in use
9 String (Template Name)
10 String (Date)

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor AP| endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
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engge and Utility is in the dropdown from the help icon ([':’]) at the top of the Management Portal
pﬁe next to the Log Out button.

2.6.5.4 PUT AppSetting ID Set

The PUT /AppSetting/{id}/Set method is used to update the value of an application setting specified
by the reference ID. This method returns HTTP 200 OK on a success with information about the
updated application setting.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/application_settings/read/

/application_settings/modify/

Table 121: PUT AppSetting {id} Set Input Parameters

Prame Lo Lomrmn

id Path Required. Integer indicating the Keyfactor Command reference ID of the applic-
ation setting.
Use the GET /AppSetting method (see GET AppSetting on page 242) to retrieve
a list of all the application settings to determine the application setting ID.

Value Body Required. A field indicating the value for the application setting. May be a
Boolean, integer, or string.
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Table 122: PUT AppSetting {id} Set Response Data

T = R

Id Integer indicating the Keyfactor Command reference ID of the application setting.

DisplayName A string indicating the name for the application setting in the Keyfactor Command
Management Portal.

ShortName A string indicating the Keyfactor Command internal reference name for the application
setting.
Description A string indicating the description for the application setting. This description appears

in the Keyfactor Command Management Portal when you hover over the DisplayName
for the application setting.

Value A field indicating the value for the application setting. May be a Boolean, integer, or
string.
ValueType An integer indicating the type for the Value. Possible value types are:
0 String
1 Integer
2 Boolean
4 String (RegEx)
5 String (URL)
6 String (Path)
7 String (CA Name)
8 No longer in use
9 String (Template Name)
10 String (Date)

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor AP| endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
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engge and Utility is in the dropdown from the help icon ([':’]) at the top of the Management Portal
pﬁe next to the Log Out button.

2.6.5.5 PUT AppSetting Name Set

The PUT /AppSetting/{name}/Set method is used to update the value of an application setting
specified by the reference name. This method returns HTTP 200 OK on a success with information
about the updated application settings.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/application_settings/read/

/application_settings/modify/

Table 123: PUT AppSetting {name} Set Input Parameters

Prame Lo Lomrmn

name Path Required. A string indicating the Keyfactor Command internal reference name
(ShortName) for the application setting.
Use the GET /AppSetting method (see GET AppSetting on page 242) to retrieve
a list of all the application settings to determine the application setting refer-
ence name (ShortName).

Value Body Required. A field indicating the value for the application setting. May be a
Boolean, integer, or string.
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Table 124: PUT AppSetting {name} Set Response Data

T = R

Id Integer indicating the Keyfactor Command reference ID of the application setting.

DisplayName A string indicating the name for the application setting in the Keyfactor Command
Management Portal.

ShortName A string indicating the Keyfactor Command internal reference name for the application
setting.
Description A string indicating the description for the application setting. This description appears

in the Keyfactor Command Management Portal when you hover over the DisplayName
for the application setting.

Value A field indicating the value for the application setting. May be a Boolean, integer, or
string.
ValueType An integer indicating the type for the Value. Possible value types are:
0 String
1 Integer
2 Boolean
4 String (RegEx)
5 String (URL)
6 String (Path)
7 String (CA Name)
8 No longer in use
9 String (Template Name)
10 String (Date)

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor AP| endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
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engge and Utility is in the dropdown from the help icon ([':’]) at the top of the Management Portal
pﬁe next to the Log Out button.

2.6.6 Audit

The Audit component of the Keyfactor APl is used to track changes to the Keyfactor Command oper-
ation and configuration.

Table 125: Audit Endpoints

Aid} Returns information about the specified audit GET Audit ID
log entry. below
/{id}/Validate GET Validates the specified audit log entry. GET Audit ID
Validate on
page 258
/ GET Returns a list of all audit log entries according GET Audit on
to the provided filters and input parameters. page 259
/Download GET Returns a comma separated list of audit log GET Audit
entries according to the provided filters and Download on
input parameters. page 265
/RelatedEntities GET Returns a list of all audit log entries and entries GET Audit
related to this entry according to the provided Related
filters and input parameters. Entities on
page 269

2.6.6.1 GET AuditID

The GET /Audit/{id} method is used to retrieve details for a specified audit entry. This method
returns HTTP 200 OK on a success with audit log details.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/auditing/read/
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Table 126: GET Audit {id} Input Parameters

= T [ R

id Path Required. The ID of the audit log entry to retrieve.
Use the GET /Audit method (see GET Audit on page 259) to retrieve a list of all

the audit log entries to determine the audit log entry ID.
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Table 127: GET Audit {id} Response Data

R

The timestamp (UTC) on the audit log entry indicating when the action performed

Id The ID of the specified audit log entry.
TimeStamp
occurred.
Message XML data on the audit event.
Signature The signature on the audit entry.
Category An integer identifying the category of the audit entry. Possible values are:

2001

2001

2001

2002

2003

2004

2005

2005

2006

2006

2007

2008

2008

Certificate

Auditing Certificate Sched-
uled Replacement

Auditing Certificate Request
ApiApplication
Template

CertificateQuery

ExpirationAlert

Expiration Alert Definition
Context Model

PendingAlert

Pending Alert Definition
Context Model

ApplicationSetting
IssuedAlert

Issued Alert Definition
Context Model

Certificate

Auditing Certificate Sched-
uled Replacement

Certificate Request
API Application
Template

Certificate Collec-
tion/Query

Expiration Alert

Expiration Alert

Pending Alert

Pending Alert

Application Setting
Issued Alert

Issued Alert
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O

2009

2009

2010

201

2012

2013

2014

2015

2016

2016

2017

2018

2019

2020

2021

2022

2023

2024

2025

2026

2027

DeniedAlert

Denied Alert Definition
Context Model

ADIdentityModel
SecurityRole
AuthorizationFailure
CertificateSigningRequest
ServerGroup
Server
DiscoveredKey

Key
ServiceAccount
Logon

SshUser

Key Rotation Alert Definition
Context Model

CertificateStore

JobType

AgentSchedule

Bulk Agent Schedule
Certificate Store Container
Agent

Revocation Monitoring

Denied Alert

Denied Alert

Security Identity
Security Role
Authorization Failure
CSR

SSH Server Group
SSH Server

Rogue Key for Logon
SSH Key

SSH Service Account
SSH Logon

SSH User

SSH Key Rotation Alert

Certificate Store
Orchestrator Job Type
Orchestrator Job

Bulk Orchestrator Job
Store Container
Orchestrator

Monitoring
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O

2028 License License

2029 WorkflowDefinition Workflow Definition
2030 Workflowlnstance Workflow Instance

2031 WorkflowlnstanceSignal Workflow Instance Signal
2032 IdentityProvider Identity Provider

2033 RoleClaimDefinition Claim Definition

2034 PermissionSet Permission Set

Tip: To do a query by category, use the subcategory string. For example,
the following query would return audit records for categories 2023,
2024, and 2026 since they all contain “Agent” in the subcategory:

category -contains "Agent"

Operations An integer identifying the operation of the audit entry. Possible values are:
1 Created
2 Updated
3 Deleted
4 Approved
5 Denied
6 Revoked
7 Downloaded
8 Deleted Private Key
9 Renewed
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O

10 Encountered
" Scheduled Replacement
12 Recovered
13 Imported
14 Removed from Hold
15 Scheduled Add
16 Scheduled Removal
17 Download with Private Key
18 Scheduled
19 Reset
20 Disapproved
21 Restarted
22 Sent
23 Failed
24 Completed
25 Rejected
Level The alert level of the audit log entry. Possible values are:

0 Information
1 Warning
2 Failure
User The user who performed the audit event in DOMAIN\username format.
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R

EntityType The category of the object being audited (e.g. Template, Certificate).

Auditldentifier An identifier of the object being audited (e.g. the template name for a template,
the CN for a certificate). It is important to note that this is a value that is typic-
ally used for easy identification of an object, but is not necessarily unique, and is
subject to change.

Immutableldentifier The fixed ID of the auditable event in the Keyfactor database.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. Itis intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.6.2 GET Audit ID Validate

The GET /Audit/{id}/Validate method is used to return whether or not (true or false) the audit log
entry is valid. An audit log might become invalidated if it is tampered with. This method returns HTTP
200 OK on a success with a value of true or false.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/auditing/read/

Table 128: GET Audit {id} Validate Input Parameters

Prame T Lompin N

id Path Required. The ID of the audit log entry to validate.
Use the GET /Audit method (see GET Audit on the next page) to retrieve a list of
all the audit log entries to determine the audit log entry ID.

Table 129: GET Audit {id} Validate Response Data

= =

A Boolean that indicates whether the audit log entry is valid (true) or not (false). This value is
returned without a parameter name.
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9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.6.3 GET Audit

The GET /Audit method returns a list of all audit entries. This method returns HTTP 200 OK on a
success with audit log details.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/auditing/read/
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Table 130: GET Audit Input Parameters

G E Es T

QueryString Query A string containing a query to limit the results (e.g. field1-eq value
AND field2 -gt value?2). The default is to return all records. Fields avail-
able for querying through the API for the most part match those that
appear in the Keyfactor Command Management Portal search drop-
downs for the same feature. For querying guidelines, refer to: Using
the Audit Log Search Feature in the Keyfactor Command Reference
Guide. The query fields supported for this endpoint are:

* Name (Entityldentifier)

e Category (EntityType) (see Table 131: GET Audit Response Data for
codes)

* |Immutableldentifier
* Level(see Table 131: GET Audit Response Data for codes)

» Operation (see Table 131: GET Audit Response Data for codes)

e PropertyChanged
e Timestamp

* ActingUser

Tip: To do a query by category, use the subcategory string
(see Categoryin the response data). For example:

category -contains "Agent"

PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.

SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not

provided.

ReturnLimit Query An integer that specifies how many results to return per page. The
default is 50.

SortField Query A string containing the property by which the results should be sorted.

Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is /d.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Table 131: GET Audit Response Data

R

The timestamp (UTC) on the audit log entry indicating when the action performed

Id The ID of the specified audit log entry.
TimeStamp
occurred.
Message XML data on the audit event.
Signature The signature on the audit entry.
Category An integer identifying the category of the audit entry. Possible values are:

2001

2001

2001

2002

2003

2004

2005

2005

2006

2006

2007

2008

2008

Certificate

Auditing Certificate Sched-
uled Replacement

Auditing Certificate Request
ApiApplication
Template

CertificateQuery

ExpirationAlert

Expiration Alert Definition
Context Model

PendingAlert

Pending Alert Definition
Context Model

ApplicationSetting
IssuedAlert

Issued Alert Definition
Context Model

Certificate

Auditing Certificate Sched-
uled Replacement

Certificate Request
API Application
Template

Certificate Collec-
tion/Query

Expiration Alert

Expiration Alert

Pending Alert

Pending Alert

Application Setting
Issued Alert

Issued Alert
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2009

2009

2010

201

2012

2013

2014

2015

2016

2016

2017

2018

2019

2020

2021

2022

2023

2024

2025

2026

2027

DeniedAlert

Denied Alert Definition
Context Model

ADIdentityModel
SecurityRole
AuthorizationFailure
CertificateSigningRequest
ServerGroup
Server
DiscoveredKey

Key
ServiceAccount
Logon

SshUser

Key Rotation Alert Definition
Context Model

CertificateStore

JobType

AgentSchedule

Bulk Agent Schedule
Certificate Store Container
Agent

Revocation Monitoring

Denied Alert

Denied Alert

Security Identity
Security Role
Authorization Failure
CSR

SSH Server Group
SSH Server

Rogue Key for Logon
SSH Key

SSH Service Account
SSH Logon

SSH User

SSH Key Rotation Alert

Certificate Store
Orchestrator Job Type
Orchestrator Job

Bulk Orchestrator Job
Store Container
Orchestrator

Monitoring
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2028 License License

2029 WorkflowDefinition Workflow Definition
2030 Workflowlnstance Workflow Instance

2031 WorkflowlnstanceSignal Workflow Instance Signal
2032 IdentityProvider Identity Provider

2033 RoleClaimDefinition Claim Definition

2034 PermissionSet Permission Set

Tip: To do a query by category, use the subcategory string. For example,
the following query would return audit records for categories 2023,
2024, and 2026 since they all contain “Agent” in the subcategory:

category -contains "Agent"

Operations An integer identifying the operation of the audit entry. Possible values are:
1 Created
2 Updated
3 Deleted
4 Approved
5 Denied
6 Revoked
7 Downloaded
8 Deleted Private Key
9 Renewed
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10 Encountered
" Scheduled Replacement
12 Recovered
13 Imported
14 Removed from Hold
15 Scheduled Add
16 Scheduled Removal
17 Download with Private Key
18 Scheduled
19 Reset
20 Disapproved
21 Restarted
22 Sent
23 Failed
24 Completed
25 Rejected
Level The alert level of the audit log entry. Possible values are:

0 Information
1 Warning
2 Failure
User The user who performed the audit event in DOMAIN\username format.
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R

EntityType The category of the object being audited (e.g. Template, Certificate).

Auditldentifier An identifier of the object being audited (e.g. the template name for a template,
the CN for a certificate). It is important to note that this is a value that is typic-
ally used for easy identification of an object, but is not necessarily unique, and is
subject to change.

Immutableldentifier The fixed ID of the auditable event in the Keyfactor database.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. Itis intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.6.4 GET Audit Download

The GET /Audit/Download method returns a comma-delimited list of all audit entries matching the
requested filters appropriate for output to a CSV file. This method returns HTTP 200 OK on a
success with the information requested in comma-delimited form with the property names at the start
of the list and then the values.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/auditing/read/
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Table 132: GET Audit Download Input Parameters

G E Es T

QueryString Query A string containing a query to limit the results (e.g. field1-eq value
AND field2 -gt value?2). The default is to return all records. Fields avail-
able for querying through the API for the most part match those that
appear in the Keyfactor Command Management Portal search drop-
downs for the same feature. For querying guidelines, refer to: Using
the Audit Log Search Feature in the Keyfactor Command Reference
Guide. The query fields supported for this endpoint are:

* Name (Entityldentifier)

e Category (EntityType) (see Table 131: GET Audit Response Data for
codes)

* |Immutableldentifier
* Level(see Table 131: GET Audit Response Data for codes)

» Operation (see Table 131: GET Audit Response Data for codes)

e PropertyChanged
e Timestamp

* ActingUser

PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.

SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not

provided.

ReturnLimit Query An integer that specifies how many results to return per page. The
default is 50.

SortField Query A string containing the property by which the results should be sorted.

Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is /d.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Table 133: GET Audit Download Response Data

T

Id The ID of the specified audit log entry.

TimeStamp The timestamp (UTC) on the audit log entry indicating when the action performed
occurred.

Message The message as displayed in the Keyfactor Command Management Portal.

Message XML data on the audit event. Also known as the XMLMessage in some interfaces.

Operations An integer identifying the operation of the audit entry. Possible values are:

1

2

10

"

12

13

14

15

16

Created

Updated

Deleted

Approved

Denied

Revoked
Downloaded
Deleted Private Key
Renewed
Encountered
Scheduled Replacement
Recovered
Imported

Removed from Hold
Scheduled Add

Scheduled Removal
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Prame om0

17 Download with Private Key

18 Scheduled

19 Reset

20 Disapproved

21 Restarted

22 Sent

23 Failed

24 Completed

25 Rejected
Level The alert level of the audit log entry. Possible values are:

0 Information

1 Warning

2 Failure
User The user who performed the audit event in DOMAIN\username format.
EntityType The category of the object being audited (e.g. Template, Certificate). Also known as

the Category in some interfaces.

Auditldentifier An identifier of the object being audited (e.g. the template name for a template, the
CN for a certificate). It is important to note that this is a value that is typically used
for easy identification of an object, but is not necessarily unique, and is subject to
change. Also known as the Name in some interfaces.

i} Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API
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Reference and Utility is in the dropdown from the help icon (@) at the top of the Management
Portal page next to the Log Out button.

2.6.6.5 GET Audit Related Entities

The GET /Audit/RelatedEntities method returns a list of all audit entries and all audit entries related
to those audit entries. This method returns HTTP 200 OK on a success with the information

requested.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/auditing/read/
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Table 134: GET Audit Related Entities Input Parameters

G E Es T

QueryString Query A string containing a query to limit the results (e.g. field1-eq value
AND field2 -gt value?2). The default is to return all records. Fields avail-
able for querying through the API for the most part match those that
appear in the Keyfactor Command Management Portal search drop-
downs for the same feature. For querying guidelines, refer to: Using
the Audit Log Search Feature in the Keyfactor Command Reference
Guide. The query fields supported for this endpoint are:

* Name (Entityldentifier)

e Category (EntityType) (see Table 131: GET Audit Response Data for
codes)

* |Immutableldentifier
* Level(see Table 131: GET Audit Response Data for codes)

» Operation (see Table 131: GET Audit Response Data for codes)

e PropertyChanged
e Timestamp

* ActingUser

9 Tip: In order to return related entries, your queryString needs
to query for the specific immutable identifier of the audit record
for which you wish to see related entries. For example:

ImmutableIdentifier -eq 707662

PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.

SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not

provided.

ReturnLimit Query An integer that specifies how many results to return per page. The
defaultis 50.

SortField Query A string containing the property by which the results should be sorted.

Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is /d.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Table 135: GET Audit Related Entities Response Data

R

The timestamp (UTC) on the audit log entry indicating when the action performed

Id The ID of the specified audit log entry.
TimeStamp
occurred.
Message XML data on the audit event.
Signature The signature on the audit entry.
Category An integer identifying the category of the audit entry. Possible values are:

2001

2001

2001

2002

2003

2004

2005

2005

2006

2006

2007

2008

2008

Certificate

Auditing Certificate Sched-
uled Replacement

Auditing Certificate Request
ApiApplication
Template

CertificateQuery

ExpirationAlert

Expiration Alert Definition
Context Model

PendingAlert

Pending Alert Definition
Context Model

ApplicationSetting
IssuedAlert

Issued Alert Definition
Context Model

Certificate

Auditing Certificate Sched-
uled Replacement

Certificate Request
API Application
Template

Certificate Collec-
tion/Query

Expiration Alert

Expiration Alert

Pending Alert

Pending Alert

Application Setting
Issued Alert

Issued Alert
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2009

2009

2010

201

2012

2013

2014

2015

2016

2016

2017

2018

2019

2020

2021

2022

2023

2024

2025

2026

2027

DeniedAlert

Denied Alert Definition
Context Model

ADIdentityModel
SecurityRole
AuthorizationFailure
CertificateSigningRequest
ServerGroup
Server
DiscoveredKey

Key
ServiceAccount
Logon

SshUser

Key Rotation Alert Definition
Context Model

CertificateStore

JobType

AgentSchedule

Bulk Agent Schedule
Certificate Store Container
Agent

Revocation Monitoring

Denied Alert

Denied Alert

Security Identity
Security Role
Authorization Failure
CSR

SSH Server Group
SSH Server

Rogue Key for Logon
SSH Key

SSH Service Account
SSH Logon

SSH User

SSH Key Rotation Alert

Certificate Store
Orchestrator Job Type
Orchestrator Job

Bulk Orchestrator Job
Store Container
Orchestrator

Monitoring

KEYFACTOR
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2028 License License

2029 WorkflowDefinition Workflow Definition
2030 Workflowlnstance Workflow Instance

2031 WorkflowlnstanceSignal Workflow Instance Signal
2032 IdentityProvider Identity Provider

2033 RoleClaimDefinition Claim Definition

2034 PermissionSet Permission Set

Tip: To do a query by category, use the subcategory string. For example,
the following query would return audit records for categories 2023,
2024, and 2026 since they all contain “Agent” in the subcategory:

category -contains "Agent"

Operations An integer identifying the operation of the audit entry. Possible values are:
1 Created
2 Updated
3 Deleted
4 Approved
5 Denied
6 Revoked
7 Downloaded
8 Deleted Private Key
9 Renewed
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10 Encountered
" Scheduled Replacement
12 Recovered
13 Imported
14 Removed from Hold
15 Scheduled Add
16 Scheduled Removal
17 Download with Private Key
18 Scheduled
19 Reset
20 Disapproved
21 Restarted
22 Sent
23 Failed
24 Completed
25 Rejected
Level The alert level of the audit log entry. Possible values are:

0 Information
1 Warning
2 Failure
User The user who performed the audit event in DOMAIN\username format.
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The category of the object being audited (e.g. Template, Certificate).

EntityType

Auditldentifier

Immutableldentifier

An identifier of the object being audited (e.g. the template name for a template,
the CN for a certificate). It is important to note that this is a value that is typic-
ally used for easy identification of an object, but is not necessarily unique, and is
subject to change.

The fixed ID of the auditable event in the Keyfactor database.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. Itis intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal

page next to the Log Out button.

2.6.7 Certificates

The Certificates component of the Keyfactor API supports certificate lifecycle and management
tasks, apart from enrollment.

Table 136: Certificates Endpoints

/{id}/Security

/id}/Validate

/Locations/{id}

/IdentityAudit/{id}

GET

GET

GET

Returns details of the security
identities that have been granted
permissions to the specified certi-
ficate including what the specific
permissions are.

Validates that a certificate chain
can be built for the specified certi-
ficate.

Returns details about the certi-
ficates stores in which the certi-
ficate is located.

Returns audit identity permissions
for certificate.

GET Certificates ID

Security on page 277

GET Certificates ID

Validate on page 279

GET Certificates Loca-
tions ID on page 284

GET Certificates lden-
tity Audit ID on

page 287
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Hid}

Hid}

/Metadata/Compare

/{id}/History

/Metadata

/Metadata/All

/Import

/Revoke

/Analyze

/Recover

DELETE

GET

GET

GET

DELETE

GET

PUT

PUT

POST

POST

POST

POST

Deletes a certificate from the
Keyfactor Command database by
its ID.

Returns certificate details for a
specified certificate.

Compares the metadata value
provided with the metadata value
associated with the specified certi-
ficate.

Returns the certificate operations
history for a specified certificate.

Deletes multiple certificates from
the Keyfactor Command data-
base, as specified by the IDs in
the request body.

Returns all certificates with
paging (number of pages to return
and number of results per page)
and verbosity option to specify
detail level.

Updates the metadata for a
specified certificate.

Updates the metadata for an array
of certificate IDs.

Imports a certificate into
Keyfactor Command.

Revokes a certificate.

Reads a base-64 encoded
PEM certificates and returns it in
human-readable form.

Returns a recovered certificate
as a PFX.

DELETE Certificates ID
on page 291

GET Certificates ID on
page 292

GET Certificates
Metadata Compare on

page 305

GET Certificates ID
History on page 306

DELETE Certificates on
page 308

GET Certificates on
page 310

PUT Certificates
Metadata on page 325

PUT Certificates
Metadata All on

page 326

POST Certificates
Import on page 331

POST Certificates
Revoke on page 336

POST Certificates
Analyze on page 338

POST Certificates
Recover on page 339
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/Download POST Downloads a certificate. POST Certificates
Download on page 343

/RevokeAll POST Revokes all the certificates in the POST Certificates
provided query. Revoke All on page 346
/Query DELETE Deletes multiple certificates from DELETE Certificates

the Keyfactor Command database Query on page 349
based on search query.

/PrivateKey DELETE Deletes the stored private keys of DELETE Certificates
multiple certificates within the Private Key on
Keyfactor Command database. page 350

/PrivateKey/{id} DELETE Deletes the stored private key(s) DELETE Certificates
of a certificate within the Private Key ID on
Keyfactor Command database. page 351

2.6.7.1 GET Certificates ID Security

The GET /Certificates/{id}/Security method is used to return details of permission granted to a
specific certificate with the specified ID. This method returns HTTP 200 OK on a success with
security details in the message body. Both global and collection-level permissions are included in
the response.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/certificates/collections/read/

/security/read/

OR

/certificates/collections/read/#/ (where # is a reference to a specific certificate collection
ID)

/security/read/

Permissions for certificates can be set at either the global or certificate collection level. See
Certificate Permissions in the Keyfactor Command Reference Guide for more information
about global vs collection permissions. See also the Collectionld input parameter, below.
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Table 137: GET Certificates {id} Security Input Parameters

G e

id Path Required. The Keyfactor Command reference ID of the certificate for
which to check security permissions.
Collectionld Query An integer specifying an optional certificate collection identifier to

validate that the user executing the request has sufficient permissions to
do so. If a certificate collection ID is not supplied, the user must have
global permissions to complete the action. Supplying a certificate collec-
tion ID allows for a check of the user’s certificate collection-level permis-
sions to determine whether the user has sufficient permissions at a
collection level to complete the action. See Certificate Permissions in the
Keyfactor Command Reference Guide for more information.

Table 138: GET Certificates {id} Security Response Data

CECTT

Roles An array of objects containing the certificate-specific permissions granted to the named

security identity broken down by permission and defined by role. All roles are returned,
including those that have no permissions. Role information includes:

CEErT

Name A string containing the short reference name for the security role.

Permissions An array of strings containing the permissions assigned to the role.

For example, the following return snippet shows the response for the Power Users security

role:
{
"Name": "Power Users",
"Permissions”: [
"Read",
"EditMetadata",
"Recover"
]
}

Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
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returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.7.2 GET Certificates ID Validate

The GET /Certificates/{id}/Validate method is used to return details for the validity of the X509 certi-
ficate chain for the certificate with the specified ID. This method returns HTTP 200 OK on a success
with certificate chain validity details in the message body.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/certificates/collections/read/

OR

/certificates/collections/read/#/ (where # is a reference to a specific certificate collection
ID)

Permissions for certificates can be set at either the global or certificate collection level. See
Certificate Permissions in the Keyfactor Command Reference Guide for more information
about global vs collection permissions. See also the Collectionld input parameter, below.

Table 139: GET Certificates {id} Validate Input Parameters

T R [

id Path Required. The Keyfactor Command reference ID of the certificate to be
validated.
Collectionld Query An integer specifying an optional certificate collection identifier to

validate that the user executing the request has sufficient permissions to
do so. If a certificate collection ID is not supplied, the user must have
global permissions to complete the action. Supplying a certificate collec-
tion ID allows for a check of the user’s certificate collection-level permis-
sions to determine whether the user has sufficient permissions at a
collection level to complete the action. See Certificate Permissions in the
Keyfactor Command Reference Guide for more information.
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Table 140: GET Certificates {id} Validate Response Data

N

Valid A Boolean that indicates whether all the validity tests are in a passing state (true) or not
(false).

Results An object containing the X509 certificate chain validity fields. The included validity fields
are:

Portal Equi- Description

valent

NotTimeValid Time Valid A value of Pass indic-
ates that the certificate
time value is valid. A
time can appear invalid
(Fail) for a certificate
that has expired.

NotTimeNested n/a A value of Pass indic-
ates that the CA certi-
ficate and issued
certificate have nested
validity periods. A value
of Fail can occur if the
CA certificate expires
before the issued certi-
ficate.

This is considered
deprecated and may be
removed in a future
release.

Revoked Active A value of Pass indic-
ates that the X509 certi-
ficate chain is valid for
the certificate and
contains no revoked
certificates or errors.

NotSignatureValid Signature A value of Fail indicates
that the X509 certi-
ficate chain is invalid as
a result of an invalid
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Portal Equi-

NotValidForUsage

UntrustedRoot

RevocationStatusUnknown

Cyclic

InvalidExtension

InvalidPolicyConstraints

valent

Usage

Trusted Root

Revocation
Status

Chain Built

Extensions

Policy
Constraints

Description

certificate signature.

A value of Failindicates
that the X509 certi-
ficate chain is invalid as
a result of an invalid key
usage.

A value of Failindicates
that the X509 certi-
ficate chain is invalid as
a result of an untrusted
root certificate.

A value of Pass indic-
ates that the revocation
status can successfully
be determined for the
certificate. This may be
the result of successful
access to online certi-
ficate revocation lists
(CRLs).

A value of Pass indic-
ates that the certificate
chain for the certificate
could successfully be
built.

A value of Failindicates
that the X509 certi-
ficate chainis invalid as
a result of an invalid
extension.

A value of Failindicates
that the X509 certi-
ficate chain is invalid as
a result of an invalid
policy constraint.
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Portal Equi-

InvalidBasicConstraints

InvalidNameConstraints

HasNotSupportedNameConstraint

HasNotDefinedNameConstraint

HasNotPermittedNameConstraint

HasExcludedNameConstraint

PartialChain

valent

Basic
Constraints

Valid Name
Constraints

Supported
Name
Constraints

Defined Name
Constraints

Permitted Name
Constraints

Excluded Name
Constraints

Full Chain

Description

A value of Failindicates
that the X509 certi-
ficate chain is invalid as
a result of an invalid
basic constraint.

A value of Failindicates
that the X509 certi-
ficate chainis invalid as
a result of an invalid
name constraint.

A value of Failindicates
that a name constraint
for the certificate is
unsupported or that the
certificate has no
supported name
constraints.

A value of Failindicates
that a name constraint
for the certificate is
undefined.

A value of Failindicates
that a name constraint
for the certificate is
impermissible.

A value of Failindicates
that a name constraint
for the certificate has
been excluded.

A value of Pass indic-
ates that the certificate
chain for the certificate
could successfully be
built up to the root certi-
ficate.
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Portal Equi- Description

valent

CtINotTimeValid CTL Time Valid A value of Fail indicates
that the certificate trust
list (CTL) is invalid
because of an invalid
time value (e.g. the CTL
has expired).

CtINotSignatureValid CTL Signature A value of Failindicates
Valid that the certificate trust
list (CTL) contains an
invalid signature.

CtINotValidForUsage CTL Usage A value of Failindicates
Valid that the certificate trust
list (CTL) is not valid for
this use.
HasWeakSignature Strong Signa- A value of Pass indic-
ture ates that the certificate

has been signed with a
secure hashing
algorithm. A value of Fail
can indicate that a
hashing algorithm of
MD2 or MD5 was used
for the certificate.

OfflineRevocation CRL online A value of Pass indic-
ates that the online
certificate revocation
list (CRL) the chain
relies on is available.

NolssuanceChainPolicy Chain Policy A value of Pass indic-
ates that there is either
no certificate policy by
design in the certificate
or that if a group policy
has specified that all
certificates must have a
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Portal Equi- Description

valent

certificate policy, the
certificate policy exists
in the certificate.

ExplicitDistrust No Explicit A value of Pass indic-
Distrust ates that the certificate
is not explicitly
distrusted.
HasNotSupportedCriticalExtension Critical Exten- A value of Pass indic-
sions ates that the certificate

has a critical extension
that is supported or has
no critical extensions.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.7.3 GET Certificates Locations ID

The GET /Certificates/Locations/{id} method is used to return details for the certificate store loca-
tions in which the certificate with the specified ID is found. This method returns HTTP 200 OK on a
success with certificate store location details in the message body.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/certificates/collections/read/

OR

/certificates/collections/read/#/ (where # is a reference to a specific certificate collection
ID)

Permissions for certificates can be set at either the global or certificate collection level. See
Certificate Permissions in the Keyfactor Command Reference Guide for more information
about global vs collection permissions. See also the Collectionld input parameter, below.
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Table 141: GET Certificates Locations {id} Input Parameters

G e

id Path Required. The Keyfactor Command reference ID of the certificate for
which to retrieve certificate store location details.

Collectionld Query An integer specifying an optional certificate collection identifier to
validate that the user executing the request has sufficient permissions to
do so. If a certificate collection ID is not supplied, the user must have
global permissions to complete the action. Supplying a certificate collec-
tion ID allows for a check of the user’s certificate collection-level permis-
sions to determine whether the user has sufficient permissions at a
collection level to complete the action. See Certificate Permissions in the
Keyfactor Command Reference Guide for more information.
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Table 142: GET Certificates Locations {id} Response Data

= =

Details An array of objects containing the certificate stores in which the certificate is found. Certi-
ficate store details include:

CEErTT

StoreType A string indicating the type of certificate store (e.g. Java Keystore).

StoreTypeld An integer indicating the Keyfactor Command referenced ID for the
type of certificate store.
Use the GET CertificateStoreTypes method (see GET Certificate
Store Types on page 699) to retrieve a list of all the certificate
store types to see a complete list of types.

StoreCount An integer indicating the number of stores of the type referenced by
StoreType in which the certificate is found.

Locations An array of objects containing details about the specific certificate
stores in which the certificate is found. The following details are
included about each store:

U

Storeld A GUID that identifies the certificate
store in which the certificate is located.

StoreTypeld An integer indicating the Keyfactor
Command reference ID for the type of
certificate store.

ClientMachine A string containing the client machine
name. The value for this will vary
depending on the certificate store type.
Typically, it is the hostname of the
machine on which the store is located,
but this may vary. See Certificate Store
Operations: Adding or Modifying a Certi-
ficate Store in the Keyfactor Command
Reference Guide for more information.
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StorePath A string containing the path to the certi-
ficate store on the target. The format for
this path will vary depending on the certi-
ficate store type. For example, for a Java
keystore, this will be a file path (e.g.
/opt/myapp/store.jks), but for an F5
device, this will be a partition name on the
device (e.g. Common). See Certificate
Store Operations: Adding or Modifying a
Certificate Store in the Keyfactor
Command Reference Guide for more
information.

Alias A string containing the alias of the certi-
ficate in the certificate store. The format
for this path will vary depending on the
certificate store type. For example, for a
Java keystore, this will be a user-
provided string, but for an IS Personal
store, this will be the thumbprint of the
certificate. See PFX Enrollmentin the
Keyfactor Command Reference Guide for
more information.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.7.4 GET Certificates Identity Audit ID

The GET /Certificates/IdentityAudit/{id} method is used to return a list of all the users or groups
defined in the system that have permission to the certificate ID entered. This method returns HTTP
200 OK on a success with certificate identity audit details in the message body.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 287


../../../../../../KeyfactorAPI/swagger/index.html

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/certificates/collections/read/

OR

/certificates/collections/read/#/ (where # is a reference to a specific certificate collection
ID)

Permissions for certificates can be set at either the global or certificate collection level. See
Certificate Permissions in the Keyfactor Command Reference Guide for more information
about global vs collection permissions. See also the Collectionld input parameter, below.

This method has two available versions. Keyfactor recommends using the newer method when
possible. For more information about versioning, see Versioning on page 11.

Version 2

Version 2 of the GET /Certificates/IdentityAudit/{id} method redesigns the response to support

security claims and environments with either an OAuth identity provider or Active Directory as an
identity provider.

Table 143: GET Certificates Identity Audit {id} v2 Input Parameters

CEEIE T

id Path Required. An integer containing the Keyfactor Command reference ID of
the certificate.

Collectionld Query An integer specifying an optional certificate collection identifier to
validate that the user executing the request has sufficient permissions to
do so. If a certificate collection ID is not supplied, the user must have
global permissions to complete the action. Supplying a certificate collec-
tion ID allows for a check of the user’s certificate collection-level permis-
sions to determine whether the user has sufficient permissions at a
collection level to complete the action. See Certificate Permissions in the
Keyfactor Command Reference Guide for more information.
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Table 144: GET Certificates Identity Audit {id} v2 Response Data

ORI

Identity An object containing information about the identity. ldentity details include:

Id

Description

ClaimType

ClaimValue

Provider

An integer containing the Keyfactor Command
reference ID for the security claim.

A string indicating a description for the security
claim.

A string indicating the type of claim.

A string containing the identifying information for
the entity specified in the claim. For Active
Directory users and groups, this will be in the form
DOMAIN\user or group name (e.g.
KEYEXAMPLE\PKI Administrators). For Active
Directory computers, this will be in the form of a
machine account (e.g. KEYEXAMPLE\MyServer$).

An object containing information about the
provider assigned to the security claim.

T

Id A string indicating the
Keyfactor Command reference
GUID for the provider.

Name A string containing the short
reference name for the
provider (e.g. Active
Directory).

Permissions An array of objects containing the permissions granted to the certificate.

Name

A string containing the name of the permission (for
example: Read, EditMetadata, Import, Recover,
etc...)
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GrantedBy A array of strings containing the list of roles or
collections that grant the given permission to the
entity.

Version 1

Version 1 of the GET /Certificates/IdentityAudit/{id} method includes the same functionality as
version 2 with similar data in the response but supports only environments using Active Directory as
an identity provider.

Table 145: GET Certificates Identity Audit {id} Iv1 nput Parameters

T R [

id Path Required. An integer containing the Keyfactor Command reference ID of
the certificate.

Collectionld Query An integer specifying an optional certificate collection identifier to
validate that the user executing the request has sufficient permissions to
do so. If a certificate collection ID is not supplied, the user must have
global permissions to complete the action. Supplying a certificate collec-
tion ID allows for a check of the user’s certificate collection-level permis-
sions to determine whether the user has sufficient permissions at a
collection level to complete the action. See Certificate Permissions in the
Keyfactor Command Reference Guide for more information.
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Table 146: GET Certificates Identity Audit {id} v1 Response Data

T =

Id An integer containing the Keyfactor Command reference ID of the identity.
AccountName A string containing the name of the identity.
IdentityType A string that specifies the type of identity the entity is. For Active Directory, this will

be auserora group.

SID A string containing the SID of the identity.
Permissions An array of objects containing the permissions granted to the certificate.
Name A string containing the name of the permission (for example:

Read, EditMetadata, Import, Recover, etc...)

GrantedBy A array of strings containing the list of roles or collections
that grant the given permission to the entity.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.7.5 DELETE Certificates ID

The DELETE /Certificates/{id} method is used to delete an existing certificate with the specified ID
from the Keyfactor Command database. If the specified certificate has an associated private key
stored in the database, this private key is also removed. This endpoint returns 204 with no content
upon success.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/certificates/collections/delete/

OR

/certificates/collections/delte/#/ (where # is a reference to a specific certificate collection
ID)
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Permissions for certificates can be set at either the global or certificate collection level. See
Certificate Permissions in the Keyfactor Command Reference Guide for more information
about global vs collection permissions. See also the Collectionld input parameter, below.

9 Tip: Deleting a certificate with this method does not necessarily delete it permanently. The
certificate will be returned to the Keyfactor Command database on the next full synchron-
ization if synchronization for the certificate source (certificate authority, SSL endpoint, etc.)
is still configured. Certificate history, metadata, and private keys do not return when certi-
ficates re-synchronize. The certificate will be assigned a different Keyfactor Command refer-
ence ID when re-added to Keyfactor Command.

Table 147: DELETE Certificates {id} Input Parameters

T R [

id Path Required. The Keyfactor Command reference ID of the certificate to
delete.
Use the GET /Certificates method (see GET Certificates on page 310) to
retrieve a list of certificates based on entered search criteria to
determine the certificate ID. This information is also available in the certi-

ficate details for a certificate in the Keyfactor Command Management
Portal.

Collectionld Query An integer specifying an optional certificate collection identifier to
validate that the user executing the request has sufficient permissions to
do so. If a certificate collection ID is not supplied, the user must have
global permissions to complete the action. Supplying a certificate collec-
tion ID allows for a check of the user’s certificate collection-level permis-
sions to determine whether the user has sufficient permissions at a
collection level to complete the action. See Certificate Permissions in the
Keyfactor Command Reference Guide for more information.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.7.6 GET Certificates ID

The GET /Certificates/{id} method is used to return details for the certificate with the specified ID.
This method returns HTTP 200 OK on a success with certificate details in the message body.
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Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/certificates/collections/read/

OR

/certificates/collections/read/#/ (where # is a reference to a specific certificate collection
ID)

Permissions for certificates can be set at either the global or certificate collection level. See
Certificate Permissions in the Keyfactor Command Reference Guide for more information
about global vs collection permissions. See also the Collectionld input parameter, below.

Table 148: GET Certificates {id} Input Parameters

COR P

id Path Required. An integer indicating the Keyfactor Command reference
ID of the certificate.
Use the GET /Certificates method (see GET Certificates on
page 310) to retrieve a list of multiple certificates to determine the
desired certificate’s ID.

includelLocations Query A Boolean that sets whether to include the Locations data in the
response (true) or not (false). If false is selected, the Loca-
tionsCount and Locations fields will still appear in the response, but
they will contain no data. The default is false.

includeMetadata Query A Boolean that sets whether to include the Metadata data in the
response (true) or not (false). If false is selected, the Metadata field
will still appear in the response, but it will contain no data. The
default is false.

Collectionld Query An integer specifying an optional certificate collection identifier to
validate that the user executing the request has sufficient permis-
sions to do so. If a certificate collection ID is not supplied, the user
must have global permissions to complete the action. Supplying a
certificate collection ID allows for a check of the user’s certificate
collection-level permissions to determine whether the user has suffi-
cient permissions at a collection level to complete the action. See
Certificate Permissions in the Keyfactor Command Reference Guide
for more information.
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Id An integer indicating the Keyfactor Command reference ID of the certi-
ficate.

Thumbprint A string indicating the thumbprint of the certificate.

SerialNumber A string indicating the serial number of the certificate.

IssuedDN A string indicating the distinguished name of the certificate.

IssuedCN A string indicating the common name of the certificate.

ImportDate The date, in UTC, on which the certificate was imported into Keyfactor
Command.

NotBefore The date, in UTC, on which the certificate was issued by the certificate
authority.

NotAfter The date, in UTC, on which the certificate expires.

IssuerDN A string indicating the distinguished name of the issuer.

Principalld An integer indicating the Keyfactor Command reference ID of the prin-

cipal (UPN) that requested the certificate. Typically, this field is only
populated for end user certificates requested through Keyfactor
Command (e.g. Mac auto-enrollment certificates). See also Prin-
icpalName.

Templateld An integer indicating the Keyfactor Command reference ID of the
template associated with the certificate.
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CertState An integer specifying the state of the certificate. The possible values
are:
0 Unknown
1 Active
2 Revoked
3 Denied
4 Failed
5 Pending
6 Certificate Authority
7 Parent Certificate Authority
KeySizelnBits An integer specifying the key size in bits.
KeyType An integer specifying the key type of the certificate. The possible
values are:
0 Unknown
1 RSA
2 DSA
3 ECC
4 DH
Requesterld An integer indicating the Keyfactor Command reference ID of the iden-

tity that requested the certificate. See also RequesterName.

IssuedOU A string indicating the organizational unit of the certificate.
IssuedEmail A string indicating the email address of the certificate.
KeyUsage An integer indicating the total key usage of the certificate. Key usage is

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 295



R ==

stored in Active Directory as a single value made of a combination of
values. The values that make up the key usage value include:

Prie ot overpion

SigningAlgorithm

CertStateString

0

16

32

64

128

32768

None

Encipherment
Only

CRL Signing

Key Certificate
Signing

Key Agreement

Data Encipher-

ment

Key Encipherment

Nonrepudiation

Digital Signature

Decipherment
Only

No key usage parameters.

The key can be used for
encryption only.

The key can be used to sign a
certificate revocation list
(CRL).

The key can be used to sign
certificates.

The key can be used to
determine key agreement,
such as a key created using
the Diffie-Hellman key agree-
ment algorithm.

The key can be used for data
encryption.

The key can be used for key
encryption.

The key can be used for
authentication.

The key can be used as a
digital signature.

The key can be used for
decryption only.

For example, a value of 160 would represent a key usage of digital signa-
ture with key encipherment. A value of 224 would add nonrepudiation to

those.

A string indicating the algorithm used to sign the certificate.

A string containing the certificate state. The possible values are:

* Unknown (0)
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» Active (1)

* Revoked (2)

e Denied(3)

» Failed (4)

e Pending (5)

e Certificate Authority (6)

e Parent Certificate Authority (7)
e External Validation (8)

KeyTypeString A string containing the key type description (e.g. RSA) as per the types
and descriptions shown for KeyType.

RevocationEffDate The date, in UTC, on which the certificate was revoked, if applicable.

RevocationReason An integer indicating the reason the certificate was revoked. The
possible values are:

0 Unspecified
1 Key Compromised
2 CA Compromised
3 Affiliation Changed
4 Superseded
5 Cessation Of Operation
6 Certificate Hold
999 Unknown
RevocationComment An internally used Keyfactor Command field.
CertificateAuthorityld An integer indicating the Keyfactor Command reference ID of the certi-

ficate authority that issued the certificate.
CertificateAuthorityName A string indicating the certificate authority that issued the certificate.

TemplateName A string indicating the display name of the template that was used when
issuing the certificate.
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ArchivedKey A Boolean that indicates whether the certificate has a key archived in
the issuing CA (true) or not (false).

HasPrivateKey A Boolean that indicates whether the certificate has a private key
stored in Keyfactor Command (true) or not (false)

PrincipalName A string containing the name of the principal (UPN) that requested the
certificate. Typically, this field is only populated for end user certi-
ficates requested through Keyfactor Command (e.g. Mac auto-enroll-
ment certificates).

CertRequestld An integer containing the Keyfactor Command reference ID of the certi-
ficate request.

RequesterName A string containing the name of the identity that requested the certi-
ficate.

ContentBytes A string containing the certificate as bytes.

ExtendedKeyUsages An array of objects containing the extended key usages associated with

the certificate. Extended Key data includes:

NN

Id An integer containing the Keyfactor Command
reference ID of the extended key usage.

Oid A string indicating the OID of the extended key
usage.

DisplayName A string indicating the name of the extended
key usage.
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SubjectAltNameElements An array of objects containing the subject alternative name elements of
the certificate. SAN data includes:

CEErT S

Id An integer containing the Keyfactor Command
reference ID of the SAN Element.

Value A string indicating the value of the SAN Element.

Type An integer containing the type of SAN element.
The possible values are:

0 Other Name
1 RFC 822 Name
2 DNS Name
3 X400 Address
4 Directory Name
(5) Ediparty Name
6 Uniform Resource Identifier
T IP Address
8 Registered Id
100 MS_NTPrincipalName
101 MS_NTDSReplication
999 Unknown
ValueHash A string indicating a hash of the SAN value.
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CRLDistributionPoints An array of objects containing the distribution points for the certificate
revocation lists the certificate could be in. CRL distribution point data
includes:

T

Id An integer containing the Keyfactor Command
reference ID of the CRL distribution point.

URL A string indicating the URL of the CRL distribution
point.

URLHash A string indicating a hash of the URL.

LocationsCount An array of objects containing a count of how many certificates are in
each location type. This returns a list of type and count combination. For

example:

"LocationsCount": [

{
"Type": "IIS",
"Count": 2

¥

{
"Type": "F5-SL-REST",
"Count": 1

}

]
SSLLocations An array of objects containing the locations where the certificate is

found using SSL discovery. SSL location data includes:

Prms— Lowrpin

StorePath A string indicating the machine where the
certificate was discovered.

AgentPool A string indicating the GUID of the orches-
trator pool that performed the SSL scan on
the endpoint where the certificate was
discovered.
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IPAddress A string indicating the IP address where the
certificate was discovered.

Port An integer indicating the port on which the
certificate was discovered.

NetworkName A string indicating the name of the SSL
network that performed the SSL scan
(discovery or monitoring) on the endpoint
where the certificate was discovered.

KEYFACTOR 11.2 Keyfactor Web APIs Reference Guide 301



R ==

Locations

TS

StoreMachine A string indicating the machine on which the
certificate store is located.

StorePath A string indicating the path on the machine
where the certificate store is located. The
format of this will vary depending on the type
of store.

StoreType An integer indicating the type of certificate
store the certificate is located in. Possible
values are:

0 Java Keystore

2 PEM File

3 F5 SSL Profiles

4 IIS Roots

5 NetScaler

6 IIS Personal

7 F5 Web Server

8 IIS Revoked

9 F5 Web Server REST
10 F5 SSL Profiles REST
1 F5 CA Bundles REST
100 Amazon Web Services
101 File Transfer Protocol

Ixx User-defined certificate
stores will be given a type
ID over 101.

A string Indicating the alias of the certificate

. Alias |
KEYFACTOR 11.2 Keyfactor Web APIs RefﬁrﬁqnecgeerHWCeate store.

ChainLevel An integer stating how many certificates are
below this certificate in the certificate chain
stored at the given location.
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Metadata An object containing the metadata fields populated for the certificate.

CertificateKeyld An integer indicating the Keyfactor Command reference ID for the
private key, if one exists, and public key of the certificate.

CARowlIndex An integer containing the CA’s reference ID for certificate.

Note: The CARowIndex has been replaced by CARecordld, but
will remain for backward compatibility. It will only contain a non-
zero value for certificates issued by Microsoft CAs. For
Microsoft CA certificates, the CARowlIndex will be equal to the
CARecordld value parsed to an integer.

CARecordld A string containing the CA’s reference ID for certificate.

DetailedKeyUsage An object containing details of the key usage configured for the certi-
ficate. Detailed key usage data includes:

COEECTS

CrlSign A Boolean that indicates whether CRL
signing is enabled for the certificate
(true) or not (false).

DataEncipherment A Boolean that indicates whether data
encipherment (“Allow encryption of user
data” in a Microsoft template) is enabled
for the certificate (true) or not (false).

DecipherOnly A Boolean that indicates whether the key
of the certificate is intended for decipher-
ment only (true) or not (false).

DigitalSignature A Boolean that indicates whether digital
signature is enabled for the certificate
(true) or not (false).

EncipherOnly A Boolean that indicates whether the key
of the certificate is intended for encipher-
ment only (true) or not (false).

KeyAgreement A Boolean that indicates whether the
certificate is configured for key agree-
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ment.

KeyCertSign A Boolean that indicates whether the
certificate is configured for certificate
signing.

KeyEncipherment A Boolean that indicates whether the
certificate is configured for key encipher-
ment.

NonRepudiation A Boolean that indicates whether the
certificate is configured for non-repu-
diation.

HexCode A string containing the hexadecimal code
representing the total key usage. For
example, a value of a0 would indicate
digital signature with key encipherment.

KeyRecoverable A Boolean that indicates whether the certificate key is recoverable
(true) or not (false).

Curve A string indicating the OID of the elliptic curve algorithm configured for
the certificate, for ECC templates. Well-known OIDs include:

e 1.2.840.10045.3.1.7 = P-256/prime256v1/secp256r1
e 1.3.132.0.34 = P-384/secp384r1
e 1.3.132.0.35 = P-521/secp521r1

CertStoreTypeShortNames An array of comma-separated strings indicating the certificate stores
types associated with each certificate.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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2.6.7.7 GET Certificates Metadata Compare

The GET /Certificates/Metadata/Compare method is used to compare the value of a metadata field
in a certificate stored in Keyfactor Command with a provided value. This can be used to prevent
exposing sensitive data while still providing functionality. For example, with this method, a metadata
attribute can be used along with the certificate itself as a second authentication factor to a third-
party application. This method returns HTTP 200 OK on a success with a response of true if the
compared values match or false if they do not.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/certificates/collections/read/

OR

/certificates/collections/read/#/ (where # is a reference to a specific certificate collection
ID)

Permissions for certificates can be set at either the global or certificate collection level. See
Certificate Permissions in the Keyfactor Command Reference Guide for more information
about global vs collection permissions. See also the Collectionld input parameter, below.

Table 150: GET Certificates Metadata Compare Input Parameters

T

certificateld Query Required. An integer containing the Keyfactor Command refer-
ence ID of the certificate containing the metadata value to be
compared.

metadataFieldName Query Required. A string containing the name of the metadata field

whose value should be compared.
value Query Required. A string containing the value for comparison.

collectionld Query An integer specifying an optional certificate collection identifier
to validate that the user executing the request has sufficient
permissions to do so. If a certificate collection ID is not supplied,
the user must have global permissions to complete the action.
Supplying a certificate collection ID allows for a check of the
user’s certificate collection-level permissions to determine
whether the user has sufficient permissions at a collection level to
complete the action. See Certificate Permissions in the Keyfactor
Command Reference Guide for more information.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API
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Reference and Utility is in the dropdown from the help icon (@) at the top of the Management
Portal page next to the Log Out button.

2.6.7.8 GET Certificates ID History

The GET /Certificates/{id}/History method is used to return details for the history of transactions for
a certificate with the specified ID. History records are stored for a certificate for a variety of activ-
ities including initial import or enrollment, revocation, key recovery, additions or removals from certi-
ficate stores, renewals, and certificate discoveries in various certificate stores. For more
information about certificate history records, see Certificate Details in the Keyfactor Command

Reference Guide.This method returns HTTP 200 OK on a success with certificate history details in
the message body.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/certificates/collections/read/

OR

/certificates/collections/read/#/ (where # is a reference to a specific certificate collection
ID)

Permissions for certificates can be set at either the global or certificate collection level. See
Certificate Permissions in the Keyfactor Command Reference Guide for more information
about global vs collection permissions. See also the Collectionld input parameter, below.
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id Path Required. An integer containing the Keyfactor Command reference ID
of the certificate.

Collectionld Query An integer specifying an optional certificate collection identifier to
validate that the user executing the request has sufficient permissions
to do so. If a certificate collection ID is not supplied, the user must
have global permissions to complete the action. Supplying a certificate
collection ID allows for a check of the user’s certificate collection-level
permissions to determine whether the user has sufficient permissions
at a collection level to complete the action. See Certificate Permis-
sions in the Keyfactor Command Reference Guide for more inform-

ation.

PageReturned Query An integer that specifies how many multiples of the returnLimit to skip
and offset by before returning results, to enable paging. The default is
1.

SkipCount Query An integer indicating the number of records that should be skipped in

providing results, starting from the beginning of the records (for pagin-
ation). This field is optional and no records will be skipped if not

provided.

ReturnLimit Query An integer that specifies how many results to return per page. The
default is 50.

SortField Query A string containing the property by which the results should be sorted.

Fields available for sorting through the API for the most part match
those that appear as sortable columns in the Keyfactor Command
Management Portal. The default sort field is OperationStart.

SortAscending Query An integer that sets the sort order on the returned results. A value of O
sorts results in ascending order while a value of 1 sorts results in
descending order. The default is ascending.
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Id
OperationStart
OperationEnd

Username

Comment

Action

An integer containing the Keyfactor Command reference ID of the certificate.
The date, in UTC, on which the operation begin.
The date, in UTC, on which the operation completed.

The name of the user who initiated the transaction that created the history record
(e.g. enrolled for the certificate, revoked the certificate), in DOMAIN\\username
format.

A string containing a comment that provides more information about the history
record. For example (for a metadata field):

"AppOwnerEmailAddress has been updated from
'john.smith@keyexample.com' to ‘martha.jones@keyexample.com""

A string naming the action that was taken. For example:
Metadata Updated

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which
provides a utility through which the Keyfactor API endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.7.9 DELETE Certificates

The DELETE /Certificates method is used to delete multiple certificates from the Keyfactor
Command database in one request. The certificate IDs should be supplied in the request body as a
JSON array of integers. If the specified certificate(s) have associated private key(s) stored in the
database, these private keys are also removed. This endpoint returns 204 with no content upon
success. IDs of any certificates that could not be deleted are returned in the response body. Delete
operations will continue until the entire array of IDs has been processed.

Whenever a certificate is deleted that is a part of a certificate renewal chain. The certificates on
either end of the deleted cert(s) will have their certificate histories updated to show that either a
certificate before or after the certificate was deleted in the renewal chain of that certificate.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/certificates/collections/delete/
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<P

OR

/certificates/collections/delete/#/ (where # is a reference to a specific certificate collection
ID)

Permissions for certificates can be set at either the global or certificate collection level. See
Certificate Permissions in the Keyfactor Command Reference Guide for more information
about global vs collection permissions. See also the Collectionld input parameter, below.

Tip: Deleting a certificate with this method does not necessarily delete it permanently. The
certificate will be returned to the Keyfactor Command database on the next full synchron-
ization if synchronization for the certificate source (certificate authority, SSL endpoint, etc.)
is still configured. Certificate history, metadata, and private keys do not return when certi-
ficates re-synchronize. The certificate will be assigned a different Keyfactor Command refer-
ence |ID when re-added to Keyfactor Command.

Table 153: DELETE Certificates Input Parameters

TR R = R

ids

Body Required. An array of integers containing the Keyfactor Command certi-
ficate IDs for certificates that should be deleted in the form:

[123,789,567]

Use the GET /Certificates method (see GET Certificates on the next
page) to determine the certificate IDs.

Collectionld Query An integer specifying an optional certificate collection identifier to

validate that the user executing the request has sufficient permissions to
do so. If a certificate collection ID is not supplied, the user must have
global permissions to complete the action. Supplying a certificate collec-
tion ID allows for a check of the user’s certificate collection-level permis-
sions to determine whether the user has sufficient permissions at a
collection level to complete the action. See Certificate Permissions in the
Keyfactor Command Reference Guide for more information.

ﬁ Tip: See the Keyfactor APl Reference and UtilityKeyfactor AP| Reference and Utility which

provides a utility through which the Keyfactor APl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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2.6.7.10 GET Certificates

The GET /Certificates method is used to return a list of certificates with certificate details. Results
can be limited to selected keys using filtering, and URL parameters can be used to specify paging
and the level of information detail. This method returns HTTP 200 OK on a success with the
requested certificates, as determined by filtering, and their certificate details.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:

/certificates/collections/read/

OR

/certificates/collections/read/#/ (where # is a reference to a specific certificate collection
ID)

Permissions for certificates can be set at either the global or certificate collection level. See
Certificate Permissions in the Keyfactor Command Reference Guide for more information
about global vs collection permissions. See also the Collectionld input parameter, below.
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includelLocations Query A Boolean that sets whether to include the Locations data in
the response (true) or not (false). If false is selected, the Loca-
tionsCount and Locations fields will still appear in the response,
but they will contain no data. The default is false.

includeMetadata Query A Boolean that sets whether to include the Metadata data in the
response (true) or not (false). If false is selected, the Metadata
field will still appear in the response, but it will contain no data.
The default is false.

includeHasPrivateKey Query A Boolean that sets whether to include the correct value for
HasPrivateKey in the response (true) or not (false). If false is
selected, the HasPrivateKey field will appear in the response
with a value of false regardless of whether the certificate actu-
ally has a stored private key or not. The default is false.

Collectionld Query An integer specifying an optional certificate collection identifier
to validate that the user executing the request has sufficient
permissions to do so. If a certificate collection ID is not
supplied, the user must have global permissions to complete the
action. Supplying a certificate collection ID allows for a check
of the user’s certificate collection-level permissions to
determine whether the user has sufficient permissions at a
collection level to complete the action. See Certificate Permis-
sions in the Keyfactor Command Reference Guide for more
information.

includeRevoked Query A Boolean that sets whether to include revoked certificates in
the results (true) or not (false). The default is false.

includeExpired Query A Boolean that sets whether to include expired certificates in
the results (true) or not (false). The default is false.

QueryString Query A string containing a query to limit the results (e.g. field1 -eq
value1 AND field2 -gt value2). The default is to return all
records. Fields available for querying through the API for the
most part match those that appear in the Keyfactor Command
Management Portal search dropdowns for the same feature.
For querying guidelines, refer to: Certificate Search Page. The
query fields supported for this endpoint are:

¢ ArchivedKey
e Certld

e CA
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e CertState

e CertStoreContainer

e CertStoreFQDN (alias: JavaKeystoreFQDN)
e CertStorePath (alias: JavaKeystorePath)

e CN (alias: IssuedCN)

e DN (alias: IssuedDN)

e ExpirationDate (alias: NotAfter)

e EKU

* EKUName

¢ HasPrivateKey

* |ImportDate

» |ssuedDate (aliases: NotBefore and EffectiveDate)
* |ssuerDN

» KeySize (alias: KeySizelnBits)

o KeyType

» KeyUsage

e OU

* NetBIOSPrincipal (alias: PrincipalName)

¢ PublicKey

* NetBIOSRequester (alias: RequesterName)

» RevocationDate (alias: RevocationEffDate)

* Revoker

e RFC2818Compliant

e SelfSigned

e SerialNumber

e SigningAlgorithm

e SSLDNSName

e SSLIPAddress (alias: SsIHostName)

e SSLNetworkName

e SSLPort

e SAN

» TemplateDisplayName (alias: TemplateName)

e TemplateShortName

e Thumbprint
The following fields have been deprecated and will be ignored if
included in a request:

e CARequestID
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e CertRequestld
e [sPfx

* RequestResolutionDate
=) Note: Queries may be done using either the primary
field name or the field alias(es).

PageReturned Query An integer that specifies how many multiples of the returnLimit
to skip and offset by before returning results, to enable paging.
The default is 1.

SkipCount Query An integer indicating the number of records that should be
skipped in providing results, starting from the beginning of the
records (for pagination). This field is optional and no records will
be skipped if not provided.

ReturnLimit Query An integer that specifies how many results to return per page.
The defaultis 50.

SortField Query A string containing the property by which the results should be
sorted. Fields available for sorting through the API for the most
part match those that appear as sortable columns in the
Keyfactor Command Management Portal. The default sort field
is Id.

SortAscending Query An integer that sets the sort order on the returned results. A
value of O sorts results in ascending order while a value of 1
sorts results in descending order. The default is ascending.
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Id An integer indicating the Keyfactor Command reference ID of the certi-
ficate.

Thumbprint A string indicating the thumbprint of the certificate.

SerialNumber A string indicating the serial number of the certificate.

IssuedDN A string indicating the distinguished name of the certificate.

IssuedCN A string indicating the common name of the certificate.

ImportDate The date, in UTC, on which the certificate was imported into Keyfactor
Command.

NotBefore The date, in UTC, on which the certificate was issued by the certificate
authority.

NotAfter The date, in UTC, on which the certificate expires.

IssuerDN A string indicating the distinguished name of the issuer.

Principalld An integer indicating the Keyfactor Command reference ID of the prin-

cipal (UPN) that requested the certificate. Typically, this field is only
populated for end user certificates requested through Keyfactor
Command (e.g. Mac auto-enrollment certificates). See also Prin-
icpalName.

Templateld An integer indicating the Keyfactor Command reference ID of the
template associated with the certificate.
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CertState An integer specifying the state of the certificate. The possible values
are:
0 Unknown
1 Active
2 Revoked
3 Denied
4 Failed
5 Pending
6 Certificate Authority
7 Parent Certificate Authority
KeySizelnBits An integer specifying the key size in bits.
KeyType An integer specifying the key type of the certificate. The possible
values are:
0 Unknown
1 RSA
2 DSA
3 ECC
4 DH
Requesterld An integer indicating the Keyfactor Command reference ID of the iden-

tity that requested the certificate. See also RequesterName.

IssuedOU A string indicating the organizational unit of the certificate.
IssuedEmail A string indicating the email address of the certificate.
KeyUsage An integer indicating the total key usage of the certificate. Key usage is
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stored in Active Directory as a single value made of a combination of
values. The values that make up the key usage value include:

Prie ot overpion

SigningAlgorithm

CertStateString

0

16

32

64

128

32768

None

Encipherment
Only

CRL Signing

Key Certificate
Signing

Key Agreement

Data Encipher-

ment

Key Encipherment

Nonrepudiation

Digital Signature

Decipherment
Only

No key usage parameters.

The key can be used for
encryption only.

The key can be used to sign a
certificate revocation list
(CRL).

The key can be used to sign
certificates.

The key can be used to
determine key agreement,
such as a key created using
the Diffie-Hellman key agree-
ment algorithm.

The key can be used for data
encryption.

The key can be used for key
encryption.

The key can be used for
authentication.

The key can be used as a
digital signature.

The key can be used for
decryption only.

For example, a value of 160 would represent a key usage of digital signa-
ture with key encipherment. A value of 224 would add nonrepudiation to

those.

A string indicating the algorithm used to sign the certificate.

A string containing the certificate state. The possible values are:

* Unknown (0)

KEYFACTOR
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» Active (1)

* Revoked (2)

e Denied(3)

» Failed (4)

e Pending (5)

e Certificate Authority (6)

e Parent Certificate Authority (7)
e External Validation (8)

KeyTypeString A string containing the key type description (e.g. RSA) as per the types
and descriptions shown for KeyType.

RevocationEffDate The date, in UTC, on which the certificate was revoked, if applicable.

RevocationReason An integer indicating the reason the certificate was revoked. The
possible values are:

0 Unspecified
1 Key Compromised
2 CA Compromised
3 Affiliation Changed
4 Superseded
5 Cessation Of Operation
6 Certificate Hold
999 Unknown
RevocationComment An internally used Keyfactor Command field.
CertificateAuthorityld An integer indicating the Keyfactor Command reference ID of the certi-

ficate authority that issued the certificate.
CertificateAuthorityName A string indicating the certificate authority that issued the certificate.

TemplateName A string indicating the display name of the template that was used when
issuing the certificate.
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ArchivedKey A Boolean that indicates whether the certificate has a key archived in
the issuing CA (true) or not (false).

HasPrivateKey A Boolean that indicates whether the certificate has a private key
stored in Keyfactor Command (true) or not (false)

PrincipalName A string containing the name of the principal (UPN) that requested the
certificate. Typically, this field is only populated for end user certi-
ficates requested through Keyfactor Command (e.g. Mac auto-enroll-
ment certificates).

CertRequestld An integer containing the Keyfactor Command reference ID of the certi-
ficate request.

RequesterName A string containing the name of the identity that requested the certi-
ficate.

ContentBytes A string containing the certificate as bytes.

ExtendedKeyUsages An array of objects containing the extended key usages associated with

the certificate. Extended Key data includes:

NN

Id An integer containing the Keyfactor Command
reference ID of the extended key usage.

Oid A string indicating the OID of the extended key
usage.

DisplayName A string indicating the name of the extended
key usage.
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SubjectAltNameElements An array of objects containing the subject alternative name elements of
the certificate. SAN data includes:

CEErT S

Id An integer containing the Keyfactor Command
reference ID of the SAN Element.

Value A string indicating the value of the SAN Element.

Type An integer containing the type of SAN element.
The possible values are:

0 Other Name
1 RFC 822 Name
2 DNS Name
3 X400 Address
4 Directory Name
(5) Ediparty Name
6 Uniform Resource Identifier
T IP Address
8 Registered Id
100 MS_NTPrincipalName
101 MS_NTDSReplication
999 Unknown
ValueHash A string indicating a hash of the SAN value.
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CRLDistributionPoints An array of objects containing the distribution points for the certificate
revocation lists the certificate could be in. CRL distribution point data
includes:

T

Id An integer containing the Keyfactor Command
reference ID of the CRL distribution point.

URL A string indicating the URL of the CRL distribution
point.

URLHash A string indicating a hash of the URL.

LocationsCount An array of objects containing a count of how many certificates are in
each location type. This returns a list of type and count combination. For

example:

"LocationsCount": [

{
"Type": "IIS",
"Count": 2

¥

{
"Type": "F5-SL-REST",
"Count": 1

}

]
SSLLocations An array of objects containing the locations where the certificate is

found using SSL discovery. SSL location data includes:

Prms— Lowrpin

StorePath A string indicating the machine where the
certificate was discovered.

AgentPool A string indicating the GUID of the orches-
trator pool that performed the SSL scan on
the endpoint where the certificate was
discovered.
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IPAddress A string indicating the IP address where the
certificate was discovered.

Port An integer indicating the port on which the
certificate was discovered.

NetworkName A string indicating the name of the SSL
network that performed the SSL scan
(discovery or monitoring) on the endpoint
where the certificate was discovered.
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Locations

TS

StoreMachine A string indicating the machine on which the
certificate store is located.

StorePath A string indicating the path on the machine
where the certificate store is located. The
format of this will vary depending on the type
of store.

StoreType An integer indicating the type of certificate
store the certificate is located in. Possible
values are:

0 Java Keystore

2 PEM File

3 F5 SSL Profiles

4 IIS Roots

5 NetScaler

6 IIS Personal

7 F5 Web Server

8 IIS Revoked

9 F5 Web Server REST
10 F5 SSL Profiles REST
1 F5 CA Bundles REST
100 Amazon Web Services
101 File Transfer Protocol

Ixx User-defined certificate
stores will be given a type
ID over 101.

A string Indicating the alias of the certificate

. Alias |
KEYFACTOR 11.2 Keyfactor Web APIs Reﬂ%rﬁqnézgeGrHﬁjceate store.

ChainLevel An integer stating how many certificates are
below this certificate in the certificate chain
stored at the given location.
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Metadata An object containing the metadata fields populated for the certificate.

CertificateKeyld An integer indicating the Keyfactor Command reference ID for the
private key, if one exists, and public key of the certificate.

CARowlIndex An integer containing the CA’s reference ID for certificate.

Note: The CARowIndex has been replaced by CARecordld, but
will remain for backward compatibility. It will only contain a non-
zero value for certificates issued by Microsoft CAs. For
Microsoft CA certificates, the CARowlIndex will be equal to the
CARecordld value parsed to an integer.

CARecordld A string containing the CA’s reference ID for certificate.

DetailedKeyUsage An object containing details of the key usage configured for the certi-
ficate. Detailed key usage data includes:

COEECTS

CrlSign A Boolean that indicates whether CRL
signing is enabled for the certificate
(true) or not (false).

DataEncipherment A Boolean that indicates whether data
encipherment (“Allow encryption of user
data” in a Microsoft template) is enabled
for the certificate (true) or not (false).

DecipherOnly A Boolean that indicates whether the key
of the certificate is intended for decipher-
ment only (true) or not (false).

DigitalSignature A Boolean that indicates whether digital
signature is enabled for the certificate
(true) or not (false).

EncipherOnly A Boolean that indicates whether the key
of the certificate is intended for encipher-
ment only (true) or not (false).

KeyAgreement A Boolean that indicates whether the
certificate is configured for key agree-
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ment.

KeyCertSign A Boolean that indicates whether the
certificate is configured for certificate
signing.

KeyEncipherment A Boolean that indicates whether the
certificate is configured for key encipher-
ment.

NonRepudiation A Boolean that indicates whether the
certificate is configured for non-repu-
diation.

HexCode A string containing the hexadecimal code
representing the total key usage. For
example, a value of a0 would indicate
digital signature with key encipherment.

KeyRecoverable A Boolean that indicates whether the certificate key is recoverable
(true) or not (false).

Curve A string indicating the OID of the elliptic curve algorithm configured for
the certificate, for ECC templates. Well-known OIDs include:

e 1.2.840.10045.3.1.7 = P-256/prime256v1/secp256r1
e 1.3.132.0.34 = P-384/secp384r1
e 1.3.132.0.35 = P-521/secp521r1

CertStoreTypeShortNames An array of comma-separated strings indicating the certificate stores
types associated with each certificate.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.
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2.6.7.11 PUT Certificates Metadata

The PUT /Certificates/Metadata method is used to update one or more metadata values for a
specified certificate. Any existing values for the metadata fields submitted with this update will be
overwritten with the new values provided. For more granular control over updating only metadata
fields that do not already contain a value, use the PUT /Certificates/Metadata/All method (see PUT

Certificates Metadata All on the next page). This endpoint returns 204 with no content upon
success.

Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/certificates/collections/metadata/modify/

OR

/certificates/collections/metadata/modify/#/ (where # is a reference to a specific certificate
collection ID)

Permissions for certificates can be set at either the global or certificate collection level. See
Certificate Permissions in the Keyfactor Command Reference Guide for more information
about global vs collection permissions. See also the Collectionld input parameter, below.
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Id Body Required. An integer specifying the Keyfactor Command reference ID for the certi-
ficate to update.

Metadata Body Required. An object containing one or more metadata key value pairs to update for
the certificate. These are submitted with the metadata field name in the key and
the value in the value. For example:

"Metadata": {
"AppOwnerEmailAddress":"john.smith@keyexample.com", // String
field
"SiteCode":23, // Integer field
"BusinessCritical":true, // Boolean field

w,n

"Notes":"Here are some notes about this certificate.", //
BigText field

"BusinessUnit":"E-Business", // Multiple Choice field
with a pre-defined value
"TicketResolutionDate":"2021-07-23" // Date field in yyyy-
mm-dd format
}
Collec- Query  Aninteger specifying an optional certificate collection identifier to validate that
tionld the user executing the request has sufficient permissions to do so. If a certificate

collection ID is not supplied, the user must have global permissions to complete the
action. Supplying a certificate collection ID allows for a check of the user’s certi-
ficate collection-level permissions to determine whether the user has sufficient
permissions at a collection level to complete the action. See Certificate Permis-
sions in the Keyfactor Command Reference Guide for more information.

9 Tip: See the Keyfactor APl Reference and UtilityKeyfactor APl Reference and Utility which
provides a utility through which the Keyfactor APIl endpoints can be called and results
returned. It is intended to be used primarily for validation, testing and workflow development.
It also serves secondarily as documentation for the API. The link to the Keyfactor API Refer-
ence and Utility is in the dropdown from the help icon (@) at the top of the Management Portal
page next to the Log Out button.

2.6.7.12 PUT Certificates Metadata All

The PUT /Certificates/Metadata/All method is used to update one or more metadata values for a
specified set of certificates. This endpoint returns 204 with no content upon success.
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Tip: The following permissions (see Security Roles and Claims in the Keyfactor Command
Reference Guide) are required to use this feature:
/certificates/collections/metadata/modify/

OR

/certificates/collections/metadata/modify/#/ (where # is a reference to a specific certificate
collection ID)

Permissions for certificates can be set at either the global or certificate collection level. See
Certificate Permissions in the Keyfactor Command Reference Guide for more information
about global vs collection permissions. See also the Collectionld input parameter, below.

Table 157: PUT Certificates Metadata All Input Parameters

Prame Lo Lomroim

Query Body Required*. A string containing a query to limit the certificates to update (e.g. field1
-eq value1 AND field2 -gt value2). Fields available for querying through the API for
the most part match those that appear in the Keyfactor Command Management
Portal search dropdowns. For querying guidelines, refer to: Certificate Search
Page in the Keyfactor Command Reference Guide. A value for one of Certi-
ficatelds, Query, or Collectionldis required.

The query fields supported for this endpoint are:
¢ ArchivedKey
e Certld
e CA
e CertState
e CertStoreContainer
e CertStoreFQDN (alias: JavaKeystoreFQDN)
e CertStorePath (alias: JavaKeystorePath)
e CN (alias: IssuedCN)
e DN (alias: IssuedDN)
* ExpirationDate (alias: NotAfter)
o EKU
e EKUName
¢ HasPrivateKey
e ImportDate
e |ssuedDate (aliases: NotBefore and EffectiveDate)
e |ssuerDN
¢ KeySize (alias: KeySizelnBits)
¢ KeyType
e KeyUsage

e OU
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NetBIOSPrincipal (alias: PrincipalName)
PublicKey

NetBIOSRequester (alias: RequesterName)
RevocationDate (alias: RevocationEffDate)
Revoker

RFC2818Compliant

SelfSigned

SerialNumber

SigningAlgorithm

SSLDNSName

SSLIPAddress (alias: SsIHostName)
SSLNetworkName

SSLPort

SAN

TemplateDisplayName (alias: TemplateName)
TemplateShortName

Thumbprint

The following fields have been deprecated and will be ignored if included in a
request:

CARequestID
CertRequestld
IsPfx

RequestResolutionDate

Note: Queries m