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1.0 Introduction

The Keyfactor Command Documentation Suite includes:
e Keyfactor Command Reference Guide
e Keyfactor Web APIs Reference Guide
* Keyfactor Command Server Installation Guide
* Keyfactor Orchestrators Installation and Configuration Guide
e Keyfactor Command Release Notes
In addition, Keyfactor offers documentation for products that are not part of the Keyfactor Command Docu-

mentation Suite, including the Keyfactor Command Upgrade Overview and installation guides for third-party CA
gateways that interface with Keyfactor, which are available upon request.
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2.0 Reference Guide

The Reference Guide for the Keyfactor Command solution by Keyfactor provides comprehensive instructions on
using the Keyfactor Command Management Portal and Policy Module. The Management Portal is the command
and control center for Keyfactor Command. From here, you can get a quick glance at the health of your PKl and a
sense of how it is being used by visiting the dashboard, or delve into details of certificates using the certificate
search feature. The Management Portal is also used to configure workflow and email notifications, enroll for certi-
ficates, and configure options that are used across the whole of the Keyfactor Command product.

This reference guide covers advanced configuration of Keyfactor Command in addition to providing usage inform-
ation.

This guide is organized in the order of the Management Portal menu panel:

Help 8
Utiices

&+ @

Menu

Dashbozrd Certificates Repcrs Enraliment Alers Workfow Locations Orchestrators SSH

2.1 Using the Management Portal

The Keyfactor Command Management Portal is a web-based application that you can open in any supported
browser. The default URL for the Management Portal is (where KEYFACTOR_SERVER_FQDN is the FQDN of your
Keyfactor Command administration server):

https://KEYFACTOR_SERVER_FQDN/keyfactorportal
In addition to the main URL, the pages in the Management Portal are available via deep link. To find the deep link
for a page, just visit the page in your browser and copy the URL from the browser’s URL line. For example, the
deep link URL directly to the certificate search page in the Management Portal is available at:

https://KEYFACTOR_SERVER_FQDN/keyfactorportal/CertificateCollection/Edit?cid=0
You can change the number at the end of this deep link to direct the deep link to a specific saved collection instead
of the main search. You can find the collection number by browsing to the collection and viewing the URL in your
browser. You can also build links to specific searches, rather than saved collections. For more information, see
Certificate Search and Collections on page 18.

The following is some information to help you understand and use the Management Portal successfully.

Navigating Keyfactor Command Grids
The grid includes the following features:

e Action buttons are used to perform actions on the data in the rows displayed in the grid. Some buttons are
grayed out until you click on a grid row, or if that action is unavailable for the selected row. Which action
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buttons are displayed will depend on the function of the page.

Note: On some grids the actions are also available from the context menu, which is accessible by
right-clicking on the selected row.

e The Total in the upper right of the grid will be updated each time you refresh the grid.

¢ The Refresh button will poll the Keyfactor Command database and update the grid with the results of the
current page query and update the Total.

¢ To change a column width, click, hold and drag the line separating two column headers (to the right of the
column you want to change).

¢ To rearrange columns, click on the header of the column you want to move and hold and drag the column to
your selected location.

¢ To change the sort order of the grid, click on the header of the column you wish to sort by. The first time you
click, the grid will be sorted in ascending order by the selected column. Click the column header again to
reverse the sort order. When a column is sorted, a purple caret will appear at the end of the column name
showing the direction of the sort. Lack of a caret indicates the grid is sorted by the default column and order.
On some grids only select columns are sortable.

e Click anywhere on the row, or on the tick box in the far left column of a grid row, to select that row. You may
select multiple rows by utilizing the standard Windows selection functions of CRTL/Select and SHIFT/Select to
select multiple rows at once. Selected rows will be highlighted purple. You may then perform actions on the
selected row(s) depending on the functionality of the grid by right-clicking and selecting an action (if available)
or selecting an action from the action buttons at the top of the grid. Tick boxes are found only on grids that
support actions on multiple rows at once.

¢ Information in a grid field can be copied to the clipboard by highlighting text in a grid field and clicking Ctrl+C.
¢ Hovering over a row will change the row green to show which row the cursor is focused on.

¢ To open up the details pop-up for a row, or a search page, depending on the functionality of the screen,
double click on a row, or select the row and then select an action button from the grid header or the context
menu item, if available, by right-clicking.

¢ Grids use scroll bars to display grids with large quantities of data.

e Grid pages will re-size with the window size.
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Certificate Search®

Clicking "Advanced"” allows you to build a query
the search criteria to the query field below_
an OR if desired. You can use parentl

R logic. Select a field and comparison operator in the drop-downs and then enter a comparison value. Click "Insert” to add
Insert” button, an AND is added between the previous search criteria and the newly added one. You can change the AND to
/OR to change the query meaning.

Some pages

Field Comparison Value

CN v starts with v appsrvr SEARCH ADVANCED SAVE

O Include Revoked O Include Expireg The LOCCIUO!’JS d nd PI’H’?
cipal Name columns
EDIT ALL  |REVOKEALL | GETCSV Total: 14 | REFRESH
Issued DN Import ... Effective ... Expiration Issued CN Issuer DN Certificate Template Requester Key Ty... Key S. Certifi... Locations Pri...

[] | cN-appsrrikeyex.. — &/2/2021 1712021 12/28/2022 appsrvrikeye..  CN=Compl.  Enterprise Web Servi KEYEXAMPLE\ggaps -
[] | cN-appsrrikeyex.. — 8/3/2021 112/2021 12/28/2022 appsrrikeye..  CN=Corpl.. 3 erver (2016 KEYEXAMPLE\ggal T h e REffESh b utton
[] | cN-appsrriokey. 8732021 1122021 12/28/2022 appsrvriOkey..  CN=Corpl.. o Web Server (2018 KEYEXAMPLEggal @ Ioa d 5 the d ata | n

[ | cN-appsnritkeye.. — 8/3/2021 112£2021 12/28/20 anpsrvrilk Entorprise Web Server (2015)  KEYEXAMPLE\ggah.

(]| cN-appsrvriakey. 7H3I2022 T h eco I umn Wld t h E Enterprise Web Server - ECC..  KEYEXAMPLEVsmith  ECC 384 Active (1)
[] | cn-appsriskey..  7M312022 h b di d CN=Corpl.  Enter | Eysmith  ECC 384 Active (1)
[ | eN-appsnriakey. 81312021 1 ave been aqju ste CN=Corpl. Rows turn i Eiggant  RSA 2048 Active (1
[ cnappsrrzkeye. 8/3/2021 112/2021 12/28/2022 appsrvrZ.key... CN=Corpl LE\ggant  RSA 2048 Active (1)
O psrra.keye... 8/3/2021 112/2021 12/28/2022 appsivr3.key... Enterprise Web Server (2016) KEYEXAMPLE\ggant  RSA 2048 Active (1)
[ | en-apy . 8/3/2021 112/2021 12/28/2022 appsvra key... CN=Corpl... Enterprise Web Server (2016) KEYEXAMPLE\ggant  RSA 2048 Active (1)
[ | en-appsrrske 8r 5 key... CN=Corpl. Enterprise Web Server (2016) KEYEXAMPLE\ggant  RSA 2048 Active (1)
[ | cN-appsvit.keye.. = rld s wit h actions key. ~ CN=Copl..  Enterprise Web Server (2016)  KEYEXAMPLE\ggant  RSA 2048 Active ()
[] | cN-appswizkeye.. CN=Corpl..  Enterprise Web Server (2016]  KEYEXAMPLE\ggant  RSA 2048 Active ()
[] | cN-appswiokeye. 832021 122021 12/28/2022 aopsvidkey..  CN=Copl.  Enterprise Web Server (2016)  KEYEXAMPLE\ggant  RSA 2048 Active ()

Validating Data Types

In data entry dialogs, fields in which the user is expected to enter certain data types will validate the user input
against the expected data type and produce an error if the data entered is not valid. Fields that typically have valid-
ation include:

e email addresses (string fields)
* integers
e strings (alpha-numeric)

Further to this, regular expressions are supported on select entry fields for enrollment (see Certificate Template
Operations on page 330).

Pop-up Dialogs
¢ When the cursor is focused on a field, the outline of the field will turn purple.

e Active/ available buttons will be bright purple. Inactive/ unavailable buttons will be faded to light purple.
When data entered into the panes changes the conditions, the buttons may change between bright and light
purple (active/inactive).

e At the bottom of most pop-up dialogs are the Save and Cancel buttons, and possibly other actions that can be
performed on the data, depending on the purpose of the pane.

e The X in the top right corner is the close option which works like the cancel button.
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e Many pop-up panes will have multiple tabs. The tab in which the cursor is focused will be underlined in green.
When you point the cursor at another tab, it will temporarily change the underlining to green until you click
into the tab.

Under Construction Icon

The under construction icon will display when an action of a transaction is in process.

Fx

Confirmation Message

Messages appear at the bottom of the screen during processing at times. For example, an operation successful
message will appear at the bottom of the screen when a selected action on a transaction is successful.

The create operation was successful

Tip: As of Keyfactor Command version 7.0, Internet Explorer is no longer supported for the Keyfactor
Command Management Portal. Supported browsers are:

e Chrome version 65.0.3325 or higher
e Firefox version 59.0 or higher

* Microsoft Edge version 42.17134 or higher

2.1.1 Authentication and Authorization

Out of the box, Keyfactor Command is configured to support Windows integrated authentication so that users on
domain-joined computers using domain accounts and browsers configured to support integrated authentication
do not need to provide a username or password to authenticate to the Management Portal or Keyfactor API
endpoints. Keyfactor Command can be configured to support only basic authentication, which requires entry of a
username and password to authenticate to the Management Portal or Keyfactor APl endpoints. This can be useful
in environments where integrated authentication is not practical or desired, such as when users access the
Management Portal using different accounts than they use to log on to their computers.

Keyfactor Command uses a system of security roles and security identities to provide access control to the Manage-
ment Portal as a whole and to the features within it and the Keyfactor API. In order to access the Management
Portal or Keyfactor API, your Active Directory account must be a member of one of the Active Directory groups
granted access to the Management Portal during the Keyfactor Command installation and configuration process
(see the Administration Section on page 2260 of the Keyfactor Command Server Installation Guide) or your Active
Directory account must have been granted access either directly or via group membership later through the
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Management Portal (see Security Overview on page 569) or with the Keyfactor API (see Security Roles on
page 1616 in the Keyfactor Web APIs Reference Guide).

2.1.2 Dashboard

The dashboard, at the top level of the Management Portal, provides you with a quick glance at the status of your
PKI. It is a global representation of your PKI and does not filter data based on your access.

Risk Header

The top of the page shows a risk header, which is made up of a collection of sticky notes displaying active certi-
ficates, expiring and expired certificates, revoked certificates, and certificates with weak keys. The dashboard risk
header displays by default and cannot be moved or removed (though it may be hidden with a security setting).

Active Expiring in Expiring in Expired in Revoked in Certs with
Certificates < 48 Hours <14 Days last 7 Days last 7 Days Weak Keys

391964 1 41 27 0 22

The risk header panels are:

Active Certificates

This value reflects all active certificates in the database, including those with a certificate state of "unknown",
and excludes expired and revoked certificates.

Certificates Expiring in Less Than 48 Hours

This value includes all active certificates in the database with an expiration date between the current date/-
time and 48 hours from the current date/time.

Certificates Expiring in Less Than 14 Days

This value includes all active certificates in the database with an expiration date between the current date/-
time and 14 days (to the minute) from the current date/time. This value includes certificates shown in the
"Expiring in < 48 Hours" panel.

Certificates Expired in the Last 7 Days

This value includes all certificates that have expired within the previous 7 days. This is the only panel that
includes expired certificates.

Certificates Revoked in the Last 7 Days

This value includes all certificates that have been revoked within the previous 7 days. This is the only panel
that includes revoked certificates.

Certificates with Weak Keys

This value includes all certificates in the database that are deemed to have weak keys. Weak key certificates
are those with signature algorithms SHA-1, MD5, RSA key size less than 2048, and ECC key size less than 224.
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Tip: Access control to the risk header is controlled separately from the dashboard page as a whole, so a
user could be granted access to the dashboard but not to the risk header and in this way see a dashboard
that did not display the risk header. For more information, see Security Role Permissions on page 574.

Customizable Panels

A variety of panels are available to add to the dashboard, including:

e A separate panel for each of your certificate authorities (CAs) configured for synchronization can be displayed
with graphs showing the activity over the last X weeks (24 by default) and a pie chart showing all active certi-
ficates by template. The number of weeks to display is configurable on a panel-by-panel basis. See Dashboard:
CA Status on page 10.

Note: Any CAs that have not been configured for synchronization will not appear as available for addi-
tion on the dashboard, or for reports which require selecting a CA.

¢ Certificate collections (see Certificate Collection Manager on page 74) can be configured to be included in a
bar chart on the Certificate Collection dashboard panel. See Dashboard: Collections on page 12.

* The Certificates by Signing Algorithm panel displays a bar chart showing all active certificates broken down by
signing algorithm. The CAs to include in the display are configurable. Both CAs that are currently configured
for synchronization and any that were previously synchronized are available for inclusion. Certificates
imported into Keyfactor Command via SSL scanning, certificate store inventorying, and manual import are also
included and can be filtered out by unchecking the Certificates Not Associated with CA option. See Dashboard:
Certificates by Signing Algorithm on page 12.

¢ The Recent Certificate Store Jobs panel displays the status of up to ten jobs. Both completed and in progress
jobs are included. See Dashboard: Recent Certificate StoreJobs on page 14.

¢ If you configure certificate revocation list (CRL) or online certificate status protocol (OCSP) locations for monit-
oring and opt to display them on the dashboard (see Revocation Monitoring on page 186), these will appear
with a status on the dashboard Revocation Monitoring panel. See Dashboard: Revocation Monitoring on
page 15.

¢ The comprehensive SSL Endpoints panel includes a grid of changes found in existing SSL endpoints, a grid of
endpoints with certificates expiring in the next X days, a pie chart showing SSL endpoints per defined SSL
network, and a pie chart showing the results from the last SSL scan broken out by result (e.g. certificate found,
connection timed out, connection refused). The number of days for the expiring certificates grid is config-
urable. See Dashboard: SSL Endpoints on page 16.

¢ The status of SSL discovery and monitoring jobs can be displayed on an orchestrator-by-orchestrator basis on
the SSL Orchestrator Job Status panel. The orchestrators to include are configurable. See Dashboard: SSL
Orchestrator Job Status on page 17.

¢ The Number of SSH Keys per Type panel includes SSH keys found on discovery and those issued through the
Management Portal and displays as a bar chart broken down by key type. See Dashboard: Number of SSH Keys

per Type on page 13.

The panels on the dashboard are displayed in two columns. You can click and drag the dividing line between the
two columns to change the width of the columns—for example, a wide left column and a narrower right column.
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The panels can be rearranged by dragging them up and down a column or from one column to the other. If you've
chosen to change the column widths, you can arrange the wider panels in your wider column and the narrower
panels in your narrower column.

The selected panels and their arrangement is unique to each user of the Management Portal. Out of the box, in
addition to the risk header, the dashboard includes the Collections and Revocation Monitoring panels, so each new
user to the dashboard will see these panels.

The information on the dashboard panels refreshes automatically every 15 minutes while the dashboard remains
open.

Add a Panel to the Dashboard Display

To add a panel for display on your dashboard:

1. Click the Add Panel button on the left just below the dashboard risk header.

Active
Certificates

8645

Add Panel

2. Onthe Add Panels dialog, select the panels you wish to display on the dashboard, click Add and then click
Done at the bottom of the dialog.
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Add Panels

Find |Type to searcn.. Sort By | newest v

Revocation Monitoring
Shows certificate revocation lists and warns when they are about to expire. Certificate revocation lists can be added from the Revocation Monitoring menu
item under PK| Management. Only Name, Endpoint Type and Location are sortable columns.

Added

CA status: CorplssuingCA1

The certificate authority panel displays 3 charts with certificate information. The first chart is a line graph of issued certificates. Below that is another line
araph of revoked certificates. The default number of weeks shown is 24 but can be edited using the gear icon for each certificate authority. The certificate
status line graphs can be hidden by clicking on the legends. The last chart is a classification of certificates issued based on templates for a certificate
authority.

Added

Collections
Shows the certificate count of each collection configured to be displayed on the dashboard. Collections can be added to the dashboard from the Collection
IManager menu item under Cerlificate Collections

Add

SSL Orchestrator Job Status
Displays a table for the last two SSL jobs started by each of the orchestrators selected.

Add

Certificates by Signing Algorithm
Shows active CA certificates grouped by signing algorithm for the selected CA.

Add

§5L Endpoints
Shows informatien related to SSL scans. The Endpoints per Network pie chart will show the endpoints found in the most recent scan.

Add

Recent Certificate Store Jobs
Shows the 10 most recent certificate store jobs scheduled after the date chosen.

Add

Number of SSH Keys per Type
Shows the number of ssh keys for each key type

Add

Done

Figure 7: Add Panels to the Dashboard

Rename a Dashboard Panel

The panels displayed on the dashboard may be given user-defined names. To rename a displayed panel:
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1. Click the panel Settings icon on the right of the panel you wish to rename and then click Rename.

it
fis)

Edit
Rename

Remove

2. Inthe title field of the panel, type a new name. Click away from the field to save.

[CA Status CorplssuingCA‘| ]

Hide

Online Last Seen: 6/8/2021 10:29:08 PM (UTC)
Certificate Reauests Last 24 Weeks

Note: Only letters, numbers, spaces, and select punctuation marks are supported in the panel name
field. Special characters, such as < and > (and therefore HTML markup), are not supported.

Remove a Dashboard Panel

To remove a panel from display on your dashboard:

1. Click the panel Settings icon on the right of the panel you wish to remove and then click Remove.

it
fis)

Edit
Rename

Remove

2. When prompted, confirm that you are sure that you want to remove the panel.

@ Tip: The Edit option only appears on the panel settings menu for selected panels.

2.1.2.1 Dashboard: CA Status

Each CA section of the dashboard includes two line graphs showing issued (top graph) and revoked and
failed/denied certificate requests (bottom graph) over the last X weeks or days (24 weeks by default) on the left
and a pie chart showing all active certificates by template on the right. To change the number of weeks displayed
on the line graphs for all CAs, change the Weeks of CA Stats application setting (see Application Settings: Console
Tab on page 549). To change the number of weeks or days displayed on the line graph on a CA-by-CA basis, click
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the panel Settings icon for the selected CA and choose Edit. A maximum of 52 weeks or 30 days may be configured
when setting the time frame on a CA-by-CA basis.

The panel is interactive in a number of ways:

e Hover over a point on a line graph to see details for that point.

¢ Click on a point on a line graph to be taken to a new window with the certificate search page populated by the
query of the selected CA and date.

e Click on alegend (e.g. Revoked) below a line graph to toggle add/remove that line from the chart.

¢ Click one of the labels below the pie chart to toggle add/remove that segment of the pie from the chart. This
can be helpful, for example, if you remove a template that makes up the bulk of the chart, allowing you to just
focus on the remaining templates (and making these pie segments bigger and easier to click on).

e Hover over a number for, or section of, the pie chart to see the template name associated with that section of
the pie chart. This is the number of active certificates for that template.

e Click on a number for, or section of, the pie chart to be taken to a new window with the certificate search
page populated by the query of the selected CA and template.

A status indicator appears at the top of the CA section showing when the CA was last contacted. Click the Hide
button to minimize the display. Click the panel Settings icon ¥ to remove or rename the panel or change the
comparison date for the display (see Dashboard on page 6). Data for the CA sections of the dashboard is generated
from certificates retrieved during CA synchronization tasks (see Certificate Authorities on page 304).

CA Status: CorplssuingCA1 e

Hide

Online Last Seen: 6/9/2021 12:56:53 AM (UTC)
Certificate Requests Last 24 Weeks

20 Active Certificates by Template
10 /_\
0 /\,—-'\
20 15 10 5
Weeks
6
— Issued
5
25 18
s M\ AN\
20 15 10 5
Weeks @ Enterprise Web Server (2018) Enterprise Weh Server
I Enterprise Web Server - ECC 384
@ Enterprise Web Server (2016) - RA
— Revoked Failed

Figure 11: Dashboard CA Snapshot
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2.1.2.2 Dashboard: Collections

If you opt to include any certificate collections for display on the dashboard (see Certificate Collection Manager on

page 74), you will see the data on the Collections dashboard panel. This panel shows a bar representing the total
number of active, expired and revoked certificates for each certificate collection configured for dashboard display.
Hover over a bar to see the number of certificates in the collection. Click on a bar to open the certificate search
page in a new window filtered for that certificate collection.

m Note: The collections dashboard widget will only display the first 25 collections alphabetically.

Tip: If you Save a new certificate collection, or Save a change to an existing certificate collection, that
change will be immediately reflected in the collection data used to display certificate collections on dash-
boards and reports. The data used by the dashboards and reports is stored in an intermediate table that is
updated immediately. It will also continue to be updated periodically (approximately every 20 minutes by
default as configured by the Dashboard Collection Caching Interval application setting) by the Keyfactor
Command Service (see Application Settings: Console Tab on page 549).

Click the Hide button to minimize the display. Click the panel Settings icon ¥ to remove or rename the panel or
change the comparison date for the display (see Dashboard on page 6).

Collections &

Hide
1000

800

600

PKI Certs of
Interest
729

400

200

PKI Certs of Interest External Server Auth Certificates 1024-bit Cerificates SHA-1 Certificates Server Auth Certificates

Figure 12: Dashboard Certificate Collections

2.1.2.3 Dashboard: Certificates by Signing Algorithm

The Certificates by Signing Algorithm panel on the dashboard shows a bar chart of all active certificates synchron-
ized to Keyfactor Command from a Microsoft CA or Keyfactor CA gateway or imported via SSL scanning, certificate
store inventorying, or manual import broken down by signing algorithm. Hover over a bar to see the number of
active certificates in the category. By default, all certificates in the Keyfactor Command database are included. To
include only selected CAs or gateways, click the panel Settings icon and choose Edit. In the Edit dialog, select the
CAs you wish to include in the panel. To filter out certificates brought into the database via SSL scanning,
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certificate store inventorying, and manual import, select specific CAs and uncheck the Certificates Not Associated
with CA option.

Click the Hide button to minimize the display. Click the panel Settings icon £ to remove or rename the panel or
change the comparison date for the display (see Dashboard on page 6).

&

Certificates by Signing Algorithm
Hide ®
Active CA Certificates by Signing Algorithm for
CorplssuingCA1, Root CA, Certificates Not Associated with CA

125
100
7%
50

25
12

] 1
0

SHA-1WithRSA SHA-256WithECDSA SHA-256WIthRSA

Figure 13: Dashboard Certificates by Signing Algorithm

2.1.2.4 Dashboard: Number of SSH Keys per Type

The Number of SSH Keys per Type panel on the dashboard shows a bar chart of all SSH keys in the Keyfactor
Command database. The chart includes both managed keys (those generated within Keyfactor Command using My
SSH Key (see My SSH Key on page 480) or the service account key page (see Service Account Keys on page 491) and
unmanaged keys (see Unmanaged SSH Keys on page 504). Hover over a bar to see the number of SSH keys in the
category.

Click the Hide button to minimize the display. Click the panel Settings icon £ to remove or rename the panel or
change the comparison date for the display (see Dashboard on page 6).
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Number of SSH Keys per Type e

Hide
35

30

5 4
2 -
o —

EDSA ECDSA RSA

Figure 14: Dashboard SSH Keys per Type

2.1.2.5 Dashboard: Recent Certificate StoreJobs

The Recent Certificate Store Jobs panel on the dashboard includes a grid showing the most recent job history for
certificate stores. Both completed (successful or not) and in progress jobs are included. The grid includes the
orchestrator name, the target for the job (which in most cases includes the host name and the certificate store
name), the job start date, the job type (e.g. inventory or management for an IS or FTP store), and color-coded
results (errors appear in red) for the job.

Click on the name of the orchestrator in the grid to be taken to the orchestrator job history page with the query
populated by the selected orchestrator.

To include only jobs that started on or after a selected date, click the panel Settings icon and choose Edit. In the
Edit dialog, either enter a comparison date or use the calendar picker to select a date. Only jobs with a starting
date on or after this date will be shown. A maximum of ten jobs are shown.

Click the Hide button to minimize the display. Click the panel Settings icon & to remove or rename the panel or
change the comparison date for the display (see Dashboard on page 6).
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Recent Certificate Store Jobs &

Hide
Orchestrator Name Target Start Date (UTC) Job Type Result

KYFAGNT31 keyexample.com ns2 keyexample.com - insconfig/ss! 6/9/2021 5:24:00 PM Metscalerinventory _
appsnrl keyexample.com appsnrdl. keyexample.com - /opt/app/mystore jks 6/9/2021 5:24:00 PM | JksManagement
websnrad-A keyexample.com fipd3 keyexample.com -/ 6/9/2021 5:24:00 PM FTFInventory _
KYFAGNT31 keyexample.com ns3_keyexample.com - insconfigiss! 6/9/2021 5:24:00 PM Metscalerinventory _
appsnril keyexample.com appsnrdl. keyexample.com - /opt/app/mystore jks 6/9/2021 5:21:00 PM | JksManagement
KYFAGNT31 keyexample.com | websrvr37 keyexample.com - 115 Personal 6/9/2021 5:20:00 PM lISInventory _
KYFAGNT31 keyexample.com | websrvr37 keyexample.com - 115 Personal 6/9/2021 5:20:00 PM lISManagement _
KYFAGNT31 keyexample.com | websrvr37 keyexample.com - 115 Personal 6/9/2021 5:20:00 PM lISInventory _
appsnril keyexample.com appsnrdl. keyexample.com - /opt/app/mystore jks 6/9/2021 5:20:00 PM | Jksinventory _
KYFAGNT31 keyexample.com | websrvr33 keyexample.com - 115 Personal 6/9/2021 5:20:00 PM lISInventory _

Figure 15: Dashboard Recent Certificate Store Jobs

2.1.2.6 Dashboard: Revocation Monitoring

The Revocation Monitoring panel on the dashboard shows each configured CRL and OCSP location (if they have
been configured to appear on the dashboard) with the path to the CRL or OCSP, the publication, next publish date,
and expiration dates of the CRLs (these aren’t relevant for OCSPs) and the status of the CRL or OCSP. The status for
a CRL will show Warning if the expiration date of the CRL is within the warning period as defined by the number of
weeks, days, or hours configured in the Show on Dashboard setting (see Revocation Monitoring Location Oper-
ations on page 187). For example, if you had a CRL that expired on June 30 and configured the warning period to
15 days before expiration, the Warning status would begin to appear on the dashboard for that CRL on June 15.

Some columns allow for sorting in ascending or descending order by clicking the column heading to toggle sort
order. Click the Hide button to minimize the display. Click the panel Settings icon ¥ to remove or rename the
panel or change the comparison date for the display (see Dashboard on page 6).

Revocation Monitoring &

Hide

Name Endpoint Type Location Publication (UTC) Next Publish by Date Expiration (UTC) Status
Issuing One CRL hitp: ffwww keyexample.com/Corplssuingt.crl 6/17/2020, 4:56:02 PM 712802020, 5:.06:02 PM 8/8/2020, 5:16:02 PM _
Issuing Two CRL hitp: ffwww keyexample com/Corplssuing2 crl B/16/2022, 7:4%:57 PM TM4/2022, 75957 PM 712812022, B:09:57 PM _
Issuing Three | CRL hitp:/iwww. keyexample.com/Corplssuing3.crl | 6/24/2022, 6:09:31 PM 7/24i2022, 6:19:31 PM Ti31/2022, 6:20:31 PM ‘Wamning
Root One CRL hitp: fwww keyexample com/CorpRoot1.crl 5/14/2022, 4:41:05 FM 11/14/2022, 4:51:05 PM 12/15/2022, 5:01:05 PM _
Root Two CRL hitp:/fwew keyexample com/CorpRoot2.crl 8712021, 12:30:22 AM 4712022, 12:40:22 AM 5/8/2022, 12:50:22 AM _
|ssuing One | OCSP hitp./websrvITs keyexample.com/ocsp Cvalid
Issuing Two QOCSP hitp: fiwebsrvr7s keyexample.com/ocsp _
Issuing Three | OCSP hitp:ffiwebsrvr75 keyexample.com/ocsp _

Figure 16: Dashboard Revocation Monitoring Status
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2.1.2.7 Dashboard: SSL Endpoints

The comprehensive SSL Endpoints panel includes several components:

* The Changes Found to Existing Endpoints grid displays up to ten SSL endpoints for which a change was found
in the most recent scan from the previous scan status. The grid includes the endpoint address, scan time, and
both the previous and current endpoint status. This grid only displays if there are endpoints that have been
changed.

¢ The Endpoints Expiring in the Next X Days grid displays up to ten SSL endpoints with certificates expiring in the
next X days. This grid only displays if there are endpoints that meet that criteria. If there are more than ten to
display, the certificates expiring soonest are displayed. Out of the box, the number of days is configured to 30.
To change the number of days, click the panel Settings icon, choose Edit, enter a number of days, and click
Done. To clear the custom number of days and return to the default, click the panel Settings icon, choose Edit,
clear the days field, and click Done. The grid includes the network name, the endpoint address, the certificate
expiration date, and the certificate common name, if any.

¢ The Endpoints per Network pie chart shows discovered SSL endpoints broken down by SSL network. All
discovered endpoints are included. This includes endpoints at which a certificate is currently being found,
endpoints at which a certificate was found in the past but is no longer found, and endpoints that responded in
some way on scan but did not present a certificate. Click on a section of the pie chart to be taken to the SSL
Discovery Results page. Click any of the labels below the pie chart to toggle add/remove that segment of the
pie from the chart.

¢ The Network Endpoint SSL Scanning Results pie chart shows the results from the most recent SSL scan
(discovery or monitoring) broken out by result (e.g. certificate found, connection timed out, connection
refused). Click on a section of the pie chart to be taken to the SSL Discovery Results page. Click any of the
labels below the pie chart to toggle add/remove that segment of the pie from the chart. This can be helpful,
for example, if you remove the certificate found section, allowing you to just focus on any errors (and making
the error pie segments bigger and easier to click on).

Click the Hide button to minimize the display. Click the panel Settings icon % to remove or rename the panel or
change the comparison date for the display (see Dashboard on page 6).
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SSL Endpoints &
Hide

Endpoints Expiring in the Next 30 Days

Name Endpoint Expiration Time (UTC) Certificate CN
Local 10.4.3.93 THMI20216:29:18 PM appsnrB0.keyexample.com
Endpoints per Network Network Endpoint SSL

Scanning Results

16
1 -
<2
35
45
I Certificate Found [ Connection Refused
@ E:xception Downloading Timed Out Connecting
B External Network A Local @ Timed Out Downloading

Figure 17: Dashboard SSL Endpoints

2.1.2.8 Dashboard: SSL Orchestrator Job Status

The SSL Orchestrator Job Status panel on the dashboard displays a grid showing the results of the two most recent
SSL jobs for each active Keyfactor Universal Orchestrator and Windows Orchestrator with the SSL capability in the
configured orchestrator pool (see Orchestrator Pools Definition on page 430). Both jobs in progress and completed
jobs are included. The grid includes the names of the orchestrators in the selected pool(s), the job type, job start
date and time, color-coded results (errors appear in red), and color-code status (jobs in progress are yellow). To
change the orchestrator pools included in the display, click the panel Settings icon, choose Edit, select the desired
orchestrator pools, and click Done.

Click on the name of an orchestrator in the grid to be taken to the orchestrator job history page with the query
populated by the selected orchestrator.

Click the Hide button to minimize the display. Click the panel Settings icon % to remove or rename the panel or
change the comparison date for the display (see Dashboard on page 6).
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SSL Orchestrator Job Status &
Hide
Orchestrator Name JobType  Operation Start (UTC)  Result Job Status
KYFAGNT21 keyexample.com SsiMonitoring | 6/9/2021, 4:10:00 P11 [SiEEESSH
KYFAGNT21 keyexample.com SsiDiscovery  6/9/2021, 4:05:00 P [ISiicEess

KYFSSLAGNTET keyexample.com SsIDiscovery 6/9/2021, 4:15:00 PM
KYFSSLAGNTS7 keyexample.com | SsiMonitoring | 6/8/2021, 5:04:00 AM Acknowiedged

2.1.3 Certificate Search and Collections

The Keyfactor Command database can include certificates from many locations—including certificates synchron-
ized from your domain-joined Microsoft CAs, certificates synchronized from Microsoft CAs outside the primary
forest, certificates synchronized from cloud-based certificate vendors via the Keyfactor certificate gateways, certi-
ficates automatically imported based on configured SSL endpoint locations (see SSL Discovery on page 414), certi-
ficates imported from certificate stores (see Certificate Stores on page 354), and manually imported certificates
(see Add Certificate on page 64). The Certificate Search function allows you to query the database for certificates
from any available source. You do not need to specify the source as part of the query.

A specific certificate search may be saved as a collection, which can then be revisited without needing to enter the
search selections again. The saved collection can then be referenced from other parts of the Management Portal
(e.g. expiration alerts, the dashboard, and select reports). Certificate collections may be added to the Certificates
menu of the Management Portal for quick access. Several default certificate collections are created in new install-
ations. For more information, see Certificate Collection Manager on page 74.

Note: The options shown and described in this section are available to full administrative users of the
Management Portal. Users with limited access to the Management Portal will not see all the options (e.g.
the recover buttons may not appear) and will see some slightly different buttons (e.g. the edit buttons
shown may say "view" instead of "edit").

2.1.3.1 Certificate Details

The cornerstones of the Keyfactor Command Management Portal are the Certificate Search and the Certificate
Details pages. The Certificate Details page has been expanded to include a more comprehensive set of details
about each certificate managed by Keyfactor Command. To access a certificate's details, double-click on a row of
the certificate search grid, or highlight a row, right click and select Edit (Display for users with only Read permis-
sions) from the action menu (see Certificate Search Page on page 31).

The following action buttons are conveniently located at the top of the Certificate Details page for users with the
appropriate permissions: Revoke, Download, Renew. See Certificate Operations on page 41 for more information
on these actions.
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Content Tab

The Content tab shows the certificate attributes from the CA (Active Directory in the case of a Microsoft CA).
These fields are not editable. The list of Subject Alternative Names (SANs) and SAN count are also included on this
tab. For an ECC certificate, the elliptic curve algorithm is included on this tab.

Certificate Details

REVOKE DOWNLOAD m

Content  Metadata  Status  Validation  Locations  History
——
Field Value
Subject CM=appsrvri5.keyexample.com,OU=HR,O=Key Example \Inc,L=Independence.5T...

Serial Number

Mot Before

Mot After

Key Usage

Extended Key Usage
Signing Usage
Template
Thumbprint

Issuer

Subject Alternative Names
Total SANs

Curve

180000004BAG6483AA9CEAZAADFO00100000048
5/31/2022, 3:06:01PM

2/25/2023, 2:06:01 PM

Digital Signature, Key Agreement ["88)

Server Authentication

SHA-256withRSA

Enterprise Web Server - ECC 384
4ETDE690F3678D03125536E828447FESTEB2BEB9F3
CMN=CorplssuingCA1.DC=keyexample,DC=com

DNS N

ppsrvrS.key le.com
1

P-384/secp384r1

Metadata Tab

The Metadata tab displays all metadata fields, based on system-wide and template-level metadata settings,
created for your Keyfactor Command implementation and shows any fields as populated with the data specific to
that certificate. Depending on the metadata type, these fields appear as text boxes, radio buttons, drop-downs,
date fields, table or large text fields.

For users with edit permissions, on date fields a small popup calendar will appear that will allow you to select a
date and will properly format it for you. You may edit values for any metadata fields to update the data at any
time. You may also update multiple certificates' metadata with the same data by selecting multiple certificates
from the certificates grid. Required fields will be marked with *Required next to the field label. See Certificate
Metadata on page 607 for information on this functionality.
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Certificate Details

REVOKE DOWNLOAD m

Content  Metadata  Status  Validation

AppOwnerFirstName
"Required

Locations

Betty

AppOwnerLastMName
"Required

Brown

AppOwnerEmailAddress
"Required

betty.brown@keyexample.com

BusinessCritical
"Required

(O True (@ False () NotSet

BusinessUnit
"Required

The new email metadata type will display a grid with the list of email addresses associated with the certificate(s).

Includes grid action options of Add, Edit or Deletetable entries.

MetaEmall
ADD EDIT DELETE Total: 1
Email Recipient . ..
Email Recipient X
bblakedkeyexample.com
Emall Reciplent
bblakeakeyexample.com
Pleaze provide a single emall address
SAVE
SAVE CAMCEL
KEYFACTOR
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Status Tab

The status tab displays some additional information about the certificate (see Table 1: Status Tab Descriptions).

The fields on this tab cannot be edited.

Certificate Details X

REVOKE DOWNLOAD RENEW

Content  Metadata  Status  Validation  Locations  History

=
Field Value

Certificate ID 2081

CA Record ID 17

Certificate State Active (1)

Revocation Effective Date

Revocation Reason

Archive Key falze

Principal Mame

Requester Name KEYEXAMPLE\SRVR242%
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oo

Certificate ID The Keyfactor Command reference ID for the certificate, which can be useful when referring to the certi-
ficate using APl methods.

CA Record ID The ID of the certificate in the CA (this has replaced CARequestID).
Certificate The state of the certificate.
State e Unknown (0) - This certificate entered the system in a manner other than a CA sync, so no

status from a CA has been reported.

e Active (1) - The "normal" state for certificates brought in via CA sync. The certificate has not
been revoked.

m Note: Here we mimic the behavior of the Microsoft CA, which does not have a status
for Expired, so certificates continue to be listed as Active or Revoked (as appropriate)
after they expire.

e Revoked (2) - The certificate has been revoked.
* Failed (4) - The certificate has been denied approval.
e Pending (5) - The certificate is awaiting approval.

e Certificate Authority (6) - The certificate synced in from a CA sync that is indicated to be that
CA's own certificate.

e Parent Certificate Authority (7) - The certificate synced in from a CA sync that is indicated to be
the certificate of a CA further up the chain.

e Waiting for External Validation (8) - The certificate is pending, awaiting approval outside of
Keyfactor Command. Generally, the certificate would have been added through one of the
Keyfactor Command CA gateways using an EV certificate type.

Revocation If the certificate is revoked, the date it was revoked will be displayed here.
Effective Date

Revocation If the certificate is revoked, the reason will be displayed here. This is shown as a numeric value, which
Reason will be one of:

e 0 — Unspecified

e 1 — Key Compromised

e 2 — CA Compromised

e 3 — Affiliation Changed

e 4 — Superseded

e 5 — Cessation of Operation
e 6 — Certificate Hold

* 999 — Unknown
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See Revoke on page 61 for more information about revoking certificates.

Archive Key If true, the certificate has a private key archived on the Microsoft CA to support CA key recovery. This
flag is not an indicator for whether the certificate has a private key stored in Keyfactor Command.

@ Tip: CA-level key recovery is supported for Microsoft CAs to allow recovery of private keys for
certificates enrolled outside of Keyfactor Command. CA-level key archiving is not supported for
enrollments done through Keyfactor Command. CA-level key recovery is not supported for
EJBCA CAs. For enrollments done through Keyfactor Command for either Microsoft or EJBCA
CAs, use Keyfactor Command private key retention (see Details Tab on page 336).

Principal Name The user principal name (UPN) contained in the subject alternative name (SAN) field of the certificate, if
present (e.g. "username@keyexample.com").

Requester The name of the requester in DOMAIN\User format.
Name

Validation Tab

This tool will report on the certificate validity based on the criteria defining the status of an X509 chain shown in
Table 2: Validation Tab Descriptions. This tab replaces the former Validate action from the certificate search grid.
An alert symbol will show on the tab header if one or more tests have a result of Fail.

@ Tip: See Certificate Validation Errors on page 695 for assistance troubleshooting validation errors.
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Certificate Details

REVOKE DOWNLOAD m

Content Metadata Status Validation i Locations History

Validation Test Result
Time Valid Pass
Active Pass
Signature Pass
Usage Pass
Trusted Root Pass
Revocation Status Pass
Chain Built Pass
Extensions Pass
Policy Constraints Pass
Basic Constraints Pass
Valid Name Constraints Pass
Suppeorted Mame Constraints Pass

\/
KEYFACTOR 10.2 Keyfactor Command Documentation Suite



Validation Keyfactor API Equivalent Definition

Test

Time Valid NotTimeValid A value of Pass indicates that the certificate time value is
valid. A time can appear invalid (Fail) for a certificate that
has expired.

Active Revoked A value of Pass indicates that the X509 certificate chain is

valid for the certificate and contains no revoked certificates
or errors.

Signature NotSignatureValid A value of Fail indicates that the X509 certificate chain is
invalid as a result of an invalid certificate signature.

Usage NotValidForUsage A value of Fail indicates that the X509 certificate chain is
invalid as a result of an invalid key usage.

Trusted Root UntrustedRoot A value of Fail indicates that the X509 certificate chain is
invalid as a result of an untrusted root certificate.

Revocation RevocationStatusUnknown A value of Pass indicates that the revocation status can

Status successfully be determined for the certificate. This may be
the result of successful access to online certificate revoc-
ation lists (CRLs) and, if configured, authority information
access (AlA) endpoints.

Chain Built Cyclic A value of Pass indicates that the certificate chain for the
certificate could successfully be built.

Extensions InvalidExtension A value of Fail indicates that the X509 certificate chain is
invalid as a result of an invalid extension.

Policy InvalidPolicyConstraints A value of Fail indicates that the X509 certificate chain is
Constraints invalid as a result of an invalid policy constraint.

Basic InvalidBasicConstraints A value of Fail indicates that the X509 certificate chain is
Constraints invalid as a result of an invalid basic constraint.

Valid Name InvalidNameConstraints A value of Fail indicates that the X509 certificate chain is
Constraints invalid as a result of an invalid name constraint.

Supported HasNotSupportedNameConstraint A value of Fail indicates that a name constraint for the certi-

1The parameter names for results returned by the Keyfactor API GET /Certificates/{id}/Validate method.
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Validation
Test

Name
Constraints

Defined Name
Constraints

Permitted Name
Constraints

Excluded Name
Constraints

Full Chain

CTL Time Valid

CTL Signature
Valid

CTL Usage Valid

Strong Signature

CRL online

Chain Policy

No Explicit
Distrust

Keyfactor API Equivalent

HasNotDefinedNameConstraint

HasNotPermittedNameConstraint

HasExcludedNameConstraint

PartialChain

CtINotTimeValid

CtINotSignatureValid

CtINotValidForUsage

HasWeakSignature

OfflineRevocation

NolssuanceChainPolicy

ExplicitDistrust

Definition

ficate is unsupported or that the certificate has no
supported name constraints.

A value of Fail indicates that a name constraint for the certi-
ficate is undefined.

A value of Fail indicates that a name constraint for the certi-
ficate is impermissible.

A value of Fail indicates that a name constraint for the certi-
ficate has been excluded.

A value of Pass indicates that the certificate chain for the
certificate could successfully be built up to the root certi-
ficate.

A value of Fail indicates that the certificate trust list (CTL) is
invalid because of an invalid time value (e.g. the CTL has
expired).

A value of Fail indicates that the certificate trust list (CTL)
contains an invalid signature.

A value of Fail indicates that the certificate trust list (CTL) is
not valid for this use.

A value of Pass indicates that the certificate has been
signed with a secure hashing algorithm. A value of Fail can
indicate that a hashing algorithm of MD2 or MD5 was used
for the certificate.

A value of Pass indicates that the online certificate revoc-
ation list (CRL) the chain relies on is available.

A value of Pass indicates that there is either no certificate
policy by design in the certificate or that if a group policy
has specified that all certificates must have a certificate
policy, the certificate policy exists in the certificate.

A value of Pass indicates that the certificate is not explicitly
distrusted.

1The parameter names for results returned by the Keyfactor API GET /Certificates/{id}/Validate method.

KEYFACTOR

10.2 Keyfactor Command Documentation Suite 26



Validation Keyfactor API Equivalent Definition

Test
Critical Exten- HasNotSupportedCriticalExtension A value of Pass indicates that the certificate has a critical
sions extension that is supported or has no critical extensions.

Locations Tab

If you have added the certificate to any certificate store location(s) a number will appear in the Count column on
the corresponding Location Type row. Users with limited permissions will only see locations for types of certificate
stores to which they have been granted permissions either globally or via certificate store containers (see
Container Permissions on page 586). Click the count number for more details regarding this certificate's location.
See Add to Certificate Store on page 41 for more information. The Total Cert Store Locations appears at the end of
the list. Clicking on the total will open a dialog with the list of locations with the columns: Store Path, Store
Machine, Alias, IPAddress, Port, and Agent Pool which will be populated depending on the details of the individual
stores.

Note: The SSL network name is searchable with certificate search and also appears in the location details
grid of the certificate details, if the certificate was found during an SSL scan.

1The parameter names for results returned by the Keyfactor API GET /Certificates/{id}/Validate method.
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Certificate Details

REVOKE DOWNLOAD m

Content Metadata Status

Location Type
Java Keystore

PEM File

Validation Locations  History

Count

rs s proiiee| JAVA Keystore

IS Roots
MetScaler

Store Machine
IS Personal

srwr242 keyexa...
F5 Web Server
IS Revoked
F5 Web Server F
F5 SSL Profiles F
F5 CA Bundles F

Amazon Web Se

Total Cert Store Locations

Store Path
lopiapp/storel..
131076.152
131076153

131071810

Store Path Alias

fopt/app/storel... javastrba2

Store Machine Alias IP Address

srvr242 keyexample.com javastrba2
131076152
131076153

131071810

Total: 1

CLOSE bl

C1LOSE

Port

X

Total: 5

Agent Pool

Default Agent Pool
Default Agent Pool

Default Agent Pool
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History Tab

History about a certificate is recorded in the Keyfactor Command database for the following types of activities (see
also Audit Log on page 613):

e Initial Import—A history entry is made on import via CA synchronization, SSL synchronization, certificate store
synchronization or manual import.

e Certificate Enrollment—A history entry is made when a PFX or CSR enrollment is completed through the
Keyfactor Command Management Portal. The source of the request (PFX or CSR) is indicated.

e Revocation—A history entry is made each time a certificate is revoked, so if a certificate is revoked multiple
times, there will be multiple history entries.

¢ Key Recovery—A history entry is made each time the key for a certificate is recovered, so if the key for a given
certificate is recovered multiple times, there will be multiple history entries. This type of record is generated
when the private key for a certificate is downloaded from the Keyfactor Command database or when a private
key is recovered from a CA using the CA's key recovery mechanism.

e C(Certificate Store Additions and Removals—A history entry is made each time a certificate is added to a certi-
ficate store or removed from a certificate store. These entries reference the specific certificate store type and
whether the operation was an addition or removal—"Add ([store type])" and "Remove ([store type])"—and
include details in the certificate history comments.

e C(Certificate Renewals—A history entry is made each time a certificate is renewed or reissued. The certificate
renewal history record appears on the old certificate, not the new certificate.

e C(Certificate Store Inventory Discoveries—A history entry is made each time an inventory of a certificate store
notices that a certificate that was in a certificate store no longer is or that a new certificate has appeared in
the certificate store. These entries are referenced as "Certificate Appeared ([store type])" and "Certificate
Disappeared ([store type])" with details in the certificate history comments.

e SSL Endpoint Inventory Discoveries—A history entry is made each time an inventory of an SSL endpoint
notices that a certificate that was at an endpoint no longer is or that a new certificate has appeared at an
endpoint during a monitoring task. These entries are referenced as "Certificate Appeared (SSL Sync)" and
"Certificate Disappeared (SSL Sync)" with details in the certificate history comments.

¢ Metadata Updated—A history entry is made each time a metadata field is updated for the certificate. The
changed data will be recorded in the Comment field.
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Certificate Details X

REVOKE DOWNLOAD m

Content  Metadata  Status  Validation  Locations  History

Total: 6 REFRESH
Operation Start Operation End Username Comment Action
3/9202112:04:40 _. 3/9/2021 12:04:42 KEYEXAMPLE\swc_. . CA Certificate Sync... Certificate Import (...
5f26/20211:15:55 .. 5/26/2021 1115655 P... KEYEXAMPLE\ban... Operation requeste... Add (MetScaler)
5/26/2021 1:116:27 P... 5/26/20211:16:27 PM KEYEXAMPLE\ban... Email-Contact has ... Metadata Updated
S/26/2021 1:116:27 P 5/26/20211:16:27 PM KEYEXAMPLE\ban... Machineldentifier h_.. Metadata Updated
S26/20211:16:27 P... 5/26/20211:116:27 PM KEYEXAMPLE\ban... BusinessUnit has b... Metadata Updated
S26/2021 1116:27 P... 5/26/20211:16:27 PM KEYEXAMPLE\Dan... AppOwnerEmailad... Metadata Updated

CLOSE

Double click on a row from the History grid to see the content of that row in a more readable pop-up.
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History Details X

OperationStart INTF2021, 9:03:07 AM

CperationEnd INT2021, 9:03:31 AM

Usemame KEYEXAMPLE\svc_keyservice
Comment CA Certificate Synchronization run on

2021-03-17 16:03:07 UTC

Action Certificate Import (CA Sync)

CLOSE

2.1.3.2 Certificate Search Page

The search function allows you to query the database for information. The same query structure is used in multiple
locations within the Keyfactor Command Management Portal.

When you first open the page, you will see the simple search option. To execute a search, select the field and
comparison operators in the dropdowns and type something on which to search in the value field (if applicable). If
you select an "is null" or "is not null" comparison operator, the value field will be grayed out. Click the Search
button to execute the query.

Each query consists of three parts:
Query Field

The available fields for querying vary depending on the area of the Management Portal in which the search is
used. On this page, the queries can be done on the following built-in fields:

ArchivedKey NetBIOSRequester

The certificate’s archived key has been encrypted and Complete or partial matches with the certificate

saved to the Keyfactor Command database (true/false). requester’s name in NetBIOS format (DOMAIN\username).
Supports the %ME% token (see Advanced Searches on

Certld page 36).

This field has an alias of RequesterName that may be used

Numeric matches with the Keyfactor Command reference when querying the field from the Keyfactor API.

ID for the certificate.

ou
CA

Complete or partial matches with the certificate organ-

\/
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Complete or partial matches with the certificate issuing CA
logical name.

CertState

The certificate state; Unknown, Active, Revoked, Certi-
ficateAuthority, ParentCertificateAuthority.

CertStoreFQDN

Complete or partial matches with the fully qualified
domain name of the computer hosting one or more certi-
ficate stores.

This field has an alias of JavaKeystoreFQDN that may be
used when querying the field from the Keyfactor API.

CertStorePath

Complete or partial matches on the full path to a certi-
ficate store—e.g. /opt/application/mystore.jks or c:\pro-
gram files\application\mystore.jks.

This field has an alias of JavaKeystorePath that may be
used when querying the field from the Keyfactor API.

CN

Complete or partial matches with the certificate common
name.

This field has an alias of IssuedCN that may be used when
querying the field from the Keyfactor API.

DN

Complete or partial matches with the certificate distin-
guished name.

This field has an alias of IssuedDN that may be used when
querying the field from the Keyfactor API.

ExpirationDate

Certificate expiration before, after, or on a specified date.
Supports the %TODAY% token (see Advanced Searches on
page 36). Be sure to check the Include Expired checkbox to

view expired certificates.

This field has an alias of NotAfter that may be used when
querying the field from the Keyfactor API.

izational unit.

PublicKkey

Exact matches with the certificate public key in hexa-
decimal or base64 format.

RevocationDate

Certificate revocation before, after, or on a specified date,
or is null or not null. Be sure to check the Include Revoked
checkbox to view revoked certificates. Supports the
%TODAY% token (see Advanced Searches on page 36).

This field has an alias of RevocationEffDate that may be
used when querying the field from the Keyfactor API.
Revoker

Complete or partial matches with the name of the user
(DOMAIN\username format) who revoked the certificate.
Be sure to check the Include Revoked checkbox to view
revoked certificates.

RFC2818Compliant

Certificate is compliant with RFC 2818 (contains a DNS
SAN) (true/false).

SelfSigned

Certificate is self-signed (true/false).

SerialNumber

Complete, or starts/ends with, or null/not null matches
with the certificate serial number.

SigningAlgorithm

Complete or partial matches with the certificate signing
algorithm.

SSLDNSName

Complete or partial matches with the DNS name resolved

for an SSL endpoint.

SSLIPAddress
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EKU

Complete or partial matches with the certificate template
OID.

EKUName

Complete or partial matches with the certificate template
Name.

HasPrivateKey

Certificate private key encrypted and stored in the
Keyfactor Command database (true/false).

ImportDate

The certificate imported to Keyfactor Command before,
after, or on a specified date.

IssuedDate

Certificate issuance before, after, or on a specified date.
Supports the %TODAY% token (see Advanced Searches on

page 36).

This field has aliases of NotBefore and EffectiveDate that
may be used when querying the field from the Keyfactor
API.

IssuerDN

Complete or partial matches with the certificate issuer’s
distinguished name.

KeySize

Complete or partial matches with the certificate key size.

This field has an alias of KeySizelnBits that may be used
when querying the field from the Keyfactor API.

KeyType

The selected certificate key type; Unknown, RSA, DSA,
ECC, DH.

KeyUsage

Certificate includes or doesn't include (or is null or not null

for) the selected key usage; CRLSign, DataEncipherment,

Complete, or starts/ends with, or null/not null matches
with the IP address defined for an SSL endpoint.

This field has an alias of Ss/HostName that may be used
when querying the field from the Keyfactor API.
SSLNetworkName

Complete, or starts/ends with, or null/not null matches
with the network name under which an SSL endpoint was
found.

SSLPort

Complete or partial numeric matches with the port
number defined for an SSL endpoint.

SAN

Complete or partial matches with the certificate subject
alternate name(s).

TemplateDisplayName

Complete or partial matches with the certificate template
display name.

This field has an alias of TemplateName that may be used
when querying the field from the Keyfactor API.
TemplateShortName

Complete or partial matches with the certificate template
name.

Thumbprint

Complete or partial matches with the certificate thum-
bprint value.
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DecipherOnly, DigitalSignature, EncipherOnly, KeyA-
greement, KeyCertSign, KeyEncipherment, NonRe-
pudiation.

NetBIOSPrincipal

Complete or partial matches with the certificate principal
name in NetBIOS format (DOMAIN\username). Supports
the %ME% token (see Advanced Searches on page 36).

This field has an alias of PrincipalName that may be used
when querying the field from the Keyfactor API.

You can also do queries based on user-defined metadata fields (see Certificate Metadata on page 607).

Comparison Operator

The query comparison operators vary depending on the type of field selected and the specific properties of the
field. The list below shows the dropdown list comparison operators, as well as the equivalent query language
syntax (in parentheses).

Most string fields (the vast majority of the built-in fields) support:

¢ Isequal to (-eq) e Starts with (-startswith)
* |s not equal to (-ne) * Ends with (-endswith)

¢ Contains (-contains) e Isnull (-eq NULL)

* Does not contain (-notcontains) * Is not null (-ne NULL)

Most date and integer fields support:

* Isequal to (-eq) * |s greater than (-gt)

¢ Is not equal to (-ne) * |s greater than or equal to (-ge)
e s less than (-It) e Isnull (-eq NULL)

¢ Is less than or equal to (-le) ¢ Is not null (-ne NULL)

Most Boolean (true/false) fields support:

* Isequal to (-eq) e Isnull (-eq NULL)

* Is not equal to (-ne) ¢ s not null (-ne NULL)

Comparison Value

The value you enter for comparison must match the field type. For example, integer fields only support numerical
values. String fields support all alphanumeric characters. Boolean fields only support True or False. The value field
is not case sensitive. Date fields support only properly formatted dates and will initially display as mm/dd/yyyy.
You can choose to populate the date field by:
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e C(Clicking in a date Value field to open a pop-up calendar to select a date that will populate the field.

¢ Clicking in a segment of the date format (i.e., mm/dd/yyyy) and entering a value. As you continue to type in
any one segment, the cursor will keep moving onto the next segment.

The results that match your search criteria will be displayed in the results grid below the search selection options.

The results grid includes these fields:

Issued DN

The distinguished name of the certificate subject.

Import Date

The date the certificate was imported to Keyfactor
Command. This field will auto populate on any new
imports/enrollments of certificates. On an upgrade, this field
will be populated in existing certificates from the certificate
operation history.

Effective Date

The date the certificate was issued or became active.

Expiration Date

The date the certificate expires.

Issued CN

The common name of the certificate subject.

Issuer DN

The distinguished name of the certificate issuer.

Certificate Template

The short name of the template used to issue the certificate.

Principal Name

The identity that the certificate represents. The principal
name field is populated during certificate synchronization by
the user principal name (UPN) extracted from Active
Directory if there is a principal name in the certificate
subject alternative name (SAN).

Requester

The user or entity that requested the certificate.

Locations

The server(s), if any, that the certificate is hosted on (e.g. for
SSL certificates). If the certificate is found on multiple
servers, this field will show the number of servers on which
it was found and the location type (e.g. "4 SSL" or "6 JKS").
The specific server names can be found in the certificate
details.

Key Type

The key type of the certificate.

Key Size

The key size of the certificate.

Certificate State

The certificate state options are:
¢ Unknown (0)
e Active (1)
¢ Revoked (2)
* Failed (4)
* Pending (5)
e Certificate Authority (6)
¢ Parent Certificate Authority (7)
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Certificate Search @

Clicking "Advanced" allows you to build a query based on multiple criteria using AND/OR logic. Select a field and comparison operator in the drop-downs and then enter a comparison value. Click "Insert” to add the
search criteria to the query field below the selection fields. Each time you click the "Insert" button, an AND is added between the previous search criteria and the newly added one. You can change the AND to an OR if
desired. You can use parentheses around portions of the query along with AND/OR to change the query meaning.

Fleld Comparison Value
O Include Revoked O Include Expired
EDITALL | | REVOKEALL | | GET csv Total: 24 | REFRESH
Issued DN Import ... Effective... Expiration... Issued CN Issuer DN Certificate Template Pri... Reguester L. Key Type Key Size Certificate State
[] | cN-appsrwioZzkeyexample.. — 8/312022  09/2022 8912023 appsnvi02k.  CN=Corplss.. Enterprise Web Server KEYEXAMPLEYsm... RSA 2048 Active (1)
(7] | cN-appsrwrO3keyexample.. — 8/312022  8/9/2022 8/9/2023 appsr03k CN=Corplss... Enterprise Web Server KEYEXAMPLEYsm. RSA 2048 Active (1)
[C] | ©N=appsrwro4.keyexample... 8/312022  8/9/2022 8/9/2023 appsnviO4k.  CN=Corplss.. Enterprise Web Server KEYEXAMPLE\jsm. RSA 2048 Active (1)
C| CN-appsrwOlkeyexample.... 8/3112022 8/9/2022 8/9/2023 appsviOlk... CN=Corplss... Enterprise Web Server KEYEXAMPLE\sm... RSA 2048 Active (1)
[:| CN-=appsrvri3 keyexample.... 8/31/2022 8/8/2022 8/8/2023 appsvrid.k... CN-=Corples... Enterprise Web Server KEYEXAMPLE\jem... RSA 2048 Active (1)
(7] | ©N=websmra keyexample.. 8/312022  8/8/2022 8/8/2023 websrrigk.. CN-Carplss... Enterprise Web Server KEYEXAMPLE\jsm. RSA 2048 Active (1)
[[] = cN-appsrwriSkeyexample.. 8/312022  8/8/2022 8/8/2023 appsniriSk. CN=Corplss... Enterprise Web Server KEYEXAMPLE\sm. RSA 2048 Active (1)
[[] | cN-appsrridkeyexample... — 8/312022  8/2022 8/8/2023 appsnvri4k.. CN=Corplss... Enterprise Web Server KEYEXAMPLEYsm... RSA 2048 Active (1)

The search results can be sorted by clicking on a column header in the results grid for every column (except Certi-
ficate Locations, Key Type, and Certificate State). Click the column header again to reverse the sort order. The grid
columns can be arranged in any order desired by click-holding and dragging the header of the column you wish to
move. The column widths may be adjusted by click-holding and dragging the line separating two column headers.

You can click the Include Revoked and/or Include Expired buttons at the top of the results grid to toggle inclusion
of revoked or expired certificates in the results. By default they are excluded.

The rest of the buttons at the top of the display grid are used to interact with the certificates displayed in the
results grid. Some buttons are grayed out until you click on a grid row. Other certificate functions are available on
the right-click menu. To open the right-click menu, highlight a row in the results grid and right-click. You can also
double-click a certificate row in the results grid to open the Certificate Details (see Certificate Details on page 18).

To select a single row in the grid, click to highlight it and then select an operation from either the top of the grid or
the right-click menu. Some of the certificate operations support action on multiple certificates at once. To select
multiple rows, hold down the CTRL key and click each row on which you would like to perform an operation, or tick
the check box next to the row. Then select an operation from the top of the grid. The right-click menu supports
limited operations on the multiple certificates.

Advanced Searches

On any search page you can click Advanced to the right of the Search button to display the advanced search
options. Click Simple to close the advanced search options again.

Multiple Criteria

Using the advanced search options, you can build a query based on multiple criteria using AND/OR logic. As with a
simple search, you select a field and comparison operator in the drop-downs and then enter a comparison value, if
applicable. Click Insert to add the search criteria to the query field below the selection fields. Use the selection
fields to build multiple search criteria. Each time you click the insert button, an AND is added between the
previous search criteria and the newly added one. You can change the AND to an OR if desired. You can use paren-
theses around portions of the query along with AND/OR to change the query meaning.

For example, for certificate searches:
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(CN -contains "appsrvr" AND IssuedDate -ge "01/01/2022") OR (CN -contains "appsrvr" AND
TemplateShortName -contains "web")
This query will return all the certificates issued on or after January 1, 2022 with the string "appsrvr" in the CN and
also all certificates issued at any time with the string "appsrvr" in the CN using a template referencing Web. When
you have entered all the desired search criteria, click Search to execute the query. If you wish to clear the query
field and start over, click the Clear button.

Note: Multiple "OR" queries can be slow due to the nature of the query not being indexed and potentially
requiring multiple queries of the database. To mitigate this, we suggest you create a collection for the
subset of certificates, using the "OR" statement as needed, then perform a search starting with that collec-
tion and adding any additional conditions using advanced search from the search page. See Saving Search
Criteria as a Collection on the next page.

In addition to the options available in the query builder, three special values can be used in selected searches by
typing them in directly:

e %TODAY%
Use the TODAY special value in place of a specific date in date queries. This option supports math operations,
so you can use TODAY-10 or TODAY+30. The built-in Certificates Expiring in 7 Days collection uses this special
value (see Certificate Collection Manager on page 74).

Create a certificate search of IssuedDate -ge "%TODAY-7%" and save it as a collection called
Certificates Issued in the Last Week. Create another certificate search of ExpirationDate -It
"%TODAY+60%" and save it as a collection called Certificates Expiring in the Next 60 Days. This allows
you to have saved collections containing a comparison date without having to update the date in the
collection.

* %ME%
Use the ME special value in place of a specific domain\user name in queries that match a domain\user name.
The built-in My Certificates collection uses this special value (see Certificate Collection Manager on page 74).

Create a certificate search of NetBIOSRequester -contains "%ME%" and save it as a collec-
tion. Multiple users can now use this same collection to search for all the certificates on which they
were the requester in the current domain.

m Note: Certificate collections saved using the %ME% value are not supported for use in reports or on
the dashboard.

e %ME-AN%
Use the ME-AN special value in place of a specific user name excluding the domain. This is beneficial in envir-
onments with multiple domains where there is a desire to query for a user's certificates even if they were
requested across multiple domains.
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Create a certificate search of NetBIOSRequester -contains "%ME-AN%" and save it as a
collection. Multiple users can now use this same collection to search for all the certificates on which
they were the requester, regardless of domain.

m Note: Certificate collections saved using the %ME-AN% value are not supported for use in reports or
on the dashboard.

@ Important: The special query options of %TODAY%, %ME%, and %ME-AN% are only supported in upper-
case. Lowercase equivalents (e.g. %me%) cannot be substituted.

To build a deep link with your search criteria, begin with the following URL (where KEYFACTOR_SERVER_FQDN is
the FQDN of your Keyfactor Command administration server):

https://KEYFACTOR_SERVER_FQDN/keyfactorportal/CertificateCollection/Query?query=YOUR_URL_
ENCODED_QUERY
Your Management Portal may have been configured to use HTTP rather than HTTPS.

Replace YOUR_URL_ENCODED_QUERY with your search criteria as built using the advanced search. The search
criteria needs to be URL encoded, so, for example, spaces need to be replaced with %20 and quotation marks with
%22. However, many modern browsers will automatically do this for you. A deep link using part of the example
search shown above would look something like this without URL encoding:

https://keyfactor.keyexample.com/keyfactorportal/CertificateCollection/Query?query=CN -contains "appsrvr"
And with URL encoding, like this:

https://keyfactor.keyexample.com/keyfactorportal/CertificateCollection/Query?query=CN%20-contain-
$%20%22appsrvr%22

@ Tip: Click the help icon (@) next to the page title to open the embedded web copy of the Keyfactor
Command Reference Guide to this section.
You can also find the help icon at the top of the page next to the Log Out button. From here you can
choose to open either the Keyfactor Command Documentation Suite at the home page or the Keyfactor API
Endpoint Utility.

Saving Search Criteria as a Collection

To save your search criteria as a certificate collection:
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1. Click the Save button.

Save Collection X

Name

Recent Web Server Certificates

Description

Web Server Certificates Issued in the Last Week

Content

(TemplateShortName -startswith "Web"™ AND IssuedDate -ge "%TODA

Ignore Renewed Cert Resulis by

Common Name ~

[ show on Dashboard
Only the top 25 collections, alphabetically, will be displayed.

¥ showon MNavigator

2. Inthe Save Certificate Search dialog, enter a name for the certificate collection. This name appears at the top
of the page for this collection and can be configured to appear on the Management Portal menu under Certi-
ficates. It will also appear in other places within the Management Portal where you can reference certificate
collections (e.g. expiration alerts and certain reports and dashboards). Because it can appear on the menu and
in selection dropdowns, the name should be fairly short.

3. Enter a description for the collection. This description appears as a subtitle below the collection name on the
page for this collection and can be more detailed than the collection name.

4. Select a setting in the "Ignore renewed certificate results by" dropdown. The Ignore dropdown applies to
processing reports or expiration alerts and contains these options:

None
Do not eliminate duplicate certificates when processing reports or expiration alerts based on this certificate
collection.

Common Name

Eliminate duplicate certificates based on the common name in the certificate when processing reports or
expiration alerts. Certificates will be excluded from reports and expiration alerts if they share the same
common name and enhanced key usage (EKU—e.g. Client Authentication). The certificate with the most
recent issued date and the given common name and EKU will be included in the report or expiration alert.
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Distinguished Name

Eliminate duplicate certificates based on the distinguished name in the certificate when processing reports or
expiration alerts. Certificates will be excluded from reports and expiration alerts if they share the same distin-
guished name and EKU. The certificate with the most recent issued date and the given distinguished name
and EKU will be included in the report or expiration alert.

Principal Name

Eliminate duplicate certificates based on the principal name in the certificate status data stored in the
Keyfactor Command database for the certificate when processing reports or expiration alerts. The principal
name is added to the certificate status data for the certificate during certificate synchronization if the certi-
ficate SAN contains a "user principal name" or "NT principal name". Certificates will be excluded from reports
and expiration alerts if they share the same principal name and EKU. The certificate with the most recent
issued date and the given principal name and EKU will be included in the report or expiration alert.

Note: Regardless of the selection you make in the Ignore option, all certificates will appear in the
search results grid. Duplicate certificates are not excluded on this page.

When processing reports or expiration alerts based on this certificate collection, only certificates that
share all the EKUs (e.g. Client Authentication and Server Authentication) as well as the same CN, DN or
UPN will be eliminated as duplicates. If a certificate has more than one EKU and at least one EKU does
not match an otherwise similar certificate with matching CN, DN or UPN, it will not be eliminated on
reports or expiration alerts.

5. Check the Show on Dashboard box to include the results from this collection on the Collection dashboard
(see Dashboard: Collections on page 12). You will not be able to change this setting once the collection is
saved. If you need to change it, you would need to edit the collection and re-save it.

Note: The collections dashboard widget will only display the first 25 collections alphabetically. A brief
warning message explaining this will be shown on the collections save dialog when the Show on Dash-
board box is checked.

6. Check the Show in Navigator box to include the collection on the Management Portal menu (on the Certi-
ficates top-level menu dropdown).

7. Click Save to save the collection. The search results will display immediately. If you didn't select the Show in
Navigator option, you can find the collection again on the Certificate Collection Management page, accessed
by navigating to Certificates > Collection Manager from the Management Portal.

Tip: If you Save a new certificate collection, or Save a change to an existing certificate collection, that
change will be immediately reflected in the collection data used to display certificate collections on dash-
boards and reports. The data used by the dashboards and reports is stored in an intermediate table that is
updated immediately. It will also continue to be updated periodically (approximately every 20 minutes by
default as configured by the Dashboard Collection Caching Interval application setting) by the Keyfactor
Command Service (see Application Settings: Console Tab on page 549).
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2.1.3.3 Certificate Operations

Most common certificate operations (except enrollment) are available on the Certificate Search grid. The actions
available on the grid header include: Edit (users with read-only permissions will see Display instead), Delete,
Revoke, Edit All, Revoke All, Delete All (for collections only), and Get CSV. Secondary operations are shown on the
context menu, accessed by right-clicking on a selected row on the Certificate Search grid. The context menu
includes Edit (or Display), Delete, Delete Private Key, Revoke, Download, Add to Certificate Store, Remove from
Certificate Store, Renew, and Identity Audit. There is also an operation to place a hold, or remove a hold, on a
certificate, which is available from the Revoke operation through the Revocation Reason: Certificate Hold/Remove
From Hold. When selecting multiple rows, only the operations Edit, Delete, Revoke and Delete Private Key (only if
the private key is stored in the database) are enabled on the grid header and the context menu. For the edit
commands, the only details that can be edited are the metadata fields.

m Note: As of Keyfactor Command version 10, enrollment (PFX and CSR), renewal, and revocation requests
all flow through Keyfactor Command workflow. This will result in no changes to the enrollment, renewal,
and revocation user experience unless customizations have been added in workflow (see Workflow Defin-
itions on page 205).

Full descriptions of the available certificate operations are below.

Add to Certificate Store

Before adding a certificate to a certificate store in Keyfactor Command, you must approve an orchestrator to
handle the store and create a record for the store in Keyfactor Command. See Orchestrator Management on
page 450 and Certificate Store Operations on page 359.

Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read

Certificates: Download with Private Key

Certificate Store Management: Read

Certificate Store Management: Schedule

Permissions for certificates and certificate stores can be set at either the global or certificate collection and
certificate store container level. See Certificate Permissions on page 583 and Container Permissions on
page 586 for more information about global vs collection and container permissions.

m Note: Certificates cannot be added to stores that require private keys (e.g. IS personal stores) from this
interface unless the selected certificate contains a private key stored in the database. If the selected certi-
ficate does not contain a stored private key, stores that require a private key will not appear on the Select
Certificate Store Locations dialog.

To add a certificate to a certificate store:

1. Highlight the row in the results grid and right-click.

2. Choose Add to a Certificate Store from the right-click menu.
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3. When you select the Add to Certificate Store option the Select Certificate Store Locations dialog opens. When
you select the certificate stores to which you want to deploy your certificate and click Include, the Add to
Certificate Stores dialog appears BEHIND the Select Certificate Store Locations dialog, holding your selection
and leaving the Select Certificate Store Locations dialog open for you to continue selecting locations. The final
list of selections will only be accessible once you close the Select Certificate Store Locations dialog using the
Include and Close button.

Select Certificate Store Locations

The Select Certificate Store Locations dialog allows you to run queries against your certificate store list to
select which store(s) to deploy a selected certificate to. Check the box next to each certificate store location
to which you want to distribute the certificate.

m Note: Only compatible certificate stores and only stores in containers to which you have permissions
are shown on the grid.

@ Tip: You may change the search results by using the search fields at the top of the dialog. All of the
Keyfactor Command grid search features are available to assist your search. See Using the Certificate
Store Search Feature on page 356 for more information on the available search fields. The default
search criteria is AgentAvailable is equal to True.

The actions on the Select Certificate Store Locations dialog are:

* Include
Click this to add the selected certificate store(s) to your certificate selection and leave the search
dialog open for further searches.

¢ Include and Close
Click this to close the search dialog and add the selected certificate store(s) to your certificate selec-
tion, which will then be displayed and ready for updates as per the instructions in Add to Certificate
Stores.

¢ Close
Click this to cancel the operation and return to the main page with no certificate stores selected.

\/
KEYFACTOR 10.2 Keyfactor Command Documentation Suite 42



Select Certificate Store Locations

© Only compatible certificate stores are shown.

Fleld

Agenthvailable R

Agenthvailable -eq "true”

Category

File Transfer Protocol
F5 S5L Profiles REST
F5 S5L Profiles REST
File Transfer Protocol
NetScaler

IS Personal

oo0o00oood

IS Personal

Comparlson Value

is equal to w True

Client Machine
appsrvrB0.keyexample.com
bigip14.keyexample.com
bigip16.keyexample.com
fip93. keyexample.com
ns3.keyexample.com

websrr38 keyexample.com

websnra3 keyexample.com

Add to Certificate Stores

Store Path
files
Common
Common

!
/nsconfig/ssl
IS Personal

IS Personal

INSERT SIMFLE
SEARCH CLEAR

Total: 7

Container
FTP

F5 SSL

F5 SSL

FTP
NetScaler
IS Personal

IS Personal

REFRESH

INCLUDE INCLUDE AND CLOSE CLOSE

The Add to Certificate Stores page appears once you select at least one certificate store to distribute your
certificate to. It includes a grid section with a series of tabs that display a tab for each type of certificate store
selected with a list of the selected stores under each tab. The header section of the dialog shows global
options that apply to the add job as a whole:

¢ Include Certificate Stores

You may return to the Select Certificate Store Locations dialog by clicking Include Certificate Stores

above the grid. The current selections will be retained.

e Schedule when to run the job for the certificate store

In the Schedule dropdown, select a time at which the job to add the certificate to the stores should
run. The choices are Immediate or Exactly Once at a specified date and time. If you choose Exactly
Once, enter the date and time for the job. A job scheduled for Immediate running will run within a few

minutes of saving the operation. The default is Immediate.

¢ Include Private Key on Certificate Stores when the Private Key is optional
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Check the Include Private Key box if you want to deliver the private key of the certificate to any
selected certificate stores that do not require a private key (e.g. Java keystores). This option only
appears for certificates that have a private key available for distribution.

Click Remove at the top of the grid to remove the selected certificate store from the page. The certificate will
not be added to the store.

For each selected certificate store you can apply the following actions:

e Overwrite

Check Overwrite below the grid to overwrite any existing certificate in the same location and with the
same name or alias for the selected certificate store type.
e Alias

Add an Alias below the grid, if applicable, for the certificate store type. See the Information Required
by Certificate Store section, below, for more information.

Note: The tab heading of the certificate location will display an alert if an alias is required for
the location. If this is set to Forbidden on the certificate store type, the Alias field will not
display unless "Overwrite" is checked on this page.
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Add to Certificate Stores X

INCLUDE CERTIFICATE STORES

Schedule when to run the job for the certificate store:

Immediate v
[# Include Private Key on Certificate Stores when the Private Key is optional

Java Keystore IIS Personal F5 SSL Profiles REST File Transfer Protocol

Total: 1

Client Machine Store Path

bigipl6. keyexample.com Common

Select overwrite to replace an
existing certificate stored on

The Alias field will
appearinredifitis

Cwerwrite: Alias: | MyNewCert

Certificate Stores:

F5 SS1 Profiles REST: Alias Required

Information Required by Certificate Stores

Each type of certificate store has different requirements for providing an alias or other additional information.
Table 3: Alias Requirements by Certificate Store Type provides a quick breakdown by certificate store of
whether a certificate alias is required for new certificate additions or only for overwriting an existing certi-
ficate in the store.

Tip: When adding a certificate to a certificate store, you have the option to overwrite an existing certi-
ficate with the current certificate. If you choose this option, you will need to provide the alias of the
certificate you wish to overwrite. Find the alias values by navigating to Management Portal > Certi-
ficates > Certificate Search. Select the certificate you wish to overwrite and double-click, or click Edit,

\/
KEYFACTOR 10.2 Keyfactor Command Documentation Suite 45



from the grid header or right-click menu. Choose the Locations tab and double-click on the Location
Type (this must have a number other than zero in the Count column) to open the details dialog. The
Alias field holds the information that may be required for an overwrite.

Certificate Details X

REVOKE DOWNLOAD RENEW

Content  Metadata  Status  Validation  Locations  History

Location Type Count

Java Keystore o
PEM File

Java Keystore X

F5 SSL Profiles

IIS Roots
Total: 1

NetScaler
Store Machine  Store Path Alias
IIS Personal
srvr242 keyexa... lopt/app/storel... javastrba2

F5 Web Server

IS Revoked

F5 Web Server REST
F5 S5L Profiles REST
F5 CA Bundles REST

Amazon Web Service
CLOSE

CLOSE

Certificate Store Type Alias Functionality

Amazon Web Services Alias only required for overwrites
F5 CA Bundles REST Alias required for new additions and overwrites
F5 SSL Profiles Alias required for new additions and overwrites
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Certificate Store Type Alias Functionality

F5 SSL Profiles REST Alias required for new additions and overwrites
F5 Web Server Alias only required for overwrites

F5 Web Server REST Alias only required for overwrites

File Transfer Protocol Alias required for new additions and overwrites
IIS Personal Alias only required for overwrites

IIS Revoked Alias not needed

IIS Trusted Roots Alias not needed

Java Keystore Alias required for new additions and overwrites
NetScaler Alias required for new additions and overwrites
PEM File Alias only required for overwrites

Amazon Web Services (AWS)

Amazon Web Services (AWS) certificate stores require the addition of a private key and will only appear as
an option when you select a certificate with a private key. With this type of store, you have the option to
overwrite an existing certificate with the current certificate. If you choose this option, you will need to
provide the alias of the certificate you wish to overwrite. The alias is the internal ID assigned by Amazon
(the Amazon resource number or ARN). Provide the entire contents of the Alias/IP from this field when
entering an alias for overwrite. For example:
arn:aws:acm:us-west-2:220531701668:certificate/88e5dcfb-a70b-4636-a8ab-e85e8ad88780

F5 CA Bundles REST

F5 CA Bundle REST certificate store additions do not require the addition of a private key and will appear for
both certificates with a private key and those without. With this type of store, you will be prompted to add
an alias for the certificate. The alias is the file name used to store the file in the device file system, minus
the extension (e.g. use alias MyFile for a file named MyFile.crt). Aliases should be entered without spaces.
Note that certificate names are case sensitive. You have the option to overwrite an existing certificate with
the current certificate. If you choose this option, you will need to provide the alias of the certificate you
wish to overwrite.
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F5 SSL Profile

F5 SSL Profile certificate store additions do not require the addition of a private key and will appear for both
certificates with a private key and those without. With this type of store, you will be prompted to add an
alias for the certificate. The alias is the file name used to store the file in the device file system, minus the
extension (e.g. use alias MyFile for a file named MyFile.pfx). Aliases should be entered without spaces. Note
that certificate names are case sensitive. You have the option to overwrite an existing certificate with the
current certificate. If you choose this option, you will need to provide the alias of the certificate you wish to
overwrite.

F5 SSL Profile REST

F5 SSL Profile REST certificate store additions do not require the addition of a private key and will appear for
both certificates with a private key and those without. With this type of store, you will be prompted to add
an alias for the certificate. The alias is the file name used to store the file in the device file system, minus
the extension (e.g. use alias MyFile for a file named MyFile.pfx). Aliases should be entered without spaces.
Note that certificate names are case sensitive. You have the option to overwrite an existing certificate with
the current certificate. If you choose this option, you will need to provide the alias of the certificate you
wish to overwrite.

F5 Web Server

F5 Web Server certificate stores require the addition of a private key and will only appear as an option
when you select a certificate with a private key. With this type of store, you have the option to overwrite an
existing certificate with the current certificate. If you choose this option, you will need to provide the alias
of the certificate you wish to overwrite. The alias for F5 device certificates is typically "server".

F5 Web Server REST

F5 Web Server REST certificate stores require the addition of a private key and will only appear as an option
when you select a certificate with a private key. With this type of store, you have the option to overwrite an
existing certificate with the current certificate. If you choose this option, you will need to provide the alias
of the certificate you wish to overwrite. The alias for F5 device certificates is typically "server".

File Transfer Protocol (FTP)

File Transfer Protocol (FTP) certificate store additions do not require the addition of a private key and will
appear for both certificates with a private key and those without. With this type of store, you have the
option to overwrite an existing certificate with the current certificate. If you choose this option, you will
need to provide the alias of the certificate you wish to overwrite. In that case the new thumbprint should
be passed in as the alias without any spaces between the octets (e.g.
81009c6e5465ecf343ba55ff9612122a5a4f6b33 not 81 00 9c 6e 54 65 ec f3 43 ba 55 ff 96 12 12 2a 5a 4f 6b
33).
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1IS Personal

IIS Personal certificate stores require the addition of a private key and will only appear as an option when
you select a certificate with a private key. With this type of store, you have the option to overwrite an
existing certificate bound to an IS web site with the current certificate. If you choose this option, you will
need to provide the alias of the certificate you wish to overwrite. The alias is the thumbprint of the certi-
ficate bound to the IIS web site on the target. The thumbprint may be entered with or without spaces
between each octet (e.g. 81 00 9c 6e 54 65 ec f3 43 ba 55 ff 96 12 12 2a 5a 4f 6b 33 or
81009c6e5465ecf343ba55ff9612122a5a4f6b33).

Tip: Choosing overwrite for a certificate not bound to an IS web site will have no effect. No certi-
ficate will be overwritten.

1S Revoked and Trusted Root

IIS Revoked and Trusted Root certificate store additions do not require the addition of a private key and
will appear for both certificates with a private key and those without.

Tip: The overwrite functionality is not relevant for IIS Revoked and Trusted Root certificate stores
and should be ignored.

Java Keystore

Java keystore certificate store additions do not require the addition of a private key and will appear for
both certificates with a private key and those without. With this type of store, you will be prompted to add
an alias for the certificate. This optional alias is stored in the keystore associated with the certificate. You
have the option to overwrite an existing certificate with the current certificate. If you choose this option,
you will need to provide the alias of the certificate you wish to overwrite. Spaces are supported in the alias.

NetScaler

NetScaler certificate store additions do not require the addition of a private key and will appear for both
certificates with a private key and those without. With this type of store, you will must add an Alias for the
certificate. This serves as the file name used to store the file in the file system, so provide it with an appro-
priate extension (e.g. appserverl7.crt or appserver17.pfx). Aliases should be entered without spaces. You
must also enter the virtual server to associate the certificate with in the NetscalerVserver field. For a certi-
ficate with a private key, you are associating the certificate as a NetScaler Server Certificate. For a certi-
ficate without a private key, you are associating the certificate as a NetScaler CA Certificate and only CA
certificates are supported for this purpose. You will receive an error if you attempt to associate a non-CA
certificate without a private key with a virtual server. Entry of virtual server name is not case sensitive. You
have the option to overwrite an existing certificate with the current certificate. If you choose this option,
you will need to provide the alias (full file name with extension) of the certificate you wish to overwrite.
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PEM File

PEM certificate store additions do not require the addition of a private key and will appear for both certi-
ficates with a private key and those without. With this type of store, you have the option to overwrite an
existing certificate with the current certificate. If you choose this option, you will need to provide the alias
of the certificate you wish to overwrite. The alias is the thumbprint of the certificate without any spaces
between the octets (e.g. 81009c6e5465ecf343ba55ff9612122a5a4f6b33 not 81 00 9c 6e 54 65 ec f3 43 ba
55 ff 96 12 12 2a 5a 4f 6b 33).

Note: Keyfactor Command will automatically strip out any spaces between the octets in the alias
field, so it does not matter whether you enter the thumbprint with or without spaces.

4. Click Save to submit the certificate store additions.

Delete

Select one or more certificates in the results grid and then click Delete at the top of the grid or Delete in the right-
click menu to remove the selected certificate(s) from the Keyfactor Command database. If the selected certificates
have associated private keys stored in the database, these private keys are also removed. The certificates will be

returned to the Keyfactor Command database on the next full synchronization if synchronization for the certificate

source (certificate authority, SSL endpoint, etc.) is still configured. Certificate history and private keys do not
return when certificates re-synchronize.

@ Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read

Certificates: Delete

Permissions for certificates can be set at either the global or certificate collection level. See Certificate

Permissions on page 583 in the Keyfactor Command Reference Guide for more information about global vs
collection permissions.

Delete All

This option is available only in saved collections, not in standard certificate searches. Click the Delete All action
button at the top of the collection grid. The button appears active only if no certificates are selected on the grid. A
large deletion may take several minutes to complete. The certificates will be returned to the Keyfactor Command
database on the next full synchronization if synchronization for the certificate source (certificate authority, SSL
endpoint, etc.) is still configured.

Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read

Certificates: Delete

Permissions for certificates can be set at either the global or certificate collection level. See Certificate

Permissions on page 583 in the Keyfactor Command Reference Guide for more information about global vs
collection permissions.
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Delete Private Key

Click the Delete Private Key in the right-click menu to remove the private key of the selected certificate(s) from
the Keyfactor Command database. This option is only available if the private key is stored in the database.

Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read
Certificates: Delete

Permissions for certificates can be set at either the global or certificate collection level. See Certificate
Permissions on page 583 in the Keyfactor Command Reference Guide for more information about global vs
collection permissions.

Download

Click Downland in the right-click menu to download the selected certificate to the local computer with or without
a private key. Only one certificate may be downloaded at a time.

Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read
Certificates: Download with Private Key

The Download with Private Key permission is only needed for users who will be downloading certificates
with private keys. To download a certificate without a private key, Read permission is sufficient.

Permissions for certificates can be set at either the global or certificate collection level. See Certificate
Permissions on page 583 in the Keyfactor Command Reference Guide for more information about global vs
collection permissions.

Note: The Recover option that was found in previous versions of Keyfactor Command is now part of the
Download option.

You will be able to download a certificate including its private key if one of the following is true:
e The certificate has been stored in the Keyfactor Command database with its private key.

e The certificate was issued using a template that had key archival enabled, issued from a Microsoft CA that has
a valid Key Recovery Agent certificate, and that Key Recovery Agent certificate is configured on the Keyfactor
Command server.

@ Important: In order to successfully download certificates and retrieve their associated private keys
using Microsoft key recovery, the service account under which the Keyfactor Command application
pool is running must be granted "Issue and Manage Certificates" permission to the CA database as per
Create Active Directory Groups to Control Access to Keyfactor Command Features on page 2225 in the
Keyfactor Command Server Installation Guide, or, if delegation is configured for the CA, the user
executing the download must have these permissions.
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@ In order to support key recovery within Keyfactor Command, you need to import at least one Key
Recovery Agent certificate with a private key into the Keyfactor Command application pool user’s
personal certificate store on each Management Portal server. See Configuring Key Recovery for
Keyfactor Command on page 690.

@ Tip: CA-level key recovery is supported for Microsoft CAs to allow recovery of private keys for certi-
ficates enrolled outside of Keyfactor Command. CA-level key archiving is not supported for enroll-
ments done through Keyfactor Command. CA-level key recovery is not supported for EJBCA CAs. For
enrollments done through Keyfactor Command for either Microsoft or EJBCA CAs, use Keyfactor
Command private key retention (see Details Tab on page 336).

Note: Downloading of the private key is logged and reflected on the History tab of the certificate details
(see History Tab on page 29).

To download a certificate that has the private key stored in the Keyfactor Command database:

1.

2.

3.

Highlight the row in the results grid and right-click.

Choose Download from the right-click menu, or the action button on the Certificate Details dialog.

Download x

 Include Private Key

O Include Chain

Format

) PEM DER F7E @ PFX

In the Download dialog, select the Include Private Key option to include the private key of the certificate in
the download. If you choose Include Private Key for a PFX or PEM certificate with a private key, after you click
Download (step 6 below), PFX/PEM Password dialog will pop-up with the one-time password and action
buttons to Copy Password or Close the pop-up. Clicking Copy Password will copy the password to the clip-
board. As a security measure, the dialogue will close after 2 minutes. To secure the downloaded file, you will
need this password in order to access the PFX or PEM file generated by the download. Click Close to close the
PFX/PEM Password dialog once you have copied the password.
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PFX Password X

The PFX password Is shown below. This dizlog will
cloze In two minutes on Its own.

LiXBcaVZmHtC

[ | cormonom |

@ Important: The randomly generated password cannot be regenerated, so it must be copied prior to
closing the dialog.
4. Select Include Chain to include the certificate chain (root and intermediate certificates) in the download.

5. Chose an encoding format. Selecting the Include Private Key and Include Chain options changes which formats
are available.

6. Click Download to begin the download.
To download a certificate that does not have the private key stored in the Keyfactor Command database:
1. Highlight the row in the results grid and right-click.

2. Choose Download from the right-click menu.

Download X

O include Chain

Format

@PEM ()DER (P7B

3. Select Include Chain to include the certificate chain (root and intermediate certificates) in the download.

4. If Include Chain is selected, chose an encoding format of PEM or P7B. If Include Chain is not selected, chose
an encoding format of PEM or DER.

5. Click Download to begin the download.

Edit (Display)

Select one certificate in the results grid and then click Edit at the top of the grid, or Edit in the right-click menu, or
double-click the row, to pop up the certificate details dialog box in which you can view details of the certificate
data and edit metadata fields for the certificate. Users without Edit Metadata permissions to certificates will see a
Display option instead of an Edit option.
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Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read

Certificates: Edit Metadata

Certificate Store Management: Read

The Edit Metadata permission is only needed for users who will be modifying the values of metadata fields
for certificates. Users with Read permissions may view the exiting metadata values.

The Read permission for Certificate Store Management is only needed for users who will be viewing values
on the Locations tab.

Permissions for certificates and certificate stores can be set at either the global or certificate collection and
certificate store container level. See Certificate Permissions on page 583 and Container Permissions on
page 586 in the Keyfactor Command Reference Guide for more information about global vs collection and
container permissions.

Note: When you open a certificate for editing, only the custom Keyfactor Command metadata fields are
editable.

Note, the certificate details dialog also includes buttons for the download, revoke, and renew (if applicable) oper-
ations for users with appropriate permissions. You cannot change any of the certificate attributes from Certificate
Authority (shown on the Content tab) or any of the certificate status, validation, locations, or history data tracked
by Keyfactor Command (shown on the Status, Validation, Locations and History tabs).

See Certificate Details on page 18 for more detailed information about the certificate details dialog.

If you select multiple certificates to edit at once, only the metadata fields dialog will appear. See Edit All.

Edit All

Click Edit All at the top of the grid to open the metadata fields for all of the certificates in the query for editing.
The button appears active only if no certificates are selected on the grid. All defined metadata fields—including
those marked hidden—appear on the Edit All dialog. Each field includes an alert button that identifies whether the

certificates in the query have all of same ( & ) or different ( & ) values for each metadata field. Click the alert
button for an explanation of the impact the Overwrite settings for this field will have on the certificates.

See Metadata Tab on page 19 for more detailed information about the certificate details metadata.

Click Allow Modifying to enable the field for editing. Editing a field and selecting Overwrite will change the value
for all certificates. Editing this field and not selecting Overwrite will only change the value for certificates that do
not already have a value defined for this field.

Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read
Certificates: Edit Metadata
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Permissions for certificates can be set at either the global or certificate collection level. See Certificate

Permissions on page 583 in the Keyfactor Command Reference Guide for more information about global vs

collection permissions.

Edit All

Email-Contact

= contacté@edomain.com

« " Allow Modifying

Owenwrite

Machineldentifier

A

O .-E-.IID'.-.' Modifying

Owenwrite

BusinessUnit

"Required
A w
O O Allow Medifying
Owenwrite
AppOwnerEmailAddress
*Required
A  infoakeyexample.com
O O anow Modifying
Ovenarite
Y,
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Alert X

The selected certificates have different values for this metadata field. Editing this
field and selecting Overwrite will change the value for all certificates. Editing this
field and not selecting Overwrite will only change the value for certificates that
do not already have a value defined for this field.

Alert X

All certificates selected have the same value for this metadata field, or all have
no value. Editing this field and selecting Overwrite will change the value for all
certificates. Editing this field and not selecting Owverwrite will only change the
valug for certificates that do not already have a value defined for this field.

Get CSV

Click Get CSV from the top of the grid to download all the certificates in the results grid to a comma-delimited CSV
file. The button appears active only if no certificates are selected on the grid.

Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read

Permissions for certificates can be set at either the global or certificate collection level. See Certificate

Permissions on page 583 in the Keyfactor Command Reference Guide for more information about global vs
collection permissions.

The CSV file will contain the following information for each exported certificate:
* |ssued DN

¢ |mport Date
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o Effective Date

e Expiration Date

* Issued CN

e C(Certificate Authority Name
¢ Template Display Name
e Principal

e Requester

¢ Key Type

e Key Size

e Certificate State

e Thumbprint

A confirmation dialog will pop up providing an approximate file size of the file that will be generated. A CSV file
generated from a very large result set may take a long time to download or may be unwieldy to edit.

Confirm Operation X

A comma-separated file will be generated and then the download will begin. You
hawve selected 18 cert(s) which will generate a file approximately 12.45 KB. Are
you sure?

Identity Audit

Click Identity Auditin the right-click menu to view the certificate level permissions (read, edit metadata, download
with private key, revoke, and delete) granted to all user roles defined in Keyfactor Command (see Security Roles
and Identities on page 572) for the selected certificate.

Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Auditing: Read

Certificates: Read

Security Settings: Read

Permissions for certificates can be set at either the global or certificate collection level. See Certificate
Permissions on page 583 in the Keyfactor Command Reference Guide for more information about global vs
collection permissions.
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CN=websrvr42 keyexample.com X

Search for Users/Groups @
Download with

Users/Groups Read EditMetadata . Revoke Delete
Private Key

KEYEXAMPLE\Keyfactor Administrators
KEYEXAMPLE\svc_keyfactorpool
KEYEXAMPLE\Keyfactor Portal Power Users

KEYEXAMPLE\Keyfactor Portal Viewers

Remove from Certificate Store

Click Remove from Certificate Store in the right-click menu to remove the selected certificate from a certificate
store or stores. Two dialog boxes will pop up as per Add to Certificate Store on page 41 allowing you to select the
certificate store(s) from which you wish to remove the certificate. In the first dialog, select the certificate store
from which you want to remove the certificate and click the Include and Close button and then click Save in the
second dialog. Only certificate stores that contain the certificate and to which the user has permissions will be
shown.

Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read

Certificate Store Management: Read

Certificate Store Management: Schedule

Permissions for certificates and certificate stores can be set at either the global or certificate collection and
certificate store container level. See Certificate Permissions on page 583 and Container Permissions on
page 586 in the Keyfactor Command Reference Guide for more information about global vs collection and
container permissions.

@ Tip: The small Remove button at the top of the grid applies to managing the list in the grid only and will
remove certificate stores from the selection of stores in the grid. Highlight a row and click remove to
remove it from the list.
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Select Certificate Store Locations

© Only compatible certificate stores are shown.
Fleld Comparison

AgentAvailable R is equal to w

AgentAvailable -eq "true”

Category Client Machine

Java Keystore appsrvrB0.keyexampl...

Value

True

Store Path

lopt/app/store2 jks

w INSERT SIMPLE

Total: 1 REFRESH
Container

Javal

INCLUDE INCLUDE AND CLOSE CLOSE
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Remove from Certificate Stores

INCLUDE CERTIFICATE STORES

Schedule when to run the job for the cerificate store:

Immediate ~

Java Keystore

Client Machine

appsrvrB0.keyexampl...

Renew

Store Path

loptfapp/store2. jks

Total: 1
Alias

marshmallowbear

Click Renew in the right-click menu to renew or re-issue the selected certificate.

Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read

Certificate Enrollment: Enroll PFX
Certificate Store Management: Read
Certificate Store Management: Schedule

Permissions for certificates and certificate stores can be set at either the global or certificate collection and
certificate store container level. See Certificate Permissions on page 583 and Container Permissions on

page 586 in the Keyfactor Command Reference Guide for more information about global vs collection and
container permissions.

The renewal dialog includes the options of one-click renewal (the Continue option), which supports renewal with
no further user interaction, or seeded PFX enrollment (the Configure option), to be redirected to the

PFX Enrollment page with the information for the certificate pre-populated in the enrollment fields. The Continue
option is only available if either one of the following is true:
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e The certificate is located together with its private key in one or more managed certificate store(s).

¢ The certificate was enrolled with a template that has been configured in Keyfactor Command to allow private
keys to be encrypted and stored in the Keyfactor Command database (see Certificate Template Operations on
page 330).

Renew/Reissue Certificate X

One click renewal is available for this certificate.

CONTINUE CONAGURE CANCEL

Note: The Continue option is only supported if the user performing the renewal has permissions to enroll
using the template and CA associated with the original certificate.

From the seeded PFX Enrollment page, you can change the CA or template for enroliment, change the subject
information or metadata for the certificate, set or remove SANs, or change the certificate store(s) to which the
renewed certificate will be distributed. To change the certificate store(s) for distribution, on the PFX Enrollment
page, scroll down to the Certificate Delivery Format section and click the Include Certificate Stores button. This
will open the Select Certificate Store Locations dialog. For more information, see Add to Certificate Store on
page 41 and PFX Enrollment on page 131.

Certificates issued by Microsoft CAs will be renewed (meaning the certificate will be issued with a different private
key) regardless of how recently they were issued. Certificates issued by other certificate authorities will be
renewed (typically retaining the same private key but with a new expiration date) if they are within the renewal
window specified by the certificate template and re-issued (retaining the same expiration date) if they are not yet
within the renewal window.

m Note: As of Keyfactor Command version 10, enrollment (PFX and CSR), renewal, and revocation requests
all flow through Keyfactor Command workflow. This will result in no changes to the enrollment, renewal,
and revocation user experience unless customizations have been added in workflow (see Workflow Defin-
itions on page 205).

Revoke

Select one or more certificates in the results grid and then click Revoke to revoke the selected certificate(s). When
you select revoke, a dialog box pops up prompting for the effective revocation date, the reason for the revocation
(for which there are dropdown choices), and comments (required). Upon completion of the revocation, the CRL for
the CA in question is immediately republished to reflect the revocation. Unless you choose the revocation reason
of Certificate Hold, there is no way to undo a revoke so care should be taken with this operation.

Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read
Certificates: Revoke
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Permissions for certificates can be set at either the global or certificate collection level. See Certificate
Permissions on page 583 in the Keyfactor Command Reference Guide for more information about global vs
collection permissions.

@ Important: In order to successfully revoke certificates, the service account under which the Keyfactor
Command application pool is running must be granted "Issue and Manage Certificates" and "Manage CA"
permissions to the CA database as per Create Active Directory Groups to Control Access to Keyfactor
Command Features on page 2225 in the Keyfactor Command Server Installation Guide, or, if delegation is
configured for the CA, the user executing the revoke must have the"lssue and Manage Certificates" permis-
sions while the application pool service account has the "Manage CA" permissions. If you are using explicit
credentials to authenticate your CA (see Adding or Modifying a CA Record on page 308), it is the user
specified on the CA configuration in Keyfactor Command who must have both these permissions on the
CA.

m Note: As of Keyfactor Command version 10, enrollment (PFX and CSR), renewal, and revocation requests
all flow through Keyfactor Command workflow. This will result in no changes to the enrollment, renewal,
and revocation user experience unless customizations have been added in workflow (see Workflow Defin-
itions on page 205).

Revoke Details X

Issued DN

CM=appsnvril.keyexample.com

Serial Number

1800000028EAS57DFE6ABE608CE68000000000028

Revocation Effective Date

03/29/2022 )

Revocation Reason Revocation Reason

Cessation Of Operation A [ Reason Unspecified v]

Reason Unspecifled
Key Compromised
CA Compromised

4 Afflllation Changed
Superseded

Cessatlon Of Operation

Remove From Hold

Comments

Server removed

Revoke: Certificate Hold / Remove from Hold

If you would like to suspend one or more certificates without permanently revoking them, select one or more certi-
ficates in the results grid and then click Revoke at the top of the grid or Revoke on the right-click menu. Select
Certificate Hold as the revocation reason. You will be required to add a comment in the Comments field to Save
the record change.
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When you Revoke a certificate using the revocation reason of Certificate Hold, the certificate is in the revoked
state, with the revocation reason of Certificate Hold. You will only be able to see the certificate on a certificate
search with Include Revoked checked. To return the certificate to the Active state, Revoke it again with the reason
Remove from Hold. You will be required to add a comment in the Comments field to Save the record change.

Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read
Certificates: Revoke

Permissions for certificates can be set at either the global or certificate collection level. See Certificate
Permissions on page 583 in the Keyfactor Command Reference Guide for more information about global vs
collection permissions.

m Note: As of Keyfactor Command version 10, enrollment (PFX and CSR), renewal, and revocation requests
all flow through Keyfactor Command workflow. This will result in no changes to the enrollment, renewal,
and revocation user experience unless customizations have been added in workflow (see Workflow Defin-
itions on page 205).

Revoke All

If you would like to revoke ALL the certificates in the current query results set, click Revoke All at the top of the
grid. The button appears active only if no certificates are selected on the grid.

When you select revoke all, a dialog box pops up prompting for the effective revocation date, the reason for the
revocation (for which there are dropdown choices), comments (required), and confirmation of the number of certi-
ficates being revoked. Upon completion of the revocations, the CRL(s) for the CA(s) in question is immediately
republished to reflect the revocations. Unless you choose the revocation reason of Certificate Hold, there is no
way to undo a revoke so care should be taken with this operation.

A maximum of 1000 certificates can be revoked at once with this option. If the query contains more certificates
than this, a warning dialog will appear and you will not be allowed to continue with the revocation.

Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Certificates: Read
Certificates: Revoke

Permissions for certificates can be set at either the global or certificate collection level. See Certificate
Permissions on page 583 in the Keyfactor Command Reference Guide for more information about global vs
collection permissions.

m Note: As of Keyfactor Command version 10, enrollment (PFX and CSR), renewal, and revocation requests
all flow through Keyfactor Command workflow. This will result in no changes to the enrollment, renewal,
and revocation user experience unless customizations have been added in workflow (see Workflow Defin-
itions on page 205).
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Note: The Revoke All option can be removed from display on the certificate search pages using the
Revoke All Enabled application setting (see Application Settings: Console Tab on page 549).

Revoke Details X
Issued DN
CM=appsnr80.keyexample.com,OU=IT L=Independence ST=0hio,
C=uUs

Enter 35 to confirm the revoke all.

Serial Number

590000017D8CF67B2A22FAG49F00000000017D
59000007E16D9168167EE494D00000000017E

Revocation Effective Date

03/29/2022 ()
Revocation Reason
Superseded w
Comments Revocation Reason
Replaced

[ Reason Unspecified v]

Reason Unspecifled
Key Compromised
a5 CA Compromised
Affillation Changed

Cessatlon Of Operation

Remove From Hold

2.1.3.4 Add Certificate

The add certificate tool supports importing certificates in .cer, .crt, .pfx, .p12, or .p7b formats. This tool has several
purposes, including:

It can be used to import certificates generated outside the enterprise PKI environment—such as those
purchased from a commercial certificate vendor or generated by a non-Microsoft CA.

It can be used to import certificates acquired using CSRs generated by Keyfactor Command and issued by a CA
not managed using Keyfactor Command to allow for ongoing management with Keyfactor Command.

It can be used to push a certificate with the associated private key out to a certificate store when you have the
appropriate .pfx or .p12 file available.

It can be used as a quick shortcut to push a certificate without a private key out to a certificate store when you
have the certificate file in hand and don’t want to search for the certificate in Keyfactor Command in order to
push it out to the certificate store.

Before you can add a certificate to a certificate store with this option, you must first add the certificate store
in Keyfactor Command (see Certificate Stores on page 354) and install, start, and approve the orchestrator
(see Orchestrator Management on page 450 and the Installing Orchestrators on page 2347 guide.

If you import a certificate that has either already been imported via a synchronization task or has been manually
imported previously, the certificate will not be re-imported. You will receive a notification message, when you save

\/
KEYFACTOR 10.2 Keyfactor Command Documentation Suite 64



it, if the certificate already exists in the Keyfactor Command database. Any metadata currently stored in the data-
base for that certificate will be displayed in the metadata fields on the page (for .cer and .crt format certificates),
and any changes you make to the metadata on this page will overwrite the existing metadata for the certificate
when you complete the import (for all certificate formats).

To use the add certificate tool
1. Inthe Management Portal, browse to Certificates > Add Certificate.
2. Inthe Add Certificate section of the page, click the Upload button to open a browse window.
3. Inthe browse window, browse to select the certificate you wish to import.

4. For a .pfx or.p12 file, when prompted enter the password for the file and Save. This will open the Add Certi-
ficate page, which will allow you to change/add metadata and choose certificate locations to deploy the certi-
ficate to. Set PFX Password allows you to reenter the password once you have uploaded the certificate.

Add Certificate @

Use this page to import a certificate into Keyfactor, and optionally add it to one or more locations within your environment. These

3 Add Certificate

Upload Certificate

Expecting extension: crt, cer, pfx, p12, p7b x

PFX Password

PFX Password
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5. In the Certificate/PFX Details section of the page, review the certificate information.

Add Certificate @

Use this page to Import a certificate Into Keyfactor, and optionally add It to one or more locations within your environment. Thes

3 Add Certificate

Upload Certificate

ET.cer UPLOAD

Expecting extension: crt, cer, pfx, p12, pTb

B Certificate / PFX Details

Issued DN E=info2tkeyexample.com, CN=BT, OU=uNIT1, O=Qwerty, L=cLEV, S=oh, C=us
Issuer DN CN=Root CA, DC=keyexample, DC=com
Thumbprint  21CB2CBAFTGR0FETEO90B264175BABBDTATIDIAS

Explration Date  2023-0118

Metadata

Install Into Certificate Locations

6. Inthe Metadata section of the page, populate the metadata fields as appropriate for the certificate. Metadata
fields that have been designated as required on a system-wide or template-level basis will be marked with
*Required.

B Metadata

Email-Contact
info@keyexample.com

Machineldentifier

123

BusinessUnit *Required
Finance

AppOwnerEmallAddress *Required

b.brown@keyexample.com

7. Inthe Install into Certificate Locations section of the page, select each certificate store location to which you
want to distribute the certificate, if desired. To do this, click the Include Certificate Stores button. This will
cause the Select Certificate Store Locations dialog to appear. Make your certificate store selections in this
dialog as described in Select Certificate Store Locations, below, and click Include and Close. You will then see
some additional fields on the page. Populate these as per Add to Certificate Stores and Information Required
for Certificate Stores, below.
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Select Certificate Store Locations

The Select Certificate Store Locations dialog allows you to run queries against your certificate store list to
select which store(s) to deploy a selected certificate to. Check the box next to each certificate store location
to which you want to distribute the certificate.

m Note: Only compatible certificate stores and only stores in containers to which you have permissions
are shown on the grid.

@ Tip: You may change the search results by using the search fields at the top of the dialog. All of the
Keyfactor Command grid search features are available to assist your search. See Using the Certificate
Store Search Feature on page 356 for more information on the available search fields. The default
search criteria is AgentAvailable is equal to True.

The actions on the Select Certificate Store Locations dialog are:

¢ Include
Click this to add the selected certificate store(s) to your certificate selection and leave the search
dialog open for further searches.

* Include and Close
Click this to close the search dialog and add the selected certificate store(s) to your certificate selec-
tion, which will then be displayed and ready for updates as per the instructions in Add to Certificate
Stores.

¢ Close
Click this to cancel the operation and return to the main page with no certificate stores selected.
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Select Certificate Store Locations

© Only compatible certificate stores are shown.

Fleld

Agenthvailable R

Agenthvailable -eq "true”

Category

File Transfer Protocol
F5 S5L Profiles REST
F5 S5L Profiles REST
File Transfer Protocol
NetScaler

IS Personal

oo0o00oood

IS Personal

Comparlson Value

is equal to w True

Client Machine
appsrvrB0.keyexample.com
bigip14.keyexample.com
bigip16.keyexample.com
fip93. keyexample.com
ns3.keyexample.com

websrr38 keyexample.com

websnra3 keyexample.com

Add to Certificate Stores

Store Path
files
Common
Common

!
/nsconfigissl
IS Personal

IS Personal

INSERT SIMFLE
SEARCH CLEAR

Total: 7

Container
FTP

F5 SSL

F5 SSL

FTP
NetScaler
IS Personal

IS Personal

REFRESH

INCLUDE INCLUDE AND CLOSE CLOSE

The Add to Certificate Stores page appears once you select at least one certificate store to distribute your
certificate to. It includes a grid section with a series of tabs that display a tab for each type of certificate store
selected with a list of the selected stores under each tab. The header section of the dialog shows global
options that apply to the add job as a whole:

¢ Include Certificate Stores

You may return to the Select Certificate Store Locations dialog by clicking Include Certificate Stores

above the grid. The current selections will be retained.

¢ Schedule when to run the job for the certificate store

In the Schedule dropdown, select a time at which the job to add the certificate to the stores should
run. The choices are Immediate or Exactly Once at a specified date and time. If you choose Exactly
Once, enter the date and time for the job. A job scheduled for Immediate running will run within a few

minutes of saving the operation. The default is Immediate.

Click Remove at the top of the grid to remove the selected certificate store from the page. The certificate will
not be added to the store.

For each selected certificate store you can apply the following actions:
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e Overwrite
Check Overwrite below the grid to overwrite any existing certificate in the same location and with the
same name or alias for the selected certificate store type.

¢ Alias

Add an Alias below the grid, if applicable, for the certificate store type. See the Information Required
by Certificate Store section, below, for more information.

Note: The tab heading of the certificate location will display an alert if an alias is required for
the location. If this is set to Forbidden on the certificate store type, the Alias field will not
display unless "Overwrite" is checked on this page.

(3 Install Into Certificate Locations

INCLUDE CERTIFICATE STORES

Schedule when to run the job for the cerificate store:

Immediate w

Java Keystore IS Personal F5 SSL Profiles REST File Transfer Protocol
_—
Total: 1
Client Machine Store Path
bigipl6.keyexample.com Common

Select overwrite to replace an
existing certificate stored on

The Alias field will
s K3 | Insiencin appearinredifitis

Certificate Stores:
F5 SS1 Profiles REST: Alias Required

Information Required by Certificate Stores

Each type of certificate store has different requirements for providing an alias or other additional information.
Table 4: Alias Requirements by Certificate Store Type provides a quick breakdown by certificate store of
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whether a certificate alias is required for new certificate additions or only for overwriting an existing certi-
ficate in the store.

Tip: When adding a certificate to a certificate store, you have the option to overwrite an existing certi-
ficate with the current certificate. If you choose this option, you will need to provide the alias of the
certificate you wish to overwrite. Find the alias values by navigating to Management Portal > Certi-
ficates > Certificate Search. Select the certificate you wish to overwrite and double-click, or click Edit,
from the grid header or right-click menu. Choose the Locations tab and double-click on the Location
Type (this must have a number other than zero in the Count column) to open the details dialog. The
Alias field holds the information that may be required for an overwrite.

Certificate Details X

REVOKE DOWNLOAD m

Content  Metadata  Status  Validation  Locations  History

Location Type Count
Java Keystore o
PEM File
F5 SSL Profiles J ava Keystore
IIS Roots
Total: 1

NetScaler

Store Machine  Store Path Alias
IIS Personal

srvr242 keyexa... lopt/app/storel... javastrba2
F5 Web Server

IS Revoked
F5 Web Server REST
F5 S5L Profiles REST

F5 CA Bundles REST

Amazon Web Service m

CLOSE
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Certificate Store Type Alias Functionality

Amazon Web Services Alias only required for overwrites

F5 CA Bundles REST Alias required for new additions and overwrites
F5 SSL Profiles Alias required for new additions and overwrites
F5 SSL Profiles REST Alias required for new additions and overwrites
F5 Web Server Alias only required for overwrites

F5 Web Server REST Alias only required for overwrites

File Transfer Protocol Alias required for new additions and overwrites
1IS Personal Alias only required for overwrites

IIS Revoked Alias not needed

1IS Trusted Roots Alias not needed

Java Keystore Alias required for new additions and overwrites
NetScaler Alias required for new additions and overwrites
PEM File Alias only required for overwrites

Amazon Web Services (AWS)

Amazon Web Services (AWS) certificate stores require the addition of a private key and will only appear as
an option when you select a certificate with a private key. With this type of store, you have the option to
overwrite an existing certificate with the current certificate. If you choose this option, you will need to
provide the alias of the certificate you wish to overwrite. The alias is the internal ID assigned by Amazon
(the Amazon resource number or ARN). Provide the entire contents of the Alias/IP from this field when
entering an alias for overwrite. For example:
arn:aws:acm:us-west-2:220531701668:certificate/88e5dcfb-a70b-4636-a8ab-e85e8ad88780

F5 CA Bundles REST

F5 CA Bundle REST certificate store additions do not require the addition of a private key and will appear for
both certificates with a private key and those without. With this type of store, you will be prompted to add
an alias for the certificate. The alias is the file name used to store the file in the device file system, minus
the extension (e.g. use alias MyFile for a file named MyFile.crt). Aliases should be entered without spaces.
Note that certificate names are case sensitive. You have the option to overwrite an existing certificate with
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the current certificate. If you choose this option, you will need to provide the alias of the certificate you
wish to overwrite.

F5 SSL Profile

F5 SSL Profile certificate store additions do not require the addition of a private key and will appear for both
certificates with a private key and those without. With this type of store, you will be prompted to add an
alias for the certificate. The alias is the file name used to store the file in the device file system, minus the
extension (e.g. use alias MyFile for a file named MyFile.pfx). Aliases should be entered without spaces. Note
that certificate names are case sensitive. You have the option to overwrite an existing certificate with the
current certificate. If you choose this option, you will need to provide the alias of the certificate you wish to
overwrite.

F5 SSL Profile REST

F5 SSL Profile REST certificate store additions do not require the addition of a private key and will appear for
both certificates with a private key and those without. With this type of store, you will be prompted to add
an alias for the certificate. The alias is the file name used to store the file in the device file system, minus
the extension (e.g. use alias MyFile for a file named MyFile.pfx). Aliases should be entered without spaces.
Note that certificate names are case sensitive. You have the option to overwrite an existing certificate with
the current certificate. If you choose this option, you will need to provide the alias of the certificate you
wish to overwrite.

F5 Web Server

F5 Web Server certificate stores require the addition of a private key and will only appear as an option when
you select a certificate with a private key. With this type of store, you have the option to overwrite an
existing certificate with the current certificate. If you choose this option, you will need to provide the alias
of the certificate you wish to overwrite. The alias for F5 device certificates is typically "server".

F5 Web Server REST

F5 Web Server REST certificate stores require the addition of a private key and will only appear as an option
when you select a certificate with a private key. With this type of store, you have the option to overwrite an
existing certificate with the current certificate. If you choose this option, you will need to provide the alias
of the certificate you wish to overwrite. The alias for F5 device certificates is typically "server".

File Transfer Protocol (FTP)

File Transfer Protocol (FTP) certificate store additions do not require the addition of a private key and will
appear for both certificates with a private key and those without. With this type of store, you have the
option to overwrite an existing certificate with the current certificate. If you choose this option, you will
need to provide the alias of the certificate you wish to overwrite. In that case the new thumbprint should be
passed in as the alias without any spaces between the octets (e.g.
81009c6e5465ecf343ba55ff9612122a5a4f6b33 not 81 00 9c 6e 54 65 ec f3 43 ba 55 ff 96 12 12 2a 5a 4f 6b
33).
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IIS Personal

IIS Personal certificate stores require the addition of a private key and will only appear as an option when
you select a certificate with a private key. With this type of store, you have the option to overwrite an
existing certificate bound to an IIS web site with the current certificate. If you choose this option, you will
need to provide the alias of the certificate you wish to overwrite. The alias is the thumbprint of the certi-
ficate bound to the IIS web site on the target. The thumbprint may be entered with or without spaces
between each octet (e.g. 81 00 9c 6e 54 65 ec f3 43 ba 55 ff 96 12 12 2a 5a 4f 6b 33 or
81009c6e5465ecf343ba55ff9612122a5a4f6b33).

Tip: Choosing overwrite for a certificate not bound to an IS web site will have no effect. No certi-
ficate will be overwritten.

IIS Revoked and Trusted Root

IIS Revoked and Trusted Root certificate store additions do not require the addition of a private key and will
appear for both certificates with a private key and those without.

Tip: The overwrite functionality is not relevant for IS Revoked and Trusted Root certificate stores
and should be ignored.

Java Keystore

Java keystore certificate store additions do not require the addition of a private key and will appear for
both certificates with a private key and those without. With this type of store, you will be prompted to add
an alias for the certificate. This optional alias is stored in the keystore associated with the certificate. You
have the option to overwrite an existing certificate with the current certificate. If you choose this option,
you will need to provide the alias of the certificate you wish to overwrite. Spaces are supported in the alias.

NetScaler

NetScaler certificate store additions do not require the addition of a private key and will appear for both
certificates with a private key and those without. With this type of store, you will must add an Alias for the
certificate. This serves as the file name used to store the file in the file system, so provide it with an appro-
priate extension (e.g. appserverl7.crt or appserverl7.pfx). Aliases should be entered without spaces. You
must also enter the virtual server to associate the certificate with in the NetscalerVserver field. For a certi-
ficate with a private key, you are associating the certificate as a NetScaler Server Certificate. For a certi-
ficate without a private key, you are associating the certificate as a NetScaler CA Certificate and only CA
certificates are supported for this purpose. You will receive an error if you attempt to associate a non-CA
certificate without a private key with a virtual server. Entry of virtual server name is not case sensitive. You
have the option to overwrite an existing certificate with the current certificate. If you choose this option,
you will need to provide the alias (full file name with extension) of the certificate you wish to overwrite.
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PEM File

PEM certificate store additions do not require the addition of a private key and will appear for both certi-
ficates with a private key and those without. When you check the box for a PEM store, a new PFX Password
section will appear on the page. The password you enter here is used to encrypt the private key of the certi-
ficate when stored in the PEM file or separate password file. If you choose to uncheck the Use Custom Pass-
word box, the private key will be encrypted with a random password which is not accessible to you. For
most use cases, you will need a known password for this purpose, so leave the Use Custom Password box
checked and make note of the password you use for this purpose. With this type of store, you have the
option to overwrite an existing certificate with the current certificate. If you choose this option, you will
need to provide the alias of the certificate you wish to overwrite. The alias is the thumbprint of the certi-
ficate without any spaces between the octets (e.g. 81009c6e5465ecf343ba55ff9612122a5a4f6b33 not 81 00
9c 6e 54 65 ec f3 43 ba 55 ff 96 12 12 2a 5a 4f 6b 33).

Note: Keyfactor Command will automatically strip out any spaces between the octets in the alias
field, so it does not matter whether you enter the thumbprint with or without spaces.

8. Click Save to import the certificate to Keyfactor Command

%

Note: When you import a certificate containing a private key (a .pfx or .p12 file), the private key for that
certificate is stored in the Keyfactor Command database. Users with limited permissions to the Add Certi-
ficate function may have permissions to upload certificates but not store private keys. If a user with this
permission model uploads a certificate containing a private key, the certificate itself will be imported (if it
does not already exist in the database), but the private key will not be stored. The user will receive a
message indicating this. For more information about setting permissions for importing certificates, see
Security Roles and Identities on page 572.

Tip: Click the help icon (@) next to the page title to open the embedded web copy of the Keyfactor
Command Reference Guide to this section.

You can also find the help icon at the top of the page next to the Log Out button. From here you can
choose to open either the Keyfactor Command Documentation Suite at the home page or the Keyfactor API
Endpoint Utility.

2.1.3.5 Certificate Collection Manager

The Certificate Collection Manager is used to:

¢ View a list of certificate collections

e Change whether or not the collections show in Navigator (the top menu, where they appear under
Certificates).

¢ View whether or not the collections show in the dashboard widget (see Dashboard: Collections on page 12).

¢ Delete a certificate collection
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e Search for specific certificate collections from the list (see Using the Collection Manager Search Feature on
page 77).
¢ View all the certificates in a collection by highlighting the collection from the Certificate Collection Manager

grid and clicking the View action button. This will open a new window with the name of the collection in a
certificate search grid (see Viewing an Existing Certificate Collection on the next page).

To open the Certificate Collection Management grid, browse to Certificates > Collection Manager in the Manage-
ment Portal. The Certificate Collection Management page includes the following collection action buttons from the
grid header:

e Set Show in Navigator on the collection to determine whether or not the collection appears in Navigator (the
top menu under Certificates). To change this setting, highlight the row in the collection management grid and
click Show in Navigator at the top of the grid, or right-click the collection in the grid and choose Show in
Navigator from the right-click menu. This will toggle the Yes/No in the Show in Navigator grid column.

e To delete a collection, highlight the row (or rows) in the collection management grid and click Delete at the
top of the grid or right-click the collection in the grid and choose Delete from the right-click menu.

¢ Highlight a row in the collection management grid and click View at the top of the grid, or right-click the collec-
tion in the grid and choose View from the right-click menu to be taken to the list of certificates in that collec-
tion. Choosing this option will open the certificate search page in a new window filtered with the specific
collection.

Certificate Collection Management®

Configure which collections are shown in the navigator, as well as which collections are shown on the dashboard.

Fleld Comparison Value

The My Certificates
collection, which

Name - is equal to

Total: 5 | REFRESH

Name Query Show in Navigator Specific Permissions Configured Ignore Renewed By On Dashboard

[J | Certificates Expiring in 7 Days GrDate -ge "ETODAYS" AND Expir. Yes No Distinguished Name. Yes

[J | Certificates with Weak Encryptig; ((SigningAlgarithm -contains "SHA 1" OR Si. Yes No Distinguished Name. Yes

[ mycentificates NetBIOSRequester q "%ME%" Yes No Distinguished Name No

[ | rovoked contncatos RovocationData -no NULL vos No Distinguishod Namo Yos

[[] | self-Signed Certificates SelfSigned -eq true Yes No Distinguished Name Yes

Keyfactor Command Auto-Created Collections

Several collections are created automatically when Keyfactor Command is installed:

e C(Certificates Expiring in 7 Days
This collection uses the special %TODAY% value in place of the current date to create a collection that can be
used on any day to find the certificates that will expire within the next week. Only active certificates are
included in this collection. The query for this collection is:
ExpirationDate -ge "%TODAY%" AND ExpirationDate -le "%TODAY+7%" AND CertState -eq "1"

e Certificates with Weak Encryption
This collection uses a variety of key type, key size, and signing algorithm queries to produce a collection that
returns active certificates that have weak encryption. The query for this collection is:
((SigningAlgorithm -contains "SHA 1" OR SigningAlgorithm -contains "SHA1" OR
SigningAlgorithm -contains "SHA-1") OR (SigningAlgorithm -contains "MD") OR (KeyType -
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eq 3 AND KeySize -1t 224) OR (KeyType -eq 1 AND KeySize -1t 2048)) AND CertState -eq
nym

e My Certificates
This collection uses the special %ME% value in place of a specific user name to create a collection that any
user can use to find the certificates on which they were the requester. The query for this collection is:
NetBIOSRequester -eq "%ME%"

Note: Certificate collections saved using the %ME% value are not supported for use in reports or on
the dashboard.

e Revoked Certificates
This collection returns revoked certificates by querying for certificates that have a non-null revocation date.
The Include Revoked box is automatically checked for this collection when run. The query for this collection is:
RevocationDate -ne NULL

* Self-Signed Certificates
This collection returns all certificates that are self-signed. In environments with no certificates imported from
external sources (e.g. SSL scanning), this would typically just be CA certificates. The query for this collection is:
SelfSigned -eq true

@ Important: The special query options of %TODAY%, %$ME%, and %ME-AN% are only supported in upper-
case. Lowercase equivalents (e.g. %¥me%) cannot be substituted.

@ Important: All automatically created collections are included on the menu by default, and all are included
in the Certificate Collections Management grid by default. They are created for fresh installations of
Keyfactor Command only, not upgrades, so as not to overwrite any user-defined collection for existing
installations.

@ Tip: Click the help icon (@) next to the page title to open the embedded web copy of the Keyfactor
Command Reference Guide to this section.
You can also find the help icon at the top of the page next to the Log Out button. From here you can
choose to open either the Keyfactor Command Documentation Suite at the home page or the Keyfactor API
Endpoint Utility.

Viewing an Existing Certificate Collection

To view an existing certificate collection, either browse to the Certificates dropdown on the Management Portal
menu and select the desired collection from the dropdown (if the collection has Show in Navigator set as Yes), or
browse to Certificates > Collection Manager from the Management Portal and then select View, or double-click the
row, from the Certificate Collection Management grid. When you select the collection for viewing, the search will
begin immediately and the certificate search grid will open with the results from the collection. For information on
using the certificate search grid, see Certificate Search Page on page 31.
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Key Certs®

Key Certs: Clicking "Advanced" allows you to build a query based on multiple criteria using AND/OR logic. Select a field and comparison operator in the drop-downs and then enter a comparison value. Click "Insert” to add the search eriteria to the query field
below the selection fields. Each time you click the "Insert” button, an AND is added between the previous search criteria and the newly added one. You can change the AND to an OR if desired. You can use parentheses around portions of the query along
with AND/OR to change the query meaning.

Fleld Comparlson Value

N v is equal to v ADVANCED

Collection: [ CN -contains "kay" |

O Include Revoked O Include Expired

DELETE COLLECTION || PERMISSIONS

EDITALL | | REVOKEALL | | DELETEALL | | GET CsV Total: 18 | REFRESH

Issued DN Import Date Effective Date  Expiration D... | lIssued CN Issuer DN Certificate Templ... |~ Principal Name Requester Locations  KeyTy.. = KeySize Ceriificate Sta...
[ cN-recapplekeye. 42012021 41202021 412012023 red-apple keyexam CN-Root CADC-ke..  Enterprise Web Ser. KEYEXAMPLE\sarand RsA 2048 Actve ()
E\ CN=dc240 keyexa... 3M7/2021 3172021 3M7/2022 dc240 keyexample.... CN=Root CADC=ke. Domain Controller KEYEXAMPLE\DC2... RSA 2048 Active (1)
E\ CN-dwarf-cheese.k. 11412021 10/8/2020 10/8/2022 dwarf-cheese keyex... CN-Root CADC=ke. Enterprise Web Ser. BUFFYisarahd RSA 2048 Active (1)
C\ CN-aquaduct-appl... 114/2021 10/5/2020 10/5/2022 aquaduct-applesau... CN=Root CADCke... Enterprise Web Ser.. BUFFY\sarahd ECC 384 Active (1)

(]| cn-aquaductappl. 1142021 101512020 1ors12022 aquaduct.applosau..  CN-RootCADC-Ko..  Entorpriso Wab Sor BUFFYsarand £ce 384 Actio ()

Available operations on a certificate collection include; Save, Save As, Delete Collection or view Permissions on
the certificate collection. Click Save to save any changes to the query. The Save dialog is also where you can
change the Ignore, Show on Dashboard and Show in Navigator settings of an existing collection. See Saving Search
Criteria as a Collection on page 38. Click Save As to create a new collection based on the existing collection. You
can then edit the search criteria for the new collection without affecting the existing collection. Click Delete Collec-
tion to delete the certificate collection. Click Permissions to view collection level permission for the collection (see
Certificate Permissions on page 583).

Tip: If you Save a new certificate collection, or Save a change to an existing certificate collection, that
change will be immediately reflected in the collection data used to display certificate collections on dash-
boards and reports. The data used by the dashboards and reports is stored in an intermediate table that is
updated immediately. It will also continue to be updated periodically (approximately every 20 minutes by
default as configured by the Dashboard Collection Caching Interval application setting) by the Keyfactor
Command Service (see Application Settings: Console Tab on page 549).

Using the Collection Manager Search Feature

The search function allows you to query the database for information. The same query structure is used in multiple
locations within the Keyfactor Command Management Portal.

When you first open the page, you will see the simple search option. To execute a search, select the field and
comparison operators in the dropdowns and type something on which to search in the value field (if applicable). If
you select an "is null" or "is not null" comparison operator, the value field will be grayed out. Click the Search
button to execute the query.

Each query consists of three parts:

Query Field

The available fields for querying vary depending on the area of the Management Portal in which the search is
used. On this page, the queries can be done on the following built-in fields:

Name Query
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Complete or partial matches with the name of the collec- Complete or partial matches with the query.
tion.

Comparison Operator

The query comparison operators vary depending on the type of field selected and the specific properties of the
field. The list below shows the dropdown list comparison operators, as well as the equivalent query language
syntax (in parentheses).

Most string fields (the vast majority of the built-in fields) support:

¢ Isequal to (-eq) e Starts with (-startswith)
* [s not equal to (-ne) ¢ Ends with (-endswith)

¢ Contains (-contains) e Isnull (-eq NULL)

¢ Does not contain (-notcontains) ¢ Is not null (-ne NULL)

Most date and integer fields support:

* Isequal to (-eq) * |s greater than (-gt)

¢ Is not equal to (-ne) ¢ s greater than or equal to (-ge)
* s less than (-It) e Isnull (-eq NULL)

¢ s less than or equal to (-le) ¢ Is not null (-ne NULL)

Most Boolean (true/false) fields support:

¢ Isequal to (-eq) ¢ Isnull (-eq NULL)

* |s not equal to (-ne) e Isnot null (-ne NULL)

Comparison Value

The value you enter for comparison must match the field type. For example, integer fields only support numerical
values. String fields support all alphanumeric characters. Boolean fields only support True or False. The value field
is not case sensitive. Date fields support only properly formatted dates and will initially display as mm/dd/yyyy.
You can choose to populate the date field by:

¢ C(Clicking in a date Value field to open a pop-up calendar to select a date that will populate the field.

¢ Clicking in a segment of the date format (i.e., mm/dd/yyyy) and entering a value. As you continue to type in
any one segment, the cursor will keep moving onto the next segment.

The results that match your search criteria will be displayed in the results grid below the search selection options.

Advanced Searches

On any search page you can click Advanced to the right of the Search button to display the advanced search
options. Click Simple to close the advanced search options again.

Multiple Criteria
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Using the advanced search options, you can build a query based on multiple criteria using AND/OR logic. As with a
simple search, you select a field and comparison operator in the drop-downs and then enter a comparison value, if
applicable. Click Insert to add the search criteria to the query field below the selection fields. Use the selection
fields to build multiple search criteria. Each time you click the insert button, an AND is added between the
previous search criteria and the newly added one. You can change the AND to an OR if desired. You can use paren-
theses around portions of the query along with AND/OR to change the query meaning.

For example, for certificate searches:

(CN -contains "appsrvr" AND IssuedDate -ge "01/01/2022") OR (CN -contains "appsrvr" AND
TemplateShortName -contains "web")
This query will return all the certificates issued on or after January 1, 2022 with the string "appsrvr" in the CN and
also all certificates issued at any time with the string "appsrvr" in the CN using a template referencing Web. When
you have entered all the desired search criteria, click Search to execute the query. If you wish to clear the query
field and start over, click the Clear button.

2.1.4 Reports

Keyfactor Command uses the Logi Analytics Platform to provide a number of built-in reports based on certificate
data in the Keyfactor Command database. These reports are available for viewing through the Management Portal,
if you configured that option during the installation and configuration process (see Dashboard and Reports Tab on
page 2262 in the Keyfactor Command Server Installation Guide). The reports can also be configured to save to a
network path or deliver via email periodically, if desired.

As of Keyfactor Command version 10, Logi has been upgraded to v14 SP2 and a new Logi license is included in the
application.

Note: Any CAs that have not been configured for synchronization will not appear as an option for reports
which require selecting a CA.

Tip: If you Save a new certificate collection, or Save a change to an existing certificate collection, that
change will be immediately reflected in the collection data used to display certificate collections on dash-
boards and reports. The data used by the dashboards and reports is stored in an intermediate table that is
updated immediately. It will also continue to be updated periodically (approximately every 20 minutes by
default as configured by the Dashboard Collection Caching Interval application setting) by the Keyfactor
Command Service (see Application Settings: Console Tab on page 549).

Once a report has been generated, you may be able to export it to either PDF, Excel, or CSV. The export file types
available for each standard report are shown in Table 5: Chart of Available Exports per Standard Report.
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PDF and Excel Excel and CSV PDF, Excel and CSV

Certificate Count by Template Certificates Found at TLS/SSL Endpoints Certificate Count Grouped by Single
Metadata Fields

Certificate Count by User per Certificates in Collection

Template

Certificate by Key Strength Expiration Report by Days

Certificates by Revoker Full Certificate Extract

Certificates by Type and Java Revoked Certificates in Certificate

Keystores Stores

Certificate Issuance Trends with SSH Keys with Root Logon Access

Metadata

Expiration Report SSH Trusted Public Keys with No Known
Private Key

Issued Certificates Per Certificate SSH Key Usage Report
Authority

Monthly Executive Report
PKI Status for Collection
Statistical Report

SSH Keys by Age

Report Drill-down

Most reports now have drill-down capability. Clicking on a chart or graph segment in a report will open the corres-
ponding query grid in a new browser window or tab populated with the query as defined by the selected graph
segment. For example, for the Certificates by Key Strength report, clicking on a bar or pie will take you to the Certi-
ficate Search page pre-populated with the query that corresponds to that bar or pie.
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Certificates by Key Strength

Export
Active CA Certificates by Signing Algorithm for
CorplssuingCA1
125
11
10
75
5
25
0
SHA-256WithRSA
Active Certificates by Key Size for Active Certificates by Key Size for
CorplssuingCA1 [ CorplssuingCA1
. Or click here to
Click here to !
384 Bits
2048 Bits

12 10

B KeySizelnint B0 <= 9191 bits & == 2048 bits [0 == 511 bits & == 128 bits

Figure 54: Report Drill Down: Certificates by Key Strength Report

Certificate Search®

Clicking "Advanced" allows you to build a query based on multiple criteria using AND/OR logic. Select a field and comparison operator in the drop-downs and then enter a comparison value. Click "Insert” to add the search criteria to the query field below the
selection fields. Each time you click the "Insert” button, an AND is added between the previous search criteria and the newly added one. You can change the AND to an OR If desired. You can use parentheses around portions of the query along with

AAND/OR to change the query meaning.

Fleld Comparison Value

| Keysize v | sequalto MERE:" |
\keysize -eq "384” AND CA -eq "CorplssuingCAT™ | ‘

O Include Reveked O Include Expired B

CLEAR

Figure 55: Report Drill Down: Certificate Search Results

List of Built-In Reports

eoir | | peiere | | revoxe | [eDmALL| [Revoxeact | [eeTcsv | Totak:1 | RerRes |
| Issued DN Import Date Effective Date  ExpirationD...  Issued CN Issuer DN Certficate Templ..  Principal Name Requester Locations  KeyTy.. KeySize | Ceriificate Sta...
D | CN-=aguaduct-apple... 1132021 10/5/2020 10/5/2022 aquaduct-applesauc... CN-=Root CADC=ke... Enterprise Web Serv... BUFFY\zarahd ECC 384 Active (1)

The following reports are available as part of the standard Keyfactor Command installation. Those marked with a
(*) have been configured to Show in Navigator by default, so they appear on the Management Portal top menu

under Reports. The Report Manager page shows all the available reports.
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e Certificate Count by Template

e Certificate Count by User per Template

e Certificate Count Grouped by Single Metadata Field
e Certificate Issuance Trends with Metadata
¢ Certificates by Key Strength

¢ Certificates by Revoker

o Certificates by Type and Java Keystores

¢ Certificates Found at TLS/SSL Endpoints

¢ C(Certificates in Collection (*)

e Expiration Report (*)

e Expiration Report by days (*)

e Full Certificate Extract (*)

¢ Issued Certificates per Certificate Authority
* Monthly Executive Report

e PKI Status for Collection (*)

e Revoked Certificates in Certificate Stores

e SSH Key Usage Report

e SSH Keys by Age

e SSH Keys with Root Logon Access

e SSH Trusted Public Keys with No Known Private Keys
¢ Statistical Report (*)

2.1.4.1 Certificate Count by Template

The Certificate Count by Template report includes bar graphs showing the number of certificates issued, failed and
revoked by template in the selected date range for the selected CA(s). Separate graphs are generated for issued
and revoked certificates and for each selected CA. Each graph contains all the templates that have had certificates
issued or revoked for the period.

Note: Clicking on a bar on the graph, or a section of a pie chart or line graph, will open a new window as a
drill down to the certificate search grid filtered for the exact criteria of that aspect of the graph. You can
return to the original report by navigating to the original report window.
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Certificate Count by Template

Export

Issued Certificates By Template From HQlIssuingCA1 From 8/22/2022 to 9/21/2022

=

@

IS

)

- ‘ :
Sample (WebServerv1) Sample (WebServer)

Sample (WebServerECDSA) Sample (WebServerv2)

Figure 56: Certificate Count by Template: Issued Certificates
The export options for the Certificate Count by Template report are Excel and PDF.
The input parameters for this report are:

¢ The start date and end date for the report date range. The default date range is 30 days prior through the
current date, meaning only certificates issued and revoked in that date range will be included in the report.

e The CA(s) to include in the report. Templates that are available for issuance from more than one CA are
reported separately by CA.

m Note: Only CAs configured for synchronization are available for reporting.

Note: By default, this report is configured not to appear on the top menu under Reports and can be found

only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

2.1.4.2 Certificate Count by User per Template

The Certificate Count by User per Template report includes a table and bar graphs.

The bar graphs show the number of certificates issued by the certificate requester and template in the selected
date range for the selected template(s). The report shows one bar for each requester and template combination;

for example, "KEYEXAMPLE\jsmith - Template One" would be one bar and "KEYEXAMPLE\mjones - Template One"
would be another bar.

Note: Clicking on a bar on the graph, or a section of a pie chart or line graph, will open a new window as a
drill down to the certificate search grid filtered for the exact criteria of that aspect of the graph. You can
return to the original report by navigating to the original report window.
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Certificate Count by User per Template

Export

From 8/22/2022 (UTC) to 9/22/2022 (UTC)

8

KEYEXAMPLE\mjones - Enterprise Web Server (2016)

7

Most Recent Requests (Max 100)

Issued Date
w1y

912212022 6:24
PM
912212022 5:20
PM
912212022 4:12
PM

9/22/2022 2:20
PN

912212022 12:14
Al

9/22/2022 12:06
Al

Certificate CN

websrirE7 keyexample.com

Thumbprint

8E237C2AB91ESEG 1B76GF2CE7EETF353D134FD99

aposrri6 om
appsnvri3.keyexample com

appsrr 38 keyexample.com

appsrri2 keyexample com

websrvrd3 keyexample.com

CBEEFBCES:

342967A1CBFB5626FD67CDDS4ESBA49397EF 1241

2E50E44EACDEFADAFBF275EB20E1FDCOA2B3BB40

43CTFTCEBALSEDOST 25D005747052ATFEC3CIFSF

AA5ADBDB41EB228E03636646DA46262C1A0357D3

Figure 57: Certificate Count by User by Template

1

KEYEXAMPLE\ggant - Enterprise Web Server

KEYEXAMPLE\jsmith - Enterprise Web Server - RA

W User - Template Name

User Name
KEYEXAMPLE ggant
KEYEXAMPLE smith
KEYEXAMPLE|SMIth

KEYEXAMPLEImjones

KEYEXAMPLE\jsmith

KEYEXAMPLE\smith

Template Name
Enterprise WeD Server
Enterprise Web Server
Enterprise WeD Server

Enterprise Web Server

Enterprise Web Server
(2016)

Enterprise Web Server -
RA

2

A Cert Store Location

websrvr42 keyexample.com - IS Personal

websrvrg3 keyexample.com - IS Personal

ns3 keyexample.com - insconfigiss|

ns3 keyexample.com - insconfigiss!

weDsrvre3 keyexample.com - IS Personal

2

KEYEXAMPLE\smIth - Enterprise Web Server (2016)

The table shows detailed information for the certificates issued in the selected time-frame (up to a maximum of

100).

The export options for the Certificate Count by User per Template report are Excel and PDF. The PDF exports in
landscape format to accommodate the width of the report.

The certificate details grid includes these fields:

¢ |Issued Date

The certificate's effective date.

e Certificate CN
Common name of the certificate.

* Thumbprint

Thumbprint of the certificate.

e User Name

The user who requested the certificate. In some cases

(e.g. enrollment using the Restrict Allowed Requesters

option), this will be a service account rather than an end

user.

The input parameters for this report are:

* Template Name

Name of the template used for the certificate.

e SSL Network
The name of the SSL network containing the endpoint at

which the certificate is found, if any.

e Cert Store Location
The certificate store or stores in which the certificate is
found, if any.

¢ The template names on which to report. Although you can select multiple templates, selecting more than one
or two templates can make for a messy report, depending on how many unique users have requested certi-
ficates using the selected template(s) in the date range. Defaults for the template(s) on which to report can be
configured in the report parameters (see Report Manager Operations on page 113).
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¢ The start date and end date for the date range on which to report. The default date range is one month
ending with the current date. These defaults can be changed in the report parameters (see Report Manager
Operations on page 113).

¢ A requester and template combination bar will only be included in the bar chart, with corresponding details in
the details grid, if the number of certificates issued for it in the selected date range exceeds the value selected
for Certificate count more than.

You want to track down instances of duplicate certificates where user X has been issued a
certain type of certificate more than once and more than one of these certificates is still valid (not
revoked). To use this report for that, select the template or templates used for that particular type of
certificate (say, a client authentication template), select a date range that would cover the full lifetime
for certificates issued by that template, and select a value of 1 or greater in the Certificate count more
than field. The report results will include all users who have multiple certificates issued with the
selected template(s) in the selected date range.

m Note: Certificates must have a certificate state of Active to be included in the report. The report output
includes active and expired certificates but not revoked certificates.

m Note: By default, this report is configured not to appear on the top menu under Reports and can be found
only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

2.1.4.3 Certificate Count Grouped by Single Metadata Field

The Certificate Count Grouped by Single Metadata Field report includes a data table with two columns:

e Metadata Value
All the populated values for the selected metadata field for certificates issued in the selected date range.

e Certificate Count
The number of certificates issued for each metadata value in the selected date range.

For example, if the selected metadata field is AppOwnerEmailAddress, the table will show a row for each unique
email address populated in a certificate issued in the selected date range with a count of how many certificates
share that same email address.
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Certificate Count Grouped by Single Metadata - AppOwnerEmailAddress
Export

Active certificates with values in
metadata field
"AppOwnerEmailAddress”

Metadata Value Certificate Count
betty brown@keyexample.com 37
john.smith@keyexample.com 1
martha.jones@keyexample.com | 21
zed.adams@keyexample.com 26

The export options for the Certificate Count Grouped by Single Metadata Field report are CSV, Excel, and PDF.

The input parameters for this report are:

¢ The metadata field on which to report. Only Boolean, integer, multiple choice, and string fields are available
for reporting.

e The start date and end date for the date range on which to report. The default date range is one month
ending with the current date. Only certificates issued within the time span will be counted.

Note: Certificates must have a certificate state of Active to be included in the report. The report output
includes active and expired certificates but not revoked certificates. Only certificates issued within the time
span will be counted.

Note: By default, this report is configured not to appear on the top menu under Reports and can be found
only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

2.1.4.4 Certificate Issuance Trends with Metadata

The Certificate Issuance Trends with Metadata report produces tables and pie charts showing currently active certi-
ficates based on the selected input parameters as follows: the number of certificates per requester and the
number of certificates per metadata value for each of the metadata fields chosen, based on the certificate collec-
tion chosen. Multiple tables and charts will be produced when the report is generated.

Note: Clicking on a bar on the graph, or a section of a pie chart or line graph, will open a new window as a
drill down to the certificate search grid filtered for the exact criteria of that aspect of the graph. You can
return to the original report by navigating to the original report window.
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Certificate Issuance Trends with Metadata - Key PKI Certificates
Export

Count per Requester:

Table 5
Requester Total Certificates

ggant

jsmith

mjones

zeadams

(ot |7 ]

R I N Y

~

Figure 59: Certificate Issuance Trends with Metadata: Requesters

Metadata:
AppOwnerLastName
Table

AppOwnerLastName Total Certificates
Adams 12

Brown 14

Jones 9

Smith 5
(Total |40 |

Count per Requester: Chart

ggant jsmith mjones zeadams

Metadata: AppOwnerLastName Chart

M Adams Brown [l Jones I Smith

Figure 60: Certificate Issuance Trends with Metadata: Metadata Table and Chart

The export options for the Certificate Issuance Trends with Metadata report are Excel and PDF.

Note: When either scheduling or exporting this report as an Excel file, the output will not include the

graphs.

The input parameters for this report are:

¢ Collections: The name of the collection to report on.

¢ The start date and end date for the report: The definition of the date range for the report.

¢ Metadata: Check a metadata field from the pop-up to select it for this report.

¢ Requesters: A comma-separated list of requester user names (do not included the domain name).

Tip: If you Save a new certificate collection, or Save a change to an existing certificate collection, that
change will be immediately reflected in the collection data used to display certificate collections on
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@ dashboards and reports. The data used by the dashboards and reports is stored in an intermediate table
that is updated immediately. It will also continue to be updated periodically (approximately every 20
minutes by default as configured by the Dashboard Collection Caching Interval application setting) by the
Keyfactor Command Service (see Application Settings: Console Tab on page 549).

m Note: By default, this report is configured not to appear on the top menu under Reports and can be found
only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

m Note: Other than the option of certificates with no associated CA, only CAs currently configured for
synchronization are available for reporting.

2.1.4.5 Certificates by Key Strength

The Certificates by Key Strength report includes a bar graph showing the number of active certificates by key
strength (e.g. sha-1, sha-256) for the selected CA(s), a bar graph showing the number of active certificates by key
size for the selected CA(s), and a pie chart for each selected CA showing the active certificates by key size (e.g.
1024 bit, 2048 bit).

Note: Clicking on a bar on the graph, or a section of a pie chart or line graph, will open a new window as a
drill down to the certificate search grid filtered for the exact criteria of that aspect of the graph. You can
return to the original report by navigating to the original report window.

Active Certificates by Key Size for HQlIssuingCA1 Active Certificates by Key Size for HQlssuingCA1

1

21

1 1
0 I I
4096 Bits 2048 Bits 521 Bits 22

I Key Size <= 8191 bits & >= 2048 bits <= 2047 bits & == 512 bits

The export options for the Certificates by Key Strength report are Excel and PDF.

This report takes as an input parameter the CA(s) on which to report and includes the option to report on certi-
ficates that have no associated CA. Typically, these would be certificates found via SSL scanning or inventory on
certificate stores.
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m Note: By default, this report is configured not to appear on the top menu under Reports and can be found
only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

m Note: Other than the option of certificates with no associated CA, only CAs currently or previously
configured for synchronization are available for reporting.

2.1.4.6 Certificates by Revoker

The Certificates by Revoker report includes a bar graph showing the number of certificates revoked through
Keyfactor Command in the selected date range for the selected CA(s) broken down by the user doing the revoc-
ation. The report shows one bar for each revoker.

Note: Clicking on a bar on the graph, or a section of a pie chart or line graph, will open a new window as a
drill down to the certificate search grid filtered for the exact criteria of that aspect of the graph. You can
return to the original report by navigating to the original report window.

Certificates by Revoker
Export
Certificates by Revoker for:
CorplssuingCA1, HQlIssuingCA1

From 9/23/2021 (UTC) to 9/22/2022 (UTC)
25

2
15
1 1 1
DE - -
0

KEYEXAMPLE\ggant KEYEXAMPLE\jsmith KEYEXAMPLE\mjones

Figure 62: Certificates by Revoker
The export options for the Certificates by Revoker report are Excel and PDF.

Note: Certificates that have been revoked outside of Keyfactor Command (e.g. directly on the CA) appear
with an "Unknown" revoker.

The input parameters for this report are:

¢ The evaluation date for the report. This report covers a specified number of days, weeks or months ending
with this date. The default evaluation date is the current date, meaning certificates revoked up to the current
date will be included in the report. The default can be changed in the report parameters (see Report Manager

\/
KEYFACTOR 10.2 Keyfactor Command Documentation Suite 89



Operations on page 113).

e The number of periods to include in the report. This is how many days, weeks or months of data to include in
the report. The default is 52.

e The period length for the report. The options are days, weeks or months. The default is weeks.

e The CA(s) to include in the report. Certificates that were issued from CA(s) other than those selected will not
be included in the counts of revoked certificates.

m Note: By default, this report is configured not to appear on the top menu under Reports and can be found
only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

m Note: Only CAs currently or previously configured for synchronization are available for reporting.

2.1.4.7 Certificates by Type and Java Keystore

The Certificates by Type and Java Keystore report provides a table with a summary of the number of certificates
generated throughKeyfactor Command in the selected date range broken down by PFX requests versus CSR
requests for a selected CA or CAs. In addition, a count is provided of certificates that were added to Java Keystores
in this timeframe (new or existing certificates from any source).

Certificates by Type and Java Keystores

Export

Count of Issued PFX/CSR Certificates and JKS Additions
For CorplssuingCA1, HQIssuingCA1
From 8/23/2022 to 9/22/2022

PFX Count JKS Count CSR Count
24 2 3

The export options for the Certificates by Type and Java Keystore report are Excel and PDF.

The input parameters for this report are:

e The CA(s) to include in the report. Certificates that were issued from CAs other than those selected will not be
included in the counts of PFXs and CSRs.

¢ The start date and end date for the date range on which to report. The default date range is one month
ending with the current date. These defaults can be changed in the report parameters (seeReport Manager
Operations on page 113).

\/
KEYFACTOR 10.2 Keyfactor Command Documentation Suite 90



m Note: By default, this report is configured not to appear on the top menu under Reports and can be found

only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

m Note: Only CAs currently or previously configured for synchronization are available for reporting.

2.1.4.8 Certificates Found at TLS/SSL Endpoints

The Certificates Found at TLS/SSL Endpoints report provides a table which shows the IP Address and Port for any
discovered endpoints with the Issued DN for the certificate or certificates discovered at the endpoint and the
server name indication (SNI) configured on the endpoint, if available. The report table includes these fields:

IP Address
Port

Issued DN
SNI Name
Reverse DNS

Certificates Found at TLS/SSL Endpoints

Export
Ip Address  Port Issued DN SNI Name Reverse DNS
10.15.20.2 443 CN=pfSense-619d0359492a1,0=pfSense webConfigurator Self-Signed Certificate 10.15.20.2
10.15.20.1 443 C=DE\:ST\=Berlini;L\=Berlin\, CN\=0penwrt\; 10.15.20.1
10.4.3.183 8443 | C=US,0=Key Example,CN=ManagementCA ejoca2 keyother.com
10.4.3.175 443 CN=bigip16.keyexample.com,OU=IT,L=Independence, ST=0hio,C=US bigip16.keyexample.com
10.4.3.133 8443 | C=US,0=Key Example.CN=gjbca2 keyother.com ejbca2 keyother.com
10.4.3.154 443 CN=default SWFQOW,.0U=NS Internal O=Citrix ANG L=3an Jose ST=California,C=US ns3.keyexample.com
104380 443 CMN=appsrral keyexample com, OU=IT L=Independence ST=Chio, C=US appsrvrd0 keyexample com
10431 443 CM=pfSense-f158d0355408231 O=pfSense webConfigurator Self-Signed Cerificale 10431
10.4.3 242 443 CM=keyfactor?42 keyexample com snir242 keyexample com

The export options for the Certificates Found at TLS/SSL Endpoints report are CSV and Excel.

The input parameters for this report are:

The orchestrator pool on which to report. Only one orchestrator pool can be selected. A default for the orches-
trator pool on which to report can be configured in the report parameters (see Report Manager Operations on
page 113).

The start date and end date for the date range on which to report. The default date range is one month
ending with the current date. These defaults can be changed in the report parameters (see Report Manager
Operations on page 113).

Note: By default, this report is configured not to appear on the top menu under Reports and can be found
only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).
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2.1.4.9 Certificates in Collection

The Certificates in Collection report shows detailed information for the active, expired and revoked certificates in

the selected collection.

Tip: If you Save a new certificate collection, or Save a change to an existing certificate collection, that
change will be immediately reflected in the collection data used to display certificate collections on dash-
boards and reports. The data used by the dashboards and reports is stored in an intermediate table that is
updated immediately. It will also continue to be updated periodically (approximately every 20 minutes by
default as configured by the Dashboard Collection Caching Interval application setting) by the Keyfactor
Command Service (see Application Settings: Console Tab on page 549).

The export options for the Certificates in Collection report are CSV and Excel.

The report table includes these fields:

e ID
The Keyfactor Command reference ID for the certificate.
* Issued DN
o Effective Date (UTC)
e Expiration Date (UTC)

e JIssued CN
® |ssuer DN
* Principal

The user principal name (UPN) contained in the subject
alternative name (SAN) field of the certificate, if present
(e.g. "username@keyexample.com").

* Requester

e Thumbprint
* Template

¢ Cert State

The state of the certificate (e.g. Active, Revoked,
Unknown).

Key Type

Key Size in Bits

Key Usage

Signing Algorithm

Serial Number

CA Record ID

The ID of the certificate in the CA database.
Issued OU

The OU from the certificate subject, if any.
Issued Email

The email address from the certificate subject, if any.
Revocation Effective Date

Revocation Reason

Metadata (Optional)

Column handling on this report grid has the following features:

¢ To change the width of a column of the report, hover over the triangle of dots on the right side of the selected
column header (). Click, hold and drag the triangle to change the width of the column.

¢ To rearrange columns on the report display, hover over the rectangle of dots on the left side of the selected
column header (). Click, hold, and drag the rectangle to move the column to your selected location.

¢ Most columns can be sorted in ascending order by clicking on the header of the column. Click the column
header again to reverse the sort order. When a column is sorted, a caret will appear at the end of the column
name showing the direction of the sort. Lack of a triangle indicates the report is sorted by the default column

and order.

The input parameter for this report is:
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¢ The certificate collection to report on, including the built-in option, "All Certificates" collection. The default is
"All Certificates".

¢ The metadata field(s) to include, if desired.

2.1.4.10 Expiration Report

The Expiration Report includes table(s) showing detailed information for certificates expiring and expired within
the next 12 weeks and CA certificates expiring and expired within the next 2 1/2 years. Expired certificates are only
included if they have expired within the last 4 weeks.

Expiration Report - Key PKI Certificates
Export

Expiration Report for 9/22/2022

Certificates less than 1 week from expiration (2)

Issued Expires

CN Template Requested By Thumbprint Serial Issuer
On On

Enterprise - y

websrvrf keyexample.com | Web Server zzggzng gg?“z‘gzpzu KEYEXAMPLEYsmith | 623002177C9500116E916290808EFS80E7D40B150 | 1800000088D7C0CFESASBDD10C000100000069 | CN=CorplssuingCA1 DC=keyexample,DC=com
(2018, 0052 AM 5:43 PM
Enterprise /92020

appsnr213 keyexample.com  Web Server 11:54:55 ?fgfgzzzm KEYEXAMPLE\smith ~ ED204738B00TASF365F61DF7439532D2A1BDBAAD  180000008B3ASE2A523F T84D3ED00100000068  CN=CorplssuingCA1, DC=keyexample,DC=tom
(2016) PM b

The export options for the Expiration report are Excel and PDF. The PDF exports in landscape format to accom-
modate the wide width of the report.

The report includes the following tables:
e Expired Certificates (within the last 4 weeks)
e Certificates less than 1 week from expiration
e C(Certificates less than 2 weeks from expiration
e C(Certificates less than 4 weeks from expiration
¢ Certificates less than 6 weeks from expiration
e Certificates less than 8 weeks from expiration
e Certificates less than 12 weeks from expiration
In addition, tables are shown for CA certificates expiring in the following timeframes relative to the selected report
date:
* CA certificates less than 6 months from expiration
¢ CA certificates less than 12 months from expiration
e CA certificates less than 18 months from expiration
e CA certificates less than 24 months from expiration
e CA certificates less than 30 months from expiration
A table is only shown if a certificate or CA in the collection matches the expiration time window. A certificate or CA

appears in only one table, so, for example, a certificate expiring within 4 weeks does not also appear as expiring
within 6 weeks.

The report tables include these fields:
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e CN (Common Name)

e Template

* |ssued On

e Expires On (this is the default sort order)
e Requested By

e Thumbprint

e Serial (Number)

e Issuer (Distinguished Name)

e Metadata (optional)

Column handling on this report grid has the following features:

e To change the width of a column of the report, hover over the triangle of dots on the right side of the selected
column header ('E ). Click, hold and drag the triangle to change the width of the column.

e To rearrange columns on the report display, hover over the rectangle of dots on the left side of the selected
column header (£). Click, hold, and drag the rectangle to move the column to your selected location.

e Most columns can be sorted in ascending order by clicking on the header of the column. Click the column
header again to reverse the sort order. When a column is sorted, a caret will appear at the end of the column
name showing the direction of the sort. Lack of a triangle indicates the report is sorted by the default column
and order.

The input parameters for this report are:

¢ The certificate collection to report on, including the built-in "All Certificates" collection. The default is "All Certi-
ficates".

e The evaluation date to report on. The default is the current date.

¢ The metadata field(s) to include, if desired.

Tip: This report makes use of the optional certificate de-duplication logic by default. When de-duplication
is enabled for a report, the report results will include only the most recently issued certificate if there is
more than one certificate that matches the de-duplication criteria. De-duplication is enabled for a report
by checking the Ignore Renewed Certificates box on the Details tab of the report configuration (see Report
Manager Operations on page 113). De-duplication can only be enabled for reports that use certificate
collections—the Uses Collection box on the Details tab. The Uses Collection setting is not user-configurable.
De-duping is configured on a certificate collection by setting the "Ignore renewed certificate results by"
option when saving a certificate collection (see Saving Search Criteria as a Collection on page 38). Certi-
ficate collections may be configured to be de-duplicated based on the certificate common name, distin-
guished name, or principal name (or not at all). Only certificates that share all the EKUs (e.g. Client
Authentication and Server Authentication) as well as the same CN, DN or UPN will be eliminated as duplic-
ates. If a certificate has more than one EKU and at least one EKU does not match an otherwise similar certi-
ficate with matching CN, DN or UPN, it will not be eliminated.

For example, if the de-duplication logic was set to DN and the report would include these two certificates:
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@ e Certificate one: e Certificate two:

¢ DN: CN=apps- ¢ DN: CN=apps-
srvrl4.keyexample.com,OU=IT,0=Key Example, srvrl4.keyexample.com,0U=IT,0=Key Example,
Inc.,L=Chicago,ST=IL,C=US Inc.,L=Chicago,ST=IL,C=US

e EKUs: Server Authentication e EKUs: Server Authentication

¢ |ssued Date: December 1, 2020 * |ssued Date: December 15, 2020

e Expiration Date: January 1, 2022 e Expiration Date: December 14, 2021

The de-duplication logic would be triggered because the DNs and EKUs match. The report would include
certificate two and leave out certificate one. Notice that certificate two is retained even through certificate
one expires after certificate two. This is because certificate two was issued after certificate one.

Now imagine that the de-duplication logic is set to CN and the report would include these two certificates:

* Certificate one: e Certificate two:

e DN: * DN:
CN=appsrvrl4.keyexample.com,OU=IT,0=Key CN=appsrvrl4.keyexample.com,OU=HR,0=Key
Example, Inc.,L=Chicago,ST=IL,C=US Example, Inc.,L=Chicago,ST=IL,C=US

e EKUs: Server Authentication e EKUs: Server Authentication, Client Authentic-

¢ |ssued Date: December 1, 2020 ation

* Expiration Date: January 1, 2022 * Issued Date: December 15, 2020

e Expiration Date: December 14, 2021

Although the DNs for these certificates do not match, the CNs still do, so this matches the de-duplication
logic of CN. However, the EKUs for these two certificates do not match, since only one of them includes
Client Authentication. In this case, both certificates would appear on the report.

m Note: This report is limited to a maximum of 10,000 expiring and recently expired (within the last 4 weeks)
certificates on which to report. Selecting a certificate collection containing more expiring and recently
expired certificates than this, based on the evaluation date, will result in an error. Selecting a certificate
collection containing a large number of certificates to report on can cause the report to take a long time to
generate.

2.1.4.11 Expiration Report by Days

The Expiration Report by Days shows details for certificates expiring after a given start date with a time span
chosen in days. It can be used, for example, to show you all the certificates in a certificate collection expiring
within the next few days.

The Expiration Report includes a table showing detailed information for certificates expiring in the time frames
identified by the parameters start date and number of days. The number of days parameter value must be
between 0 and 100.

The export options for the Expiration Report by Days are CSV and Excel.

The report tables include these fields:
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e CN (Common Name)

e Template

e |ssued On

e Expires On (this is the default sort order)

e Requested By

e Thumbprint

e Serial (Number)

e Issuer (Distinguished Name)

e Metadata (optional)

Column handling on this report grid has the following features:

¢ To change the width of a column of the report, hover over the triangle of dots on the right side of the selected
column header ('E ). Click, hold and drag the triangle to change the width of the column.

e To rearrange columns on the report display, hover over the rectangle of dots on the left side of the selected
column header (£). Click, hold, and drag the rectangle to move the column to your selected location.

e Most columns can be sorted in ascending order by clicking on the header of the column. Click the column
header again to reverse the sort order.

The input parameters for this report are:

¢ The certificate collection to report on, including the built-in "All Certificates" collection. The default is "All Certi-
ficates".

e The start date of the reporting period. The default is the current date.

e The number of days in the reporting period (must be between 0 and 100). The default is 6.

¢ The metadata field(s) to include, if desired.

%

Tip: If you Save a new certificate collection, or Save a change to an existing certificate collection, that
change will be immediately reflected in the collection data used to display certificate collections on dash-
boards and reports. The data used by the dashboards and reports is stored in an intermediate table that is
updated immediately. It will also continue to be updated periodically (approximately every 20 minutes by
default as configured by the Dashboard Collection Caching Interval application setting) by the Keyfactor
Command Service (see Application Settings: Console Tab on page 549).

Tip: This report makes use of the optional certificate de-duplication logic by default. When de-duplication
is enabled for a report, the report results will include only the most recently issued certificate if there is
more than one certificate that matches the de-duplication criteria. De-duplication is enabled for a report
by checking the Ignore Renewed Certificates box on the Details tab of the report configuration (see Report
Manager Operations on page 113). De-duplication can only be enabled for reports that use certificate
collections—the Uses Collection box on the Details tab. The Uses Collection setting is not user-configurable.
De-duping is configured on a certificate collection by setting the "Ignore renewed certificate results by"
option when saving a certificate collection (see Saving Search Criteria as a Collection on page 38).
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Certificate collections may be configured to be de-duplicated based on the certificate common name,
distinguished name, or principal name (or not at all). Only certificates that share all the EKUs (e.g. Client
Authentication and Server Authentication) as well as the same CN, DN or UPN will be eliminated as duplic-
ates. If a certificate has more than one EKU and at least one EKU does not match an otherwise similar certi-
ficate with matching CN, DN or UPN, it will not be eliminated.

For example, if the de-duplication logic was set to DN and the report would include these two certificates:

* Certificate one: * Certificate two:
¢ DN: CN=apps- ¢ DN: CN=apps-
srvrl4.keyexample.com,OU=IT,0=Key Example, srvrl4.keyexample.com,0OU=IT,0=Key Example,
Inc.,L=Chicago,ST=IL,C=US Inc.,L=Chicago,ST=IL,C=US
e EKUs: Server Authentication e EKUs: Server Authentication
e |ssued Date: December 1, 2020 e |ssued Date: December 15, 2020
e Expiration Date: January 1, 2022 e Expiration Date: December 14, 2021

The de-duplication logic would be triggered because the DNs and EKUs match. The report would include
certificate two and leave out certificate one. Notice that certificate two is retained even through certificate
one expires after certificate two. This is because certificate two was issued after certificate one.

Now imagine that the de-duplication logic is set to CN and the report would include these two certificates:

* Certificate one: e Certificate two:

e DN: * DN:
CN=appsrvrl4.keyexample.com,OU=IT,0=Key CN=appsrvrl4.keyexample.com,OU=HR,0=Key
Example, Inc.,L=Chicago,ST=IL,C=US Example, Inc.,L=Chicago,ST=IL,C=US

e EKUs: Server Authentication e EKUs: Server Authentication, Client Authentic-

¢ |ssued Date: December 1, 2020 ation

* Expiration Date: January 1, 2022 * Issued Date: December 15, 2020

e Expiration Date: December 14, 2021

Although the DNs for these certificates do not match, the CNs still do, so this matches the de-duplication
logic of CN. However, the EKUs for these two certificates do not match, since only one of them includes
Client Authentication. In this case, both certificates would appear on the report.

m Note: This report is limited to a maximum of 10,000 expiring certificates on which to report. Selecting a
certificate collection containing more expiring certificates than this, within the selected reporting period,
will result in an error. Selecting a certificate collection containing a large number of certificates to report
on can cause the report to take a long time to generate.

2.1.4.12 Full Certificate Extract Report

The Full Certificate Extract Report shows detailed information for the active, expired and revoked certificates in
the selected collection.

The export options for the Full Certificate Extract Report are CSV and Excel.
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The report table includes these fields:

Common Name
The common name of the certificate.
Valid From

The date on which the certificate became valid (typically
the issuance date).

Valid To
The date on which the certificate expires.
Days to Expiration

The number of days remaining until the certificate
expires. This will be a negative value for expired certi-
ficates.

Signature Algorithm

The cryptographic algorithm used to sign the certificate.
Key Size

The key length used to create the certificate.

Validity Period

The number of days for which the certificate was issued.
Serial Number

The serial number of the certificate.

DN

The distinguished name (subject) of the certificate.
Issuer DN

The distinguished name of the issuer (CA) for the certi-
ficate.

User Name

The name of the identity that requested the certificate.

Total SANs

The total number of subject alternative names (SANs) for
the certificate.

SANs

Any subject alternative names (SANs) of type DNS name,
UPN, or email.

SANs IP

Any subject alternative names (SANs) of type IP address.
Port

The port where the certificate was found on an SSL scan.
IP Address

The IP address where the certificate was found on an SSL
scan.

DNS Name

The DNS name resolved for the IP address where the
certificate was found on an SSL scan.

Alias
The alias of the certificate in the certificate store.
Client Machine

Depending on the type of certificate store, either the
name of the server on which the orchestrator is installed
or the name of the server on which the certificate store
is located.

Store Path

The location of the certificate store. The format of this
value will vary depending on the type of certificate
store.

Template

The certificate template used to issue the certificate.

Column handling on this report grid has the following features:

To change the width of a column of the report, hover over the triangle of dots on the right side of the selected
column header (). Click, hold and drag the triangle to change the width of the column.

To rearrange columns on the report display, hover over the rectangle of dots on the left side of the selected
column header (). Click, hold, and drag the rectangle to move the column to your selected location.

Most columns can be sorted in ascending order by clicking on the header of the column. Click the column

header again to reverse the sort order.

This report takes the input parameters:

¢ The certificate collection to report on, including the built-in option, "All Certificates" collection. The default is

"All Certificates".
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¢ The metadata field(s) to include, if desired. This will append the selected metadata columns to the end of the
report.

@ Tip: If you Save a new certificate collection, or Save a change to an existing certificate collection, that
change will be immediately reflected in the collection data used to display certificate collections on dash-
boards and reports. The data used by the dashboards and reports is stored in an intermediate table that is
updated immediately. It will also continue to be updated periodically (approximately every 20 minutes by
default as configured by the Dashboard Collection Caching Interval application setting) by the Keyfactor
Command Service (see Application Settings: Console Tab on page 549).

2.1.4.13 Issued Certificates per Certificate Authority

The Issued Certificates per Certificate Authority report includes line graphs showing the number of certificates
issued for each template in the selected date range for the selected template(s) on the selected CA. A separate line

graph is generated for each template. An option to report on certificates that are not associated with any CA is
included.

Note: Clicking on a bar on the graph, or a section of a pie chart or line graph, will open a new window as a
drill down to the certificate search grid filtered for the exact criteria of that aspect of the graph. You can
return to the original report by navigating to the original report window.

Issued Certificates Per Certificate Authority

Export

Enterprise Web Server (2016)

81212022
6 0

14 Aug 21 Aug 28 Aug 4.Sep 11.8ep

The export options for the Issued Certificates per Certificate Authority report are Excel and PDF.

The input parameters for this report are:

The evaluation date for the report. This report covers a specified number of days, weeks or months ending

with this date. The default evaluation date is the current date, meaning certificates issued up to the current
date will be included in the report.

The number of periods to include in the report. This is how many days, weeks or months of data to include in
the report. The default is 6.

The period length for the report. The options are days, weeks or months. The default is weeks.
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¢ Which CA to include in the report. This includes the option to report on certificates that have no associated
CA. Typically, these would be certificates found via SSL scanning or inventory on certificate stores. Only one CA
option can be reported on at a time.

¢ The template(s) to include in the report. A separate line graph is generated for each template selected for
reporting. Templates that are available for issuance from more than one CA are reported separately by CA, so
only certificates issued for the selected template and the selected CA will be shown. When the Certificates Not
Associated with CA option is selected for the CA, the No Template option should be selected for the template.

m Note: By default, this report is configured not to appear on the top menu under Reports and can be found
only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

m Note: Other than the option of certificates with no associated CA, only CAs currently configured for
synchronization are available for reporting.

2.1.4.14 Monthly Executive Report

The Monthly Executive report provides a dashboard-like summary including bar and pie charts with counts of certi-
ficates created, renewed and approaching expiration for a selected CA or CAs. Data for certificates approaching
expiration is presented in a pie chart broken out into certificates that will expire in the next 15 days, in 16-30 days,
31-60 days and 61-90 days. Data for certificates that have been recently created or renewed is presented in a bar
chart that includes data for the current month and the previous month, broken out by month and renewed versus
newly created. In addition, a summary pie chart is included that shows all the active certificates for the selected
CAs broken out by CA.

Note: Clicking on a bar on the graph, or a section of a pie chart or line graph, will open a new window as a
drill down to the certificate search grid filtered for the exact criteria of that aspect of the graph. You can
return to the original report by navigating to the original report window.

The export options for the Monthly Executive report are Excel and PDF.
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Certificates by Days to Expiration: CorplssuingCA1

Certificates by Days to Expiration: CorplssuingCA1

517

BB 0- 15 Days 16-30Days [ 31-60Days [ 61-90 Days

This report takes as an input parameter the CA or CAs to report on and includes the option to report on certificates
that have no associated CA. Typically, these would be certificates found via SSL scanning or inventory on certificate
stores.

m Note: By default, this report is configured not to appear on the top menu under Reports and can be found
only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

m Note: Only CAs currently or previously configured for synchronization are available for reporting.

2.1.4.15 PKI Status for Collection

The PKI Status for Collection report is a multi-page report incorporating tables and charts that provides an over-
view of the status of the certificates in the selected collection.

Note: Clicking on a bar on the graph, or a section of a pie chart or line graph, will open a new window as a
drill down to the certificate search grid filtered for the exact criteria of that aspect of the graph. You can
return to the original report by navigating to the original report window.
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PKI Status Report - Key PKI Certificates

Export This value excludes This field includes
//L expired and revoked certificates issued for
Summary sz 451 the most recent full

L
Cverview of PK] status for cerlificaigin a collection
Total Active Certif ce'"ﬁ“‘;;{fz“‘ogg Week of Expired Certs Signing Algorithm ~ Active Certfiicates
16

125 O BHA-25BwithRSA 125
Expiring In Less than Two Expiring In Less than Two Expiring In Less than Six
Weeks Months Months

7

Top Five Issuers (Active Certificates)
CN=CorplssuingCA1,DC=keyexample,DC=com
C=US,0=Key Example, CN=ManagementCA
C=US,8T=lllingis,L=Chicago,0=Key Example, CN=HQlssuingCA1
C=US,5T=BC L=Vancouver,O=Key Example, CN=HQIssuingCA2

I

The "Expiring in Less
than Two Months"

The export options for the PKI Status for Collection report are Excel and PDF.

This report takes as an input parameter the certificate collection to report on, including the built-in "All Certi-
ficates" collection, and has the option to include or exclude certificates that have a status of unknown (certificates
found on SSL scans and in certificate stores often have this status). The default collection is "All Certificates", and
unknown certificates are excluded by default.

Tip: If you Save a new certificate collection, or Save a change to an existing certificate collection, that
change will be immediately reflected in the collection data used to display certificate collections on dash-
boards and reports. The data used by the dashboards and reports is stored in an intermediate table that is
updated immediately. It will also continue to be updated periodically (approximately every 20 minutes by
default as configured by the Dashboard Collection Caching Interval application setting) by the Keyfactor
Command Service (see Application Settings: Console Tab on page 549).

Sections of the report include:

Summary Page

The summary page provides certificate counts for the following:

¢ Total number of active certificates
This value excludes expired and revoked certificates and only includes non-expired, non-revoked certificates
with an unknown state if the Include Unknown checkbox is selected at runtime.

e Number of certificates issued in the most recently completed week, beginning with a Sunday

¢ Number of expired certificates
¢ Number of certificates coming up for expiration within two weeks

¢ Number of certificates coming up for expiration within two months (including those expiring within two
weeks)
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e Number of certificates coming up for expiration within six months (including those expiring within two weeks
and two months)

¢ A breakdown of the number of active certificates by signing algorithm (only the top five signing algorithms are
shown)

e The top five issuers of active certificates with the number of active certificates

Next Ten Certificates to Expire Page

This table shows details of the ten certificates expiring within the shortest timeframe (for any timeframe under
two years) and includes the certificate CN, issuer CN, certificate validity period in UTC time, template name, thum-
bprint and serial number. Grid columns may be rearranged by click-holding and dragging the grid arrangement
control icon (#) at the left of the column header. Click a column header to sort the grid by ascending values; click
again to sort descending (columns already in ascending order will switch to descending on the first click). The
screen will redraw when you sort. Not all columns are sortable.

PKI Health Metrics—Lifetime Remaining Page

This donut chart shows the percentage of certificates that are expired, near expiration (90% or more of lifetime
used) or active and not near expiration along with a table showing the specific numbers in these categories. Hover
over a segment in the donut chart to see details for that segment. Click one of the labels below the donut chart to
toggle add/remove the segment on the chart. Grid columns may be rearranged by click-holding and dragging the
grid arrangement control icon () at the left of the column header. Click a column header to sort the grid by
ascending values; click again to sort descending (columns already in ascending order will switch to descending on
the first click). The screen will redraw when you sort. Not all columns are sortable.

PKI Health Metrics - Lifetime Remaining
TableRating Total Certificotes

Adequate 16
Mear Expiration 1
Expired 1

The Certificate Lifetime F ing shows the p ge of certificates that
are expired, near expiration, or that have plenty of ime befors they're
expired. it also shows how many certificates fall info each category:
Adequate, Near Expirstion, and Expired. This gives insight into how many
certificates need aftention; certificates near expiration pose a risk of cutage.

B Adequate - 88.9 % Mear Expiration-5.6 % [l Expired -56 %

Figure 69: PKI Status for Collection Lifetime Remaining

PKI Health Metrics—Algorithm Strength

This donut chart shows the percentage of certificates (active and expired) with strong (SHA2 and SSA), weak
(SHA1) or critically weak (MD5 and older) signature algorithms along with a table showing the specific numbers in
these categories. Hover over a segment in the donut chart to see details for that segment. Click one of the labels
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below the donut chart to toggle add/remove the segment on the chart. Grid columns may be rearranged by click-
holding and dragging the grid arrangement control icon (%) at the left of the column header. Click a column
header to sort the grid by ascending values; click again to sort descending (columns already in ascending order will
switch to descending on the first click). The screen will redraw when you sort. Not all columns are sortable.

PKI Health Metrics—RSA Key Strength

This donut chart shows the percentage of certificates (active and expired) with strong (2048+), weak (1024-2047),
and critically weak (<1024) RSA keys along with a table showing the specific numbers in these categories. Hover
over a segment in the donut chart to see details for that segment. Click one of the labels below the donut chart to
toggle add/remove the segment on the chart. Grid columns may be rearranged by click-holding and dragging the
grid arrangement control icon () at the left of the column header. Click a column header to sort the grid by
ascending values; click again to sort descending (columns already in ascending order will switch to descending on
the first click). The screen will redraw when you sort. Not all columns are sortable.

Certificates by Signing Algorithm

This donut chart shows the percentage of active certificates broken down by signing algorithm (RSA SHA-1, RSA
SHA-256, etc.) along with a table showing the specific numbers in these categories. Hover over a segment in the
donut chart to see details for that segment. Click one of the labels below the donut chart to toggle add/remove
the segment on the chart.

Top Certificate Issuers

This donut chart shows the percentage of certificates (active and expired) broken down by the top five issuers plus
an "other" bucket along with a table showing the specific numbers in these categories. Hover over a segment in
the donut chart to see details for that segment. Click one of the labels below the donut chart to toggle add/re-
move the segment on the chart. Grid columns may be rearranged by click-holding and dragging the grid arrange-
ment control icon (%) at the left of the column header. Click a column header to sort the grid by ascending values;
click again to sort descending (columns already in ascending order will switch to descending on the first click). The
screen will redraw when you sort. Not all columns are sortable.

Top Certificate Issuers
The following chart and table display information about certificates issued by issuer's Distinguished Name (DNJ.
Total

Issuer DN Certif
CN=CorplssuingCA1,DC=keyexample, DC=com 68
C=US,0=Key Example,CN=ManagementCA 44
G=U8,5T=lllinois,L=Chicago, 0=Key
Example, CN=HQIssUINGCAT
C=US§,8T=BC,L=Vancouver,O=Key Example,CN=HQlssuingCAZ | &

3

I CN=CorplssuingCA1,D
C=US ST=lllinols, L=Chi
M C=US ST=BC,L=Vanco!

yexample,DC=com - 48.57 % C=Us,0=Key Example,CN=ManagementCA - 31.43 %
Key Example, CN=HQISsuINGCA1 - 16.43 %
ey Example, CN=HQlIssuingCA2 - 3.57 %
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Certificates Issued in Previous 10 Weeks

This bar chart shows the number of certificates (active and expired) issued per week for the ten weeks leading up
to and through the full week prior to the run date of the report. Hover over a bar to see the number of issued certi-
ficates for the week with that date.

Certificates issued in previous 10 weeks
The following chart displays information about certificates issued in the previous 10 Weeks.

15
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4
25 2 2 2 2
0 0 0
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May 16 May 23 May 30 June 6 June 13 June 20 June 27 July 4 July 11 July 18

Figure 71: PKI Status for Certificates issued in previous 10 weeks

Certificates Issued in Previous 12 Months

This bar chart shows the number of certificates (active and expired) issued per month for the twelve months
leading up to and through the full month prior to the run date of the report, broken down by internally issued certi-
ficates (from sources managed by Keyfactor Command such as synchronization of CAs in the primary forest and
any trusted forests, any certificate vendors synced using a Keyfactor gateway, and any CAs synced using the

remote CA agent) and externally issued certificates (from sources not managed by Keyfactor Command such as
certificates located during SSL scans or uploaded using the Add Certificate option). Hover over a bar to see the
number of issued certificates for that month and source. Click one of the labels below the chart to toggle add/re-
move the segment on the chart.

Certificates issued in previous 12 Months
The following chert displays information sbout certificates issued in the previous 12 Months.
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Figure 72: PKI Status for Certificates issued in previous 12 months
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Weak RSA Certificates

This table shows details of the certificates with weak (under 2048) RSA keys and includes the certificate CN, issuer
CN, certificate validity period in UTC time, key size, thumbprint and serial number. A maximum of 1000 certificates
is shown. Grid columns may be rearranged by click-holding and dragging the grid arrangement control icon () at
the left of the column header. Click a column header to sort the grid by ascending values; click again to sort
descending (columns already in ascending order will switch to descending on the first click). The screen will redraw
when you sort. Not all columns are sortable.

Deprecated Signing Algorithms

This table shows details of the certificates with deprecated (MD5 and older) signing algorithms and includes the
certificate CN, issuer CN, certificate validity period in UTC time, signing algorithm, thumbprint and serial number. A
maximum of 1000 certificates is shown. Grid columns may be rearranged by click-holding and dragging the grid
arrangement control icon () at the left of the column header. Click a column header to sort the grid by ascending
values; click again to sort descending (columns already in ascending order will switch to descending on the first
click). The screen will redraw when you sort. Not all columns are sortable.

Self-Signed Certificates

This table shows details of the certificates that are self-signed or root CA certificates and includes the certificate
DN, certificate validity period in UTC time, thumbprint and serial number. A maximum of 1000 certificates is
shown. Grid columns may be rearranged by click-holding and dragging the grid arrangement control icon (%) at
the left of the column header. Click a column header to sort the grid by ascending values; click again to sort
descending (columns already in ascending order will switch to descending on the first click). The screen will redraw
when you sort. Not all columns are sortable.

2.1.4.16 Revoked Certificates in Certificate Stores

The Revoked Certificates in Certificate Stores report displays a table of all certificates that have been revoked,
either in Keyfactor Command or externally, that are found in at least one certificate store or SSL scan location, and
for which the revocation effective date is less than or equal to the date and time when the report is run (not in the
future). The report is included in the report manager Certificate Locations and Certificate Lifecycle categories.

The export options for the Revoked Certificates in Certificate Stores report are CSV and Excel.

The report table includes these fields:

e Certificate CN e SSL Location
The common name of the certificate. The DNS name(s) resolved for the IP address(es) where
e Thumbprint the certificate was found on an SSL scan. Due to query

constraints, the maximum length of text allowed in each
of these fields is 10,000 characters.

The thumbprint of the certificate.

e User
¢ Cert Store Location
The username (DOMAIN\username format) of the user

who revoked the certificate. The name(s) of the server(s) on which the certificate is

* Expiration Date (UTC)

found in one or more certificate stores and the location

of the certificate store(s). The format of this value will
The date on which the certificate expires.
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¢ |ssued Date (UTC) vary depending on the type of certificate store. Due to

The date on which the certificate became valid (typically query constraints, the maximum length of text allowed
the issuance date). in each of these fields is 10,000 characters.

e Template Name * Revocation Date (UTC)
The certificate template used to issue the certificate. The date on which the certificate was revoked in UTC.

* Revocation Reason
The reason given for the certificate revocation.

* Revocation Comment
The comment entered at revocation.

Column handling on this report grid has the following features:

e To change the width of a column of the report, hover over the triangle of dots on the right side of the selected
column header ('E ). Click, hold and drag the triangle to change the width of the column.

e To rearrange columns on the report display, hover over the rectangle of dots on the left side of the selected
column header (£). Click, hold, and drag the rectangle to move the column to your selected location.

e Most columns can be sorted in ascending order by clicking on the header of the column. Click the column
header again to reverse the sort order. When a column is sorted, a caret will appear at the end of the column
name showing the direction of the sort. Lack of a triangle indicates the report is sorted by the default column
and order.

This report takes as an input parameter the certificate collection to report on, including the built-in "All Certi-
ficates" collection. The default is "All Certificates".

@ Tip: If you Save a new certificate collection, or Save a change to an existing certificate collection, that
change will be immediately reflected in the collection data used to display certificate collections on dash-
boards and reports. The data used by the dashboards and reports is stored in an intermediate table that is
updated immediately. It will also continue to be updated periodically (approximately every 20 minutes by
default as configured by the Dashboard Collection Caching Interval application setting) by the Keyfactor
Command Service (see Application Settings: Console Tab on page 549).

m Note: By default, this report is configured not to appear on the top menu under Reports and can be found
only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

m Note: This report is limited to a maximum of 100,000 revoked certificates in certificate stores on which to
report. Selecting a certificate collection containing more certificates than this will result in an error.

2.1.4.17 SSH Key Usage

The SSH Key Usage report shows a table which displays a list of SSH keys that have not been used to log on in the
given minimum number of days.

The export options for the SSH Key Usage report are CSV and Excel.
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The grid includes:

e Key Fingerprint
The fingerprint of the SSH public key.

¢ Discovered Date
The date and time (in local server time) on which the SSH key was discovered.

e Date Last Used
The date and time (in local server time) on which the SSH key was last used.

¢ Key Length
The key length of the SSH public key.

* Logon Username
The Linux logon username associated with the key.

* Logon Server
The IP address of the Linux server last used to logon.

This report takes as an input parameter; number of Days Since Last Used. You must select a number between 0
and 100.

Note: By default, this report is configured not to appear on the top menu under Reports and can be found
only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

2.1.4.18 SSH Keys by Age

The SSH Keys by Age report shows one or more table(s) with detailed information for SSH keys generated in
Keyfactor Command broken down by age—as defined by the Key Lifetime (days) application setting (see Applic-
ation Settings: SSH Tab on page 567).

The export options for the SSH Keys by Age report are PDF and Excel.

The report aging categories are:
e Stale keys (within the last 4 weeks)
e Keys less than 1 week from being stale
e Keys less than 4 weeks from being stale
¢ Keys less than 8 weeks from being stale
¢ Keys less than 6 months from being stale
¢ Keys less than 12 months from being stale
A table is only shown if an SSH key with one of the selected key types matches the age window. An SSH key

appears only in one table, so, for example, a key that will become stale within 4 weeks and appears in the 4-week
table does not also appear as becoming stale within the 8-week table.

The grid includes:
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* Account Name
For user keys, the Active Directory user account associated with the key being reported on. For service
account keys, the username and client hostname entered when the service account key was created (e.g.
myapp@appsrvr.keyexample.com).

e Creation Date
The date (in UTC time) on which the SSH key was created.

¢ Fingerprint

The fingerprint of the SSH public key.
e Key Type

The key type of the SSH public key.
* Key Length

The key length of the SSH public key.

¢ Associated Logons
The number of Linux logons associated with the SSH public key.

This report takes as an input parameter the SSH Key Types to include in the report. You must select at least one
key type using the Select SSH Key Types button.

Note: By default, this report is configured not to appear on the top menu under Reports and can be found
only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

2.1.4.19 SSH Keys with Root Logon Access

The SSH Keys with Root Logon Access report shows a list of SSH public keys found associated with root logon
authorized_keys files on servers managed with the SSH orchestrator. Holders of the matching private keys for
these public keys can gain root access without providing the root password.

The export options for the SSH Keys with Root Logon Access report are CSV and Excel.

The grid includes the fields:

e Account Name
The Active Directory user account associated with the key found to have root access on the target machine, if
any. This field will only be populated for keys created in Keyfactor Command.

e Fingerprint
The fingerprint of the SSH public key found associated with the root logon on the target machine.

* Hostname
The host name of the server on which the root logon was found to have an SSH public key providing logon
access.

¢ Creation Date
The date (in UTC time) on which the SSH key was created. This field will only be populated for keys created in
Keyfactor Command.

e Date Found
The date (in UTC time) on which Keyfactor Command found the root logon SSH public key on the target server.
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This field will only be populated for keys discovered outside of Keyfactor Command (as opposed to created in
Keyfactor Command).

e Key Type
The key type of the SSH public key found to have root access on the target machine.

e Key Length
The key length of the SSH public key found to have root access on the target machine.

The input parameter for this report is:

e The start date and end date range for the report. This is the date range during which SSH keys that allow root
logon were created or discovered by Keyfactor Command. The default start date is one month prior to the
current date. The default end date is the current date, meaning only SSH keys with root access discovered or
created within the last month will be included in the report.

e The SSH Key Types to include in the report.

Note: By default, this report is configured not to appear on the top menu under Reports and can be
found only in Report Manager. You can change this by modifying the Show in Navigator setting (see
Report Manager Operations on page 113).

2.1.4.20 SSH Trusted Public Keys with No Known Private Keys

The SSH Trusted Public Keys with No Known Private Keys report shows a list of SSH public keys found in author-
ized_keys files on servers managed with the SSH orchestrator that do not have a matching private key in Keyfactor
Command.

The export options for the SSH Trusted Public Keys with No Known Private Keys report are CSV and Excel.

The grid includes:

* Logon Name

The Linux user account associated with the SSH public key found on the target machine.
* Fingerprint

The fingerprint of the SSH public key found associated with the referenced logon on the target machine.
e Date Found

The date (in UTC time) on which Keyfactor Command found the SSH public key on the target machine.
e Key Type

The key type of the SSH public key found on the target machine.
e Key Length

The key length of the SSH public key found on the target machine.
e Hostname

The host name of the server on which the root logon was found to have an SSH public key providing logon
access.

e Server Group
The server group to which the server on which the root logon was found belongs.

The input parameters for this report are:
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e The start date and end date range for the report. This is the date range during which SSH keys were
discovered by Keyfactor Command. The default start date is one month prior to the current date. The default
end date is the current date, meaning only SSH keys that have no matching private key discovered within the
last month will be included in the report.

¢ The SSH Key Types to include in the report. You must select at least one key type using the Select SSH Key
Types button.

Note: By default, this report is configured not to appear on the top menu under Reports and can be found
only in Report Manager. You can change this by modifying the Show in Navigator setting (see Report
Manager Operations on page 113).

2.1.4.21 Statistical Report

The Statistical Report shows the number of issued, revoked, and failed (includes denied) certificates for a user-
definable period of time leading up to a user-definable date broken down by CA, certificate template and reporting
period length (day, week or month). The report includes sections titled "No Template Associated" for certificates
with no associated template. This may be the case with certificates issued from a standalone CA as well as select
failed certificate requests from enterprise CAs.

The export options for the Statistical Report are PDF and Excel.

Statistical Report
Export

Date Ranges (UTC)

Current Week | 9/16/2022 | 9/22/2022
1 week ago /972022 9/15/2022
2 weeks ago Q212022 4/3/2022
3 weeks ago 826/2022  9/1/2022
4 weeks ago 8192022 B/25/2022
5 weeks ago 81212022 3/18/2022

corpcaOl.keyexample.com\CorplssuingCA1
Total Active Certificates: 63
Start Date (UTC) End Date (UTC) Issued Revoked
Enterprise Web Server
82612022 | 9Mi2022
Enterprise Web Server
97212022 9/8/2022
Enterprise Web Server
Q/9/2022 | 9M5/2022
Enterprise Web Server
X16/2022  9/22/2022
Enterprise Web Server - ECC 384
812612022 | 9Mj2022
Enterprise Web Server - ECC 384
97212022 9/8/2022
Enterprise Web Server - ECC 384
9/9/2022 | 9M5/2022
Enterprise Web Server - ECC 384
X16/2022  9/22/2022
Enterprise Web Server - RA
82612022 | 9Mi2022
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The input parameters for this report are:

¢ The evaluation date of the reporting period. The default is the current date.

e The number of periods to report on. The default is six.

m Note: A maximum of 100 periods may be selected (e.g. 100 weeks).

¢ The period length—day, week or month. The default is week.

Tip: The Total Active Certificates count for each CA section in the report includes all certificates issued by
that CA which are still active (not revoked and not expired), not just those issued in the time period for the
report.

2.1.4.22 Report Manager

The Report Manager is used to run reports and manage existing reports, including scheduling delivery of reports.
The Report Manager page shows all the available reports, not just those that have been configured to appear on
the Management Portal top menu under Reports. Built-In Reports and Custom Reports are shown on separate tabs
on the Report Manager page. Built-In reports have been organized into categories to allow you to filter the search
results on the Report Manager grid by category of report.

With the Report Manager, custom Logi Analytics reports or custom reports from other external reporting solutions
can be added into the portal to allow for easy running and scheduling. If you would like assistance creating a
custom report in the new reporting engine, Logi Analytics, or displaying a custom report in the Report Manager,
please contact your Client Success representative.

Tip: Be sure to check the filter on the category if you are not seeing all of the reports you expect to see.
The default filter is All unless you have favorited some reports, in which case it is Favorite.
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Report Manager @

Configure which reports are shown in the navigator, as well as which reports are able to be scheduled.

Built-In Reports ~ Custom Reports

et Caltan:

Favorite
Total: 21 | REFRESH
Scheduled
Display Nam Certificate Counts Description In Navigator Favorite Automated Schedules
Certificate Lifecycle
Certificate Cou| Certificate Locations Number of certificates per template for each Certificate Authority Yes No
PKI Operations
Certificate Coul security Vulnerabllity Number of certificates per user per template Yes Mo
. SSH Keys .
Certificate Coul Mumber of certificates with a single selected Metadata field. Only certificates issued within t... Yes No
Certificate Issuance Trends with Metadata Number of certificates per Requester in collection and number of certificates per metadata ... Yes No
Certificates by Key Strength Certificates based on key type/strength by CA Yes No
Certificates by Revoker Count of certificates revoked and grouped by user. Unknown indicates the certificate was r... Yes No
Certificates by Type and Java Keystores Mumber of issued PFX/CSR certificates and JKS additions Yes No
Certificates Found at TLS/SSL Endpoints Information about the certificates found at TLS/SSL Endpeints Yes No
Certificates in Collection Table of all data on all certificates in a collection. This will include revoked and expired certi... Yes No
Expiration Report Details for certificates expiring around a given evaluation date Yes No 1 schedule(s) attached
Expiration Report by Days Details for certificates expiring after a given evaluation date with a time span chesen in days Yes No
Full Certificate Extract Al certificates stored in the system. This will include revoked and expired certificates. Yes No
Issued Certificates Per Certificate Authority MNumber of issued certificates per certificate authority over time Yes No
Manthly Executive Report Count of certificates per CA, certificates created and renewed, and certificates expiring soon Yes No
PKI Status for Collection Owerview of PKl status for certificates in a collection Yes No
Revoked Certificates in Certificate Stores Displays a list of revoked certificates that are in certificate stores Yes No
SSH Key Usage Report Displays a list of SSH keys that have not been used to log on in a given minimum number of... Yes No
S5H Keys by Age Details for SSH keys going stale around a given evaluation date Yes No 1 schedule(s) attached
SSH Keys with Root Logon Access Displays a list of S5H keys that can directly logon to root via SSH Yes No

Tip: If you Save a new certificate collection, or Save a change to an existing certificate collection, that
change will be immediately reflected in the collection data used to display certificate collections on dash-
boards and reports. The data used by the dashboards and reports is stored in an intermediate table that is
updated immediately. It will also continue to be updated periodically (approximately every 20 minutes by
default as configured by the Dashboard Collection Caching Interval application setting) by the Keyfactor
Command Service (see Application Settings: Console Tab on page 549).

Report Manager Operations

From the Report Manager you can run reports on demand, edit reports (modify how a report displays, change the
parameter definitions and add or change the schedule(s) used to run the report), or delete reports. From the top
grid menu you can also quickly change the Favorite setting for a report.

Run a Report

You can run a report on demand from the Report Manager page.
1. Inthe Management Portal, browse to Reports > Report Manager.

2. Onthe Report Manager page, highlight the report you wish to run in the grid and click Run Report from the
top grid menu or the right click menu.
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3. Populate the parameters as desired (see Parameters Tab on the next page for more information on para-
meters).

4. Click Generate. The report will display immediately in the open window. The report can be exported to Excel,
PDF or CSV, as available for that report, via the Export button at the end of the report.

Editing a Report and Scheduling a Report for Delivery

You can modify how a report displays, change the parameter definitions for running a report and add or change
the schedule(s) used to deliver the report.

To edit an existing report:
1. Inthe Management Portal, browse to Reports > Report Manager.

2. Onthe Report Manager page, highlight the report you wish to modify in the grid and click Edit from the grid
menu or the right click menu.

3. Inthe Report Manager dialog, edit the available options as needed.

4. Click OK to save the new or changed report details.

Details Tab

The most common edit to make on an existing report would be to check or uncheck the Show in Navigator box to
add or remove the report from display on the Reports top menu, or to check or uncheck the Favorites box on the
Details tab. The Ignore Renewed Certificates box will be available for reports that use collections to enable de-
duplication (see the tip below). The Uses Collection box is for information only. It will be grayed out and checked

for reports that use collections.

Report Manager X

Details Parameters  Schedule

Display Name

Certificate Count by Template
Description
Number of certificates per template for each Certificate Authority
& showin MNavigator
™ Favorite
Uses Collection

Ignore Renewed Certificates
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Tip: When de-duplication is enabled for a report, the report results will include only the most recently
issued certificate if there is more than one certificate that matches the de-duplication criteria. De-duplic-
ation is enabled for a report by checking the Ignore Renewed Certificates box on the Details tab of the
report configuration. De-duplication can only be enabled for reports that use certificate collections—the
Uses Collection box on the Details tab. The Uses Collection setting is not user-configurable.

De-duping is configured on a certificate collection by setting the "Ignore renewed certificate results by"
option when saving a certificate collection (see Saving Search Criteria as a Collection on page 38). Certi-
ficate collections may be configured to be de-duplicated based on the certificate common name, distin-
guished name, or principal name (or not at all). Only certificates that share all the EKUs (e.g. Client
Authentication and Server Authentication) as well as the same CN, DN or UPN will be eliminated as duplic-
ates. If a certificate has more than one EKU and at least one EKU does not match an otherwise similar certi-
ficate with matching CN, DN or UPN, it will not be eliminated.

For example, if the de-duplication logic was set to DN and the report would include these two certificates:

e Certificate one: * Certificate two:
¢ DN: CN=apps- ¢ DN: CN=apps-
srvrl4.keyexample.com,0U=IT,0=Key Example, srvrl4.keyexample.com,0U=IT,0=Key Example,
Inc.,L=Chicago,ST=IL,C=US Inc.,L=Chicago,ST=IL,C=US
e EKUs: Server Authentication e EKUs: Server Authentication
e |ssued Date: December 1, 2020 ¢ |ssued Date: December 15, 2020
* Expiration Date: January 1, 2022 e Expiration Date: December 14, 2021

The de-duplication logic would be triggered because the DNs and EKUs match. The report would include
certificate two and leave out certificate one. Notice that certificate two is retained even through certi-
ficate one expires after certificate two. This is because certificate two was issued after certificate one.

Now imagine that the de-duplication logic is set to CN and the report would include these two certificates:

¢ Certificate one: ¢ Certificate two:

* DN: * DN:
CN=appsrvrl4.keyexample.com,OU=IT,0=Key CN=appsrvrl4.keyexample.com,OU=HR,0=Key
Example, Inc.,L=Chicago,ST=IL,C=US Example, Inc.,L=Chicago,ST=IL,C=US

e EKUs: Server Authentication e EKUs: Server Authentication, Client Authentic-

o Issued Date: December 1, 2020 ation

o Expiration Date: January 1, 2022 * Issued Date: December 15, 2020

e Expiration Date: December 14, 2021

Although the DNs for these certificates do not match, the CNs still do, so this matches the de-duplication
logic of CN. However, the EKUs for these two certificates do not match, since only one of them includes
Client Authentication. In this case, both certificates would appear on the report.

Parameters Tab

The Parameters tab will display all of the parameters for that specific report and allow you to configure default
values to be used when the report is run from the Report Manager Run Report action button and what values
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default when adding a new schedule. You may also change the display name and description of the parameter.

To edit a parameter, select the Parameters tab, highlight the desired parameter in the parameters grid and click
Edit, or double click the row. The Parameters dialog will open. Only those fields which can be edited will be
enabled on the parameters details page. A change of the Display Name will change the name of parameter on the
Parameters tab . A change of the Description will change the name of the description field on the Schedule tab. A
change to the Default Value will define the value to use when the report is run from the Report Manager Run
Report action button and what values default when adding a new schedule.

@ Tip: Some reports parameters use the Add/Edit button at the bottom of the dialog to open a
Default Value dialog for to populate that parameter.

m Note: The parameter fields will vary depending on the report selected. The parameters shown correspond
to the specific parameters for each report. For more information on the parameters for a specific report,
see the individual report under Reports on page 79.

Report Manager X

Details  Parameters  Schedule

EDIT Total: 2 REFRESH
Display Name Parameter Name Parameter Type Default Value
Start Date (UTC) StartDate RelativeDate 30-Day-Before

End Date (UTC) EndDate RelativeDate 0-Day-Before
Certificate Authorit... CertAuth CertAuth There are 0 values.
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Parameters

Parameter Name

CertAuth

Display Name

Certificate Authorities

Description

List of active certificate authorities

Parameter Type

CertAuth

Default Value

There are 0 values.

ADD/EDIT

Schedule Tab

To add, edit, or delete a report delivery schedule, select the Schedule tab and choose the desired action. Any

scheduled reports will appear on the schedule tab page. You can create multiple schedules with different para-
meters and recipients for the same report.

Report Manager

Detalls Farameters

ADD

Schedule
Cally at B:00 AM

713 AM every Monday

Schedule

Exced

CSW

X

Total: 2 REFREZH
Email Recipients

pladminsakoyeEmple.c...
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Schedule x

(@ Details

Schedule

O Sunday [ Monday [J Tuesday [0 Wednesday
Friday [ Saturday at [12:00 AM O

Start Date (UTC)
30 Days) w Before | Today
End Date (UTC)
(4] Dayls) | Before w | Today

Certificate Authoritles

There Is 1value.

ADDVEDIT

(@ Schedule Information

[ Save Reportto File
Save Report Path

weorpfsOhdatatkeyfactorreports

[ SendReport
Emall Recipients

ADD Totak: 1
Email

pkladminsakeyexample.com

Note: Report scheduling is limited by collection permissions. Users in roles that have Reports: Read and
Modify permissions will also need to have Read collection permissions on individual collections or global
Read permissions for Certificates to have the ability to add, edit and delete schedules associated with
collections. Any users without global Read permissions for Certificates will not have access to add, edit and

delete schedules for any collections for which they do not have collection Read permissions in addition to
Reports permissions.

Details section

e Schedule: Choose the schedule by selecting Daily, Weekly or Monthly from the dropdown, then choosing the
day or date, and the time to run the report.
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¢ Report Format: The available report formats are PDF, Excel and CSV*.

Note: *The CSV format is only available on reports that contain all the data within a single section
(such as the Certificates in Collection report) rather than broken out into multiple sections (such as
the Expiration Report).

m Note: *CSV format is not available for custom reports with multiple tables.

¢ Dynamic Parameters:

Depending on the parameters specific to the report, you will use either a entry field, a dropdown or click the
Add/Edit to open the selection window for the report parameters for the specific schedule you are working

on.

[¢]

[e]

Some reports are based on a certificate collection, so one must be selected.

Some reports allow you to set an evaluation date for the report other than the current date so that you
can, for example, run an Expiration Report time shifted to 1 month in the future to see what the expir-
ation picture will look like in a month's time or compare last year to this year.

Some reports allow you to include custom metadata (see Certificate Metadata on page 607) in the report
output.

Some reports allow you to select specific templates or CAs for reporting.

Schedule Information Section

e Save Report to File: You can choose to save your report to file by ticking the Save Report to File box, in which
case you must provide a network path to which the file will be written in the Save Report Path (relative to
the server) field. You will be given a warning message if the network path cannot be resolved. Although the
record can still be saved with a path that doesn't resolve correctly, the report may fail to run if the path still
does not resolve at the time the report runs.

Note: The path for saved reports must be provided in UNC format (\\servername\sharename\path)
and must be accessible from the Keyfactor Command administration server. In addition:

© Do not use a trailing "\" in the report path.

© Ensure that the service account for the Keyfactor Command Service has permission to write to
the location where you want the outputted report to be saved.

© When scheduling a report, schedule it for at least 10 minutes in advance of the current time if
you wish it to run soon. If you want to run it faster than that, the Keyfactor Command Service will
need to be restarted.
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¢ Send Report: You can choose to deliver your report via email by ticking the Send Report box, in which case
you must provide at least one recipient in the Recipients field at the bottom of the dialog.

Tip: For an explanation of the parameters specific to each report, see the section in the documentation
for that specific report under Reports on page 79.

@ Important: Scheduled reports will not run if the Keyfactor Command Service is stopped.

Deleting a Report

To delete a report
1. Inthe Management Portal, browse to Reports > Report Manager.

2. Onthe Report Manager page, highlight the report you wish to delete in the grid and click Delete from the
right-click menu.

Note: Only user-defined reports can be deleted. Built-in reports cannot be deleted. If you prefer not to
see a built-in report, you may opt to remove the report from the menu by unchecking the Show in Navig-
ator option.

2.1.5 Enrollment

The enrollment function in the Keyfactor Command Management Portal allows PKI administrators to request certi-
ficates by either submitting a certificate signing request (see CSR Enrollment on the next page) or by directly
entering request information to receive a certificate delivered as a PFX file (see PFX Enrollment on page 131). The
certificate file is available for immediate download via the browser or installation into a certificate store providing
that the enrollment succeeds and the template used does not require manager approval. An option is also
provided to generate a certificate signing request within Keyfactor Command. When you do this, the private key
generated as part of the CSR generation process is stored—encrypted—in the Keyfactor Command database (see
CSR Generation on page 127).

m Note: As of Keyfactor Command version 10, enrollment (PFX and CSR), renewal, and revocation requests
all flow through Keyfactor Command workflow. This will result in no changes to the enrollment, renewal,
and revocation user experience unless customizations have been added in workflow (see Workflow Defin-
itions on page 205).

See Application Settings: Enrollment Tab for configuration settings that apply to the enroliment functions in the

Keyfactor Command Management Portal. Some enrollment functions are also affected by template settings. See
Configuring System-Wide Settings on page 332 and Configuring Template Options on page 335 for more inform-
ation.
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Note: The app pool service account must be set with permissions on the CA itself, in order to enroll via the
CA in Keyfactor Command.

Important: Direct enrollment (without use of a Keyfactor CA gateway) is only supported for CAs in the
forest in which Keyfactor Command is installed and any forests in a two-way trust with this forest. To do a
cross-forest enrollment (with a forest in a two-way trust with the Keyfactor Command forest), Keyfactor
Command requires that the root and intermediate CA certificates from the trusted forest are installed in
the trusted root/intermediate stores in the Keyfactor Command server.

2.1.5.1 CSR Enrollment

The certificate signing request (CSR) enrollment page provides the ability to submit a CSR and download the
resulting certificate.

O

A

Important: Before you can use the CSR enrollment function, you must configure at least one template for
enrollment by checking the CSR Enrollment box under Allowed Enrollment Types in the certificate
template details. See Configuring Template Options on page 335.

Note: As of Keyfactor Command version 10, enrollment (PFX and CSR), renewal, and revocation requests
all flow through Keyfactor Command workflow. This will result in no changes to the enrollment, renewal,
and revocation user experience unless customizations have been added in workflow (see Workflow Defin-
itions on page 205).

To request a certificate via CSR:

1. Generate a CSR. This can be done within the target application (e.g. Microsoft IIS), by using a tool such as
certutil or OpenSSL, or by using the Keyfactor Command CSR generation tool (see CSR Generation on
page 127).

2. Inthe Management Portal, browse to Enrollment > CSR Enrollment.

3. Paste your CSR into the CSR Content text area, with or without the BEGIN REQUEST/END REQUEST delimiters.
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CSR Enroliment @

Paste the CSR below and enter any desired metadata to be associated with the issued certificate.

(3 Certificate Request Information

Template Certificate Authority

Enterprise Web Server - ECC 384 - Requires Approval ~ corpca0lkeyexample.com\CorplssuingCA1 ~

CSR Content  CSR Names

——BEGIN CERTIFICATE REQUEST-—-
MIIBqzCCATECAQAWIDELMAKGAIUEBhMCVVMxCzAIBgNVBAGMAKSIMRUWEWYDVQGH
DAxJbmRICGVUZGVUY2UxCzAJBgNVBASMAKhSMREwWFWYDVQQKDBBLZXkgRXhhbXBs
Z5AsSWSMSEwHWYDVQQDDEhhcHBzenZyMTMua2V5ZXhhbXBsZ55jb20wdjAQBgcq
hkjOPQIBBEgUrgQQAIgNIAATWCES7/rypVE4N|i/F6CYQJgbOCLepz3zmY Pj/y3st
5acNErcOrrdsYZN7/ITWHYB3kcWEXju/8WWEIOhZNLdGaw3 24WjwsAdbaZ IFYef
TYuf9YizGWS+IkFLSBBvDNSgNjAOBgkghkiGOwWOBCQ4xJzZAIMCMGAIUDEQQCMBQC
GGFwcHNydnlxMySrZXlleGFtcGxILmNVETAKBggqhkjOPQQDAgGMOADBIAJAUbkH+
5xb0y3WFSR21B+gBeqX8XePZ5UjssfpCHDO+yp7sUJ8ki8JIVvEY klyCBMcCMQD9
ObdLMYu77JCXE1aCM/GMIGOILZZjwIWvZZC2XN/NQKLCEPJQWpLAPTOHTVXUhzO=

Certificate Metadata

Certificate Format

ENROLL

4. The CSR contents will be parsed, and you will automatically be switched to the CSR Names view. Review the
data to be sure it is as expected.
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(3 Certificate Request Information

Template

Certificate Authority

Enterprise Web Server - ECC 384 - Requires Approval - corpca0lkeyexample.com\CorplssuingCA1 R

CSR Content

Properties
Key Length
Key Type
CN

o

ou

L

ST

i

DNS Name

Curve

CSR Names

Values

384

ECC
appsnri3.keyexample.com
Key Example JInc

HR

Independence

OH

B The Curve field,
appsnri3.keyexample.com .
e showing the

P-384/secp384r]

Note: If a system-wide or template-level regular expression exists for a subject part or SAN, and the
subject part or SAN is left blank, the regular expression will be applied to an empty string for that part.
For example, if you have a regular expression on organization, but do not supply an organization, the
regular expression will be applied to a blank string as if that were supplied as the organization.

5. If you are enrolling from an enterprise CA, select a certificate template from the Template dropdown. The
templates are organized by configuration tenant (formerly known as forest). If you have multiple config-
uration tenants and templates with similar names, be sure to select the template in the correct configuration

tenant.
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Template

O
e

Corp Web Server v2

Corp Web Server v2 - RA - Requires Approval
q CorpWebServerOne

Diglcert SSL Plus

Diglcert SSL Wildcard

Corp Two Web Server
Corp Two Web Server - RA - Requires Approval

Note: When enrolling with the template, the key size of the request is validated against the template
key size. This allows for a key size to be set on a template in Keyfactor Command for validation
purposes that can be different than the CA template key size setting. Care should be taken to make
sure any template policy settings take into consideration CA template key size settings so that errors
do not occur at the CA level.

e If a CSR Enrollment request is made with a key size that is not valid, per the template policy
settings, an error will be displayed when you click the Enroll button (for example, the CSR has a
key size of 2048 but the template policy supports only 4096).

e For PFX Enrollment, the request will contain the minimum settings from the Keyfactor
Command presiding template settings.

6. Select the Certificate Authority from which the certificate should be requested. Only CAs that have the
selected template available for enrollment or are standalone, if you check the stand-alone CA box, will be
shown.

Tip: If you are enrolling from a standalone CA, check the Use a stand-alone CA box instead of
selecting a template. The check box for stand-alone CAs only appears if you have a stand-alone CA
configured for enrollment.

CSR Enrollment @

Paste the CSR below and enter any desired metadata to be associated with the issued certificate.

(3 Certificate Request Information

Template Certificate Authority

corpsnrs9. keyexample.com\CorpStandaloneCATwo w

[ Use Standalone CA

7. The SAN section of the page appears if you enable the Allow CSR SAN Entry application setting (see Applic-
ation Settings: Enrollment Tab on page 555). This option is disabled by default. In the Subject Alternative
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Names section of the page, click Add and select from the dropdown to enter one or more SANs for your CSR.
Use the Remove action button to remove an existing SAN. The SAN field supports:

* DNS name

e |P version 4 address

e [P version 6 address

e User Prinicpal Name

e Email

3 Subject Alternative Names

DNS Mame w appsnrid. keyexample.com m

IPv4 Address

IPvE Address

User Principal Mame
Email

@ Important: If the RFC 2818 compliance setting is enabled for the selected template (see Certificate
Template Operations on page 330), your request must have at least one SAN either included in the
original CSR or entered separately in this field, which matches the CN in the request.

m Note: Entering SANs here may either append or overwrite the SANs in the CSR request depending on
how the issuing CA is configured. Please be sure to check that the certificate has the correct SANs
after issuance. Any SAN added automatically as a result of RFC 2818 compliance settings at the policy
handler level will still be added alongside anything you add here. For more information, review the
SAN Attribute Policy Handler for the Keyfactor CA Policy Module (see Installing the Keyfactor CA Policy

Module Handlers on page 2313 in the Keyfactor Command Server Installation Guide).

8. If template-specific enroliment fields have been defined (see Enrollment Fields Tab on page 338) for the
selected template, the fields will display in the Additional Enrollment Fields section. The types of fields shown
could be either blank (string) fields or multiple choice drop-down fields depending on how they were
configured on the template. All additional enrollment fields are mandatory.

3 Additional Enroliment Flelds

DVC-Method
[ Email v]

Email
HTTP-Token
DMNS-TXT-Token

9. Inthe Certificate Metadata section of the page, populate any defined certificate metadata fields (see Certi-
ficate Metadata on page 607 and Metadata Tab on page 341) as appropriate for the template. These fields
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may be required or optional depending on your metadata configuration. Required fields will be marked with
*Required next to the field label. Any completed values will be associated with the certificate once it has been
synchronized with Keyfactor Command. The order in which the metadata fields appear can be changed (see
Sorting Metadata Fields on page 613).

(3 Certificate Metadata

AppOwnerFirstName
*Required

Betty

AppOwnerLastName
"Required

Brown

AppOwnerEmailAddress
*Required

betty.brownakeyexample.com
BusinessCritical
“Required

(O True (@ False () NotSet

BusinessUnit
“Required

IT v

10. At the bottom of the page, select the radio button for the desired encoding format (PEM or DER).

3 Centificate Format

@ Base-64 encoded () DER encoded binary

11. Click the Enroll button to begin the certificate request process.

¢ If the request completes successfully, you'll see a success message and you'll be prompted by your
browser to begin download of your certificate.

¢ If the template you selected requires approval at the Keyfactor Command workflow level, you'll see a
message that your request is suspended and is awaiting one or more approvals. The user(s) responsible
for approving the request will be notified (if the workflow has been configured this way, see Adding or
Modifying a Workflow Definition on page 209). You can use the My Workflows Created by Me tab (see
Workflows Created by Me Operations on page 292) to check on the status of your request. If the
Management Portal feature has been configured to send notification alerts when a certificate is issued
following approval, you may receive an email message when your certificate is available for download.
The email message may contain a download link. See Issued Certificate Request Alerts on page 168.
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In Progress Alert el

Certificate Request Suspended.

Awaiting 1 more approval(s) from approval roles.

¢ If the template you selected requires manager approval at the CA level, you'll see a message that your
request is pending. The user responsible for approving issuance of pending certificates will be notified
(if that Management Portal feature is configured, see Pending Certificate Request Alerts on page 160).
You can use the Certificate Requests page (see Certificate Requests on page 146) to check on the
status of your pending request and complete the certificate download. If the Management Portal
feature has been configured to send notification alerts when a pending certificate request is approved
or denied, you may receive an email message when your certificate is available for download. The
email message may contain a download link. See Issued Certificate Request Alerts on page 168 and
Denied Certificate Request Alerts on page 175.

Response X

The CSR has been submitted successfully but has been marked as pending. The
certificate will be available for download after the reguest has been approved
and issued. Please check back later to download the certificate.

@ Tip: Click the help icon (@) next to the page title to open the embedded web copy of the Keyfactor
Command Reference Guide to this section.

You can also find the help icon at the top of the page next to the Log Out button. From here you can
choose to open either the Keyfactor Command Documentation Suite at the home page or the Keyfactor AP/
Endpoint Utility.

2.1.5.2 CSR Generation

The Certificate Signing Request (CSR) generation page provides the ability to enter a subject, SAN, key size, and
template information and generate a CSR based on this information. You can then use this CSR to request a certi-
ficate using the CSR enrollment function (see CSR Enrollment on page 121) or any other enrollment method
requiring a CSR.
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When you use the CSR generation option, the encrypted private key of the request is stored in the Keyfactor
Command database. When you generate a certificate using that CSR, it will be married together with the private
key when the certificate synchronizes into the Keyfactor Command database. The certificate enrollment with the
CSR does not need to be completed in Keyfactor Command (using CSR Enrollment) in order for the private key to
be married with the certificate. Certificates enrolled outside of Keyfactor Command using CSRs generated within
Keyfactor Command and synchronized via the CA synchronization process (see Certificate Authorities on page 304)
or manually imported using the Add Certificate option (see Add Certificate on page 64) will also be married with
their private keys.

To generate a CSR:
1. Inthe Keyfactor Command Management Portal, browse to Enrollment > CSR Generation.
2. In the Certificate Request Details section of the page:

a. Select a Template, if desired. The templates are organized by configuration tenant (formerly known as
forest). If you have multiple configuration tenants and templates with similar names, be sure to select the
template in the correct configuration tenant.

@ Important: The template will not be included in the CSR. The template is referenced in order to
retrieve key size and other information to help populate the CSR. Also, the CSR generation page
supports template-level regular expressions for both subject parts and SANs. If system-wide and
template-level regular expressions exists for the same field and you select a template, the
template-level regular expression is applied.

If you choose to select a template during CSR generation, you will need to choose the same
template during CSR Enrollment (see CSR Enrollment on page 121) because the CSR file will
contain elements from the template which may conflict with other template configurations.

b. Select a Key Length for your CSR. If you have selected a template, the dropdown will be limited to the
value supplied by the template. When enrolling with the template, the key size of the request is validated
against the template key size.

\/
KEYFACTOR 10.2 Keyfactor Command Documentation Suite 128



The template will not be included inthe
CSR. The template is referenced inorder
to retrieve key size and template-level

CSR Generation®

Complete the fields to generate a CS

_ ) regularexpressions, enrcllment defaults
() Certificate Request Det and policies to help populate the CSR.

Template / Key Length

Enterprise Web Server w RSA - 2048 w

Extended Key Usage: Server Authentication
e RSA - 4096

(@) Certificate Subject Information

Commeon Mame Organization Organizational Unit
Key Example, Inc Key, Inc PUT
City/Locality state/Provined  Ifyou have selected a template,

the key length dropdown will be
limited to the value(s) supplied by

Email the template.

(5] Subject Alternative Names

DMNS Name w Key Example, Inc

GENERATE

3. In the Certificate Subject Information section of the page, enter appropriate subject information for your CSR.

Note: Some subject fields may be automatically populated by system-wide or template-level enroll-
ment defaults. You may override the system-populated data, if desired. Any system-wide or template-
level regular expressions will be used to validate the data entered in the subject fields. System-wide or
template-level policies will affect the request. For more information, see Certificate Template Oper-
ations on page 330. Subject data may also be overridden after an enrollment request is submitted
either as part of a workflow (see Update Certificate Request Subject\SANs for Microsoft CAs on

page 244) or using the Subject Format application setting (see Application Settings: Enrollment Tab on

page 555).

4. Inthe Subject Alternative Names section of the page, click Add and select from the dropdown to enter one or
more SANs for your CSR. Use the Remove action button to remove an existing SAN.
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@ Important: If the template you selected has the RFC 2818 compliance setting enabled, the DNS name
will be automatically populated with the Common Name (CN) and will be set to read only.

m Note: If the CSR generated has multiple SANs, they will not be overridden by the template default
settings, nor the RFC 2818 compliance settings.

The SAN field supports:

¢ DNS name

e Pversion 4 address

e |P version 6 address
e User Prinicpal Name
e Email

3 Subject Alternative Names

DNS Mame w appsnrid. keyexample.com m

IPv4 Address

IPvE Address

User Principal Mame
Email

5. At the bottom of the page, click the Generate button. You will see a success message. If any template-level or
system-wide regexes have been applied to any fields on the CSR and failed you will receive a notice at the top
of the CSR generation page indicating the error as defined on the template (whether template or system-wide
settings prevail).

Success x

The CSR was successfully generated.

6. Save or open your CSR once it has been successfully generated.

Tip: Click the help icon (@) next to the page title to open the embedded web copy of the Keyfactor
Command Reference Guide to this section.
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You can also find the help icon at the top of the page next to the Log Out button. From here you can
choose to open either the Keyfactor Command Documentation Suite at the home page or the Keyfactor API
Endpoint Utility.

2.1.5.3 Pending CSRs

The Pending CSRs page allows you to see if you have any outstanding certificate signing requests that have been
generated but not used for enrollment. From here, you can download them so that you can use them for enroll-
ment or delete them if they are no longer needed. To download, highlight the selected row, right-click and choose
Download from the right-click menu, or choose the Download action button at the top of the grid.

Pending CSRs®

This is a list of all CSRs generated that have not yet been used to enroll for certificates.

Total: 2 | REFRESH

Request Time CSR Subject

] | er2w2021,10:57:12 AM CN=appsrvri8.keye: com, E=info mple.com, O-Keyexample, OU=Sales, L=Chicago, ST=IL. C=US, DNS Name=appsrvri&.keyexample.com, Key Length-2048, Key Type=RSA

EI 6/21/2021,10:57:42 AM CN-=srvrig.keyexample.com, O-Keyexample, OU=IT, DNS Name=srvriB.keyexample.com, Key Length=2048, Key Type=RSA

The pending certificate grid includes these fields:

e Request Time
The date and time the CSR request was submitted in Keyfactor Command.

e Subject Name
The subject name of the CSR, including key size, key type, and SANSs, if applicable.

The CSRs can be sorted by clicking on the Request Time column header in the results grid. Click the column
header again to reverse the sort order. The results grid columns can be arranged in any order desired by click-
holding and dragging the header of the column you wish to move. The column widths may also be adjusted by
click-holding and dragging the line separating two column headers.

2.1.5.4 PFX Enrollment

The PFX Enrollment page provides the ability to submit a certificate request and download the resulting PFX certi-
ficate file. Given the power involved in allowing a user to generate his or her own subject name and automatically
receive a certificate in this subject name, Keyfactor recommends that permissions for this feature are only given to
very trusted users and/or that you consider making use of Keyfactor Command workflow with a RequireApproval
step (see Adding or Modifying a Workflow Definition on page 209).

@ Important: Before you can use the PFX enrollment function, you must configure at least one template for
enrollment by checking the PFX Enrollment box under Allowed Enroliment Types in the certificate
template details. In addition, if you wish to use a template that requires CA certificate manager approval,
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y ust enable one of the Private Key Retention options in the certificate template details. See Certi-
fisgté Template Operations on page 330.

m Note: As of Keyfactor Command version 10, enrollment (PFX and CSR), renewal, and revocation requests
all flow through Keyfactor Command workflow. This will result in no changes to the enrollment, renewal,
and revocation user experience unless customizations have been added in workflow (see Workflow Defin-

itions on page 205).

You can expand and collapse sections of the PFX enrollment page by clicking on the plus/minus icon to the left of

each section title.
To request a certificate via PFX:

1. Inthe Keyfactor Command Management Portal, browse to Enrollment > PFX Enrollment.

2. If you are enrolling from an enterprise CA, select a certificate template from the Template dropdown. The
templates are organized by configuration tenant (formerly known as forest). If you have multiple config-
uration tenants and templates with similar names, be sure to select the template in the correct configuration
tenant. If you are enrolling from a standalone CA, check the Use a stand-alone CA box instead of selecting a

template.

PFX Enrollment @

Complete the fields below and submit the form to enroll for a certificate and private key.

(@ Certificate Authority Information

Template Certificate Authority

keyexample.com
EnterpriseWebServer e -
EnterpriseWebServer(2016) Organizational it
EnterpriseWebServer(2016)-RA
EnterpriseWebServer-ECC384
EnterpriseWebServer-RA Country/Region
EnterpriseWebServer-ShortLifetime
EnterpriseWebServerTwo

Note: When enrolling with the template, the key size of the request is validated against the template
key size. This allows for a key size to be set on a template in Keyfactor Command for validation
purposes that can be different than the CA template key size setting. Care should be taken to make
sure any template policy settings take into consideration CA template key size settings so that errors

do not occur at the CA level.

e If a CSR Enrollment request is made with a key size that is not valid, per the template policy
settings, an error will be displayed when you click the Enroll button (for example, the CSR has a
key size of 2048 but the template policy supports only 4096).
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m e For PFX Enrollment, the request will contain the minimum settings from the Keyfactor
Command presiding template settings.

Tip: The check box for stand-alone CAs only appears if you have a stand-alone CA configured for

enrollment.

PFX Enrollment @

Complete the fields below and submit the form to enroll for g

The check box for
stand-alone CAs

@ certificate Authority Information

Certificate Authority

Template
corpsnrs9. keyexample.com\CorpStandaloneCATwo

A

[ Use Standalone CA

Tip: If you select an ECC template, the elliptic curve algorithm for the template appears below the

Template dropdown.
PFX Enroliment®

Complete the fields below and submit the form to enroll fol

If you select an
ECCtemplate,

(@ Certificate Authority Information

Template // Certificate Authority
[ Enterprise Web Server - EWM]@S Approval v] corpca0l.keyexample.com\CorplssuingCA1 w

Curve: P-384/secp384r1

3. Select the Certificate Authority from which the certificate should be requested. Only CAs that have the
selected template available for enroliment or are standalone, if you check the stand-alone CA box, will be

shown.
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PFX Enrollment @

Complete the fields below and submit the form to enroll for a certificate and private key.

(3 Certificate Authority Information

Template Certificate Authority

Enterprise Web Server ~ corpca0l.keyexample.com\CorplssuingCA1 w

(3 Certificate Subject Information

Common Name Crrganization Organizational Unit
appsnvri3. keyexample.com Key Example, Inc. IT

City/Locality State/Province Country/Region
Chicago IL us

Email

/The Custom Friendly
(3 Custom Friendly Name 4] Name f|e |d on |y

-

Custom Friendly Name

(3 Subject Alternative Names

DNS Mame ~ appsnvri3. keyexample.com m

m Note: If a system-wide or template-level regular expression exists for a subject part or SAN, and the
subject part or SAN is left blank, the regular expression will be applied to an empty string for that part.
For example, if you have a regular expression on organization, but do not supply an organization, the
regular expression will be applied to a blank string as if that were supplied as the organization

4. In the Certificate Subject Information section of the page, populate the fields as appropriate for the certificate
being requested. Although Keyfactor Command does not require the Common Name, it is typical for a CA to
require this unless the template is set to populate the subject from Active Directory.

Note: Some subject fields may be automatically populated by system-wide or template-level enroll-
ment defaults. You may override the system-populated data, if desired. Any system-wide or template-
level regular expressions will be used to validate the data entered in the subject fields. System-wide or
template-level policies will affect the request. For more information, see Certificate Template Oper-
ations on page 330. Subject data may also be overridden after an enrollment request is submitted
either as part of a workflow (see Update Certificate Request Subject\SANs for Microsoft CAs on

page 244) or using the Subject Format application setting (see Application Settings: Enrollment Tab on

page 555).

5. If enabled, add a friendly name in the Custom Friendly Name section of the page. This section only appears if
the Allow Custom Friendly Name application setting is set to True. If the Require Custom Friendly Name applic-
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ation is set to True, a value is required in this field. For more information, see Application Settings: Enrollment
Tab on page 555.

6. Inthe Subject Alternative Names (SANs) section of the page, add SANs if needed. If the RFC 2818 compliance
option has been enabled for the template (seeCertificate Template Operations on page 330), the first SAN
field will automatically populate with a DNS SAN matching the CN when you enter the CN be set to Read Only.
Click the Add button to add SAN fields.

The SAN field supports:

¢ DNS name

e |P version 4 address
e |P version 6 address
e User Prinicpal Name
* Email

3 Subject Alternative Names

DNS Mame w appsnrid. keyexample.com m

IPv4 Address

IPvE Address

User Principal Mame
Email

This field is not required unless the RFC 2818 compliance option on the CA has been configured.

7. If template-specific enroliment fields have been defined (see Enrollment Fields Tab on page 338) for the
selected template, the fields will display in the Additional Enrollment Fields section. Additional enrollment
fields have a data type of either string or multiple choice. String fields will appear as a text box; Multiple
choice fields will appear as a dropdown. All additional enrollment fields are required.

3 Additional Enroliment Flelds

DV C-Method

(enat Y

Email
HTTP-Token
DMNS-TXT-Token

8. In the Certificate Metadata section of the page, populate any defined certificate metadata fields (see Certi-
ficate Metadata on page 607 and Certificate Template Operations on page 330) as appropriate for the
template. These fields may be required or optional depending on your metadata configuration. Required
fields will be marked with *Required next to the field label. Any completed values will be associated with the
certificate once it has been imported into Keyfactor Command. The order in which the metadata fields appear
can be changed (see Sorting Metadata Fields on page 613).
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10.

(3 Certificate Metadata

AppOwnerFirstName
*Required

Betty

AppOwnerLastName
"Required

Brown

AppOwnerEmailAddress
*Required
betty.brownakeyexample.com
BusinessCritical

“Required

(O True (@ False () NotSet
BusinessUnit

“Required

IT

If enabled, in the Password section of the page, check the Use Custom Password box and enter and confirm a
custom password to use in securing the PFX file. This section only appears if the Allow Custom Password applic-
ation setting is set to True. For more information, see Application Settings: Enrollment Tab on page 555.

3 Password

[ Use Custom Password

Password

In the Certificate Delivery Format section of the page, choose a format for the downloaded certificate—PFX or
zipped PEM—or, if you have any certificate stores defined, opt to install the certificate directly into one or
more certificate stores on enrollment. If you choose to do this, the certificate will not be available for down-
load on this page. The Install Into Certificate Stores option does not appear if no certificate stores have been

defined.

(= Certificate Delivery Format A

() Download as PFX () Download as ZIP PEM @ Install into Certificate Stores

INCLUDE CERTIFCATE STORES

Include the certificate stores you wish to use In this operation.

\/
KEYFACTOR 10.2 Keyfactor Command Documentation Suite 136



To install a certificate into a certificate store, select the Install into Certificate Stores radio button and then
click the Include Certificate Stores button. This will cause the Select Certificate Store Locations dialog to
appear. Make your certificate store selections in this dialog as described in Select Certificate Store Locations,
below, and click Include and Close. You will then see some additional fields on the enroliment page. Populate
these as per Add to Certificate Stores and Information Required for Certificate Stores, below.

Select Certificate Store Locations

The Select Certificate Store Locations dialog allows you to run queries against your certificate store list to
select which store(s) to deploy a selected certificate to. Check the box next to each certificate store location
to which you want to distribute the certificate.

m Note: Only compatible certificate stores and only stores in containers to which you have permissions
are shown on the grid.

@ Tip: You may change the search results by using the search fields at the top of the dialog. All of the
Keyfactor Command grid search features are available to assist your search. See Using the Certificate
Store Search Feature on page 356 for more information on the available search fields. The default
search criteria is AgentAvailable is equal to True.

The actions on the Select Certificate Store Locations dialog are:

* Include
Click this to add the selected certificate store(s) to your certificate selection and leave the search
dialog open for further searches.

¢ Include and Close
Click this to close the search dialog and add the selected certificate store(s) to your certificate selec-

tion, which will then be displayed and ready for updates as per the instructions in Add to Certificate
Stores.

¢ Close
Click this to cancel the operation and return to the main page with no certificate stores selected.
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Select Certificate Store Locations x

© Only compatible certificate stores are shown.

Fleld Comparlson Value

Agenthvailable ~ is equal to ~ True v INSERT SIMPLE
Agenthvailable -eq "true”
SEARCH CLEAR

Total: 7 REFRESH

Category Client Machine Store Path Container
: File Transfer Protocol appsrvrB0.keyexample.com files FTP
: F5 SSL Profiles REST bigip14.keyexample.com Common F5 SSL
: F5 SSL Profiles REST bigip16.keyexample.com Common F5 SSL
: File Transfer Protocol fip93. keyexample.com ! FTP
: MNetScaler ns3.keyexample.com /nsconfigissl NetScaler
: IIS Personal websrr38 keyexample.com IS Personal IS Personal
: IS Personal websnra3 keyexample.com IS Personal IS Personal

INCLUDE INCLUDE AND CLOSE CLOSE

Add to Certificate Stores

The additional fields that appear on the page once you select at least one certificate store to distribute your
certificate to include a grid section with a series of tabs that displays a tab for each type of certificate store
selected with a list of the selected stores under each tab.

Above this section are global options that apply to the add job as a whole:

¢ Schedule when to run the job for the certificate store

In the Schedule dropdown, select a time at which the job to add the certificate to the stores should
run. The choices are Immediate or Exactly Once at a specified date and time. If you choose Exactly
Once, enter the date and time for the job. A job scheduled for Immediate running will run within a few
minutes of saving the operation. The default is Immediate.

¢ Include Certificate Stores
Open the Select Certificate Store Locations dialog again.

For each selected certificate store you can apply the following actions:
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e Overwrite

Check Overwrite below the grid to allow the selected certificate to overwrite any existing certificate in
the same location with the same name or alias.

e Alias

Add an Alias below the grid, if applicable, for the certificate store type. See the Information Required
by Certificate Store section, below, for more information.

Note: The tab heading of the certificate location will display an alert if an alias is required for
the location.

e Remove

Click Remove at the top of the grid to remove the selected certificate store from the page. The certi-
ficate will not be added to the store.

You may return to the Select Certificate Store Locations dialog by clicking Include Certificate Stores above the
grid. The current selections will be retained.
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@ Certificate Delivery Format

() Download as PFX () Download as ZIP PEM (@ Install into Certificate Stores

INCLUDE CERTIFICATE STORES

Schedule when to run the job for the cerificate store:

Immediate ~

Java Keystore PEM File File Transfer Protocol

Total: 1
Client Machine Store Path
swr242 keyexample.c... lopt/app/storel...

Select overwrite to replace
an existing certificate stored
on the target in a file with the

Alias field will appear if it
is required. You will

Overwrite: (#  Alias:

X Cert Store Creation Fallure{s)

One or more Certificate Stores Could not be created.

Failed Jobs

Information Required by Certificate Stores

Each type of certificate store has different requirements for providing an alias or other additional information.
Table 6: Alias Requirements by Certificate Store Type provides a quick breakdown by certificate store of
whether a certificate alias is required for new certificate additions or only for overwriting an existing certi-
ficate in the store.
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Tip: When adding a certificate to a certificate store, you have the option to overwrite an existing certi-
ficate with the current certificate. If you choose this option, you will need to provide the alias of the
certificate you wish to overwrite. Find the alias values by navigating to Management Portal > Certi-
ficates > Certificate Search. Select the certificate you wish to overwrite and double-click, or click Edit,
from the grid header or right-click menu. Choose the Locations tab and double-click on the Location
Type (this must have a number other than zero in the Count column) to open the details dialog. The
Alias field holds the information that may be required for an overwrite.

Certificate Details X

REVOKE DOWNLOAD m

Content  Metadata  Status  Validation  Locations  History

Location Type Count

Java Keystore o

PEM File

Java Keystore X

F5 SSL Profiles

IIS Roots
Total: 1

NetScaler
Store Machine  Store Path Alias
IIS Personal
srvr242 keyexa... lopt/app/storel... javastrba2
F5 Web Server

IS Revoked

F5 Web Server REST
F5 S5L Profiles REST
F5 CA Bundles REST

Amazon Web Service
CLOSE

CLOSE

Certificate Store Type Alias Functionality

Amazon Web Services Alias only required for overwrites

F5 CA Bundles REST Alias required for new additions and overwrites
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Certificate Store Type Alias Functionality

F5 SSL Profiles Alias required for new additions and overwrites
F5 SSL Profiles REST Alias required for new additions and overwrites
F5 Web Server Alias only required for overwrites

F5 Web Server REST Alias only required for overwrites

File Transfer Protocol Alias required for new additions and overwrites
1IS Personal Alias only required for overwrites

IIS Revoked Alias not needed

IIS Trusted Roots Alias not needed

Java Keystore Alias required for new additions and overwrites
NetScaler Alias required for new additions and overwrites
PEM File Alias only required for overwrites

Amazon Web Services (AWS)

With this type of store, you have the option to overwrite an existing certificate with the current certificate.
If you choose this option, you will need to provide the alias of the certificate you wish to overwrite. The
alias is the internal ID assigned by Amazon (the Amazon resource number or ARN). Provide the entire
contents of the Alias/IP from this field when entering an alias for overwrite. For example:
arn:aws:acm:us-west-2:220531701668:certificate/88e5dcfb-a70b-4636-a8ab-e85e8ad88780

F5 CA Bundles REST

With this type of store, you will be prompted to add an alias for the certificate. The alias is the file name

used to store the file in the device file system, minus the extension (e.g. use alias MyFile for a file named
MpyFile.crt). Aliases should be entered without spaces. Note that certificate names are case sensitive. You
have the option to overwrite an existing certificate with the current certificate. If you choose this option,
you will need to provide the alias of the certificate you wish to overwrite.

F5 SSL Profile

With this type of store, you will be prompted to add an alias for the certificate. The alias is the file name
used to store the file in the device file system, minus the extension (e.g. use alias MyFile for a file named
MyFile.pfx). Aliases should be entered without spaces. Note that certificate names are case sensitive. You
have the option to overwrite an existing certificate with the current certificate. If you choose this option,
you will need to provide the alias of the certificate you wish to overwrite.
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F5 SSL Profile REST

With this type of store, you will be prompted to add an alias for the certificate. The alias is the file name
used to store the file in the device file system, minus the extension (e.g. use alias MyFile for a file named
MyFile.pfx). Aliases should be entered without spaces. Note that certificate names are case sensitive. You
have the option to overwrite an existing certificate with the current certificate. If you choose this option,
you will need to provide the alias of the certificate you wish to overwrite.

F5 Web Server

With this type of store, you have the option to overwrite an existing certificate with the current certificate.
If you choose this option, you will need to provide the alias of the certificate you wish to overwrite. The
alias for F5 device certificates is typically "server".

F5 Web Server REST

With this type of store, you have the option to overwrite an existing certificate with the current certificate.
If you choose this option, you will need to provide the alias of the certificate you wish to overwrite. The
alias for F5 device certificates is typically "server".

File Transfer Protocol (FTP)

With this type of store, you have the option to overwrite an existing certificate with the current certificate.
If you choose this option, you will need to provide the alias of the certificate you wish to overwrite. In that
case the new thumbprint should be passed in as the alias without any spaces between the octets (e.g.
81009c6e5465ecf343ba55ff9612122a5a4f6b33 not 81 00 9c 6e 54 65 ec 3 43 ba 55 ff 96 12 12 2a 5a 4f 6b
33).

IIS Personal

With this type of store, you have the option to overwrite an existing certificate bound to an IIS web site with
the current certificate. If you choose this option, you will need to provide the alias of the certificate you
wish to overwrite. The alias is the thumbprint of the certificate bound to the IIS web site on the target. The
thumbprint may be entered with or without spaces between each octet (e.g. 81 00 9c 6e 54 65 ec f3 43 ba
55 ff 96 12 12 2a 5a 4f 6b 33 or 81009c6e5465ecf343ba55ff9612122a5a4f6b33).

Tip: Choosing overwrite for a certificate not bound to an IS web site will have no effect. No certi-
ficate will be overwritten.

IIS Revoked and Trusted Root

@ Tip: The overwrite functionality is not relevant for IIS Revoked and Trusted Root certificate stores
and should be ignored.
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Java Keystore

With this type of store, you will be prompted to add an alias for the certificate. This optional alias is stored
in the keystore associated with the certificate. You have the option to overwrite an existing certificate with
the current certificate. If you choose this option, you will need to provide the alias of the certificate you
wish to overwrite. Spaces are supported in the alias.

NetScaler

With this type of store, you will must add an Alias for the certificate. This serves as the file name used to
store the file in the file system, so provide it with an appropriate extension (e.g. appserver17.pfx). Aliases
should be entered without spaces. You must also enter the virtual server to associate the certificate with in
the NetscalerVserver field. For a certificate with a private key, you are associating the certificate as a
NetScaler Server Certificate. Entry of virtual server name is not case sensitive. You have the option to over-
write an existing certificate with the current certificate. If you choose this option, you will need to provide
the alias (full file name with extension) of the certificate you wish to overwrite.

PEM File

When you check the box for a PEM store, a new PFX Password section will appear on the page. The pass-
word you enter here is used to encrypt the private key of the certificate when stored in the PEM file or
separate password file. If you choose to uncheck the Use Custom Password box, the private key will be
encrypted with a random password which is not accessible to you. For most use cases, you will need a
known password for this purpose, so leave the Use Custom Password box checked and make note of the
password you use for this purpose. With this type of store, you have the option to overwrite an existing
certificate with the current certificate. If you choose this option, you will need to provide the alias of the
certificate you wish to overwrite. The alias is the thumbprint of the certificate without any spaces between
the octets (e.g. 81009c6e5465ecf343ba55ff9612122a5a4f6b33 not 81 00 9c 6e 54 65 ec f3 43 ba 55 ff 96 12
12 2a 5a 4f 6b 33).

Note: Keyfactor Command will automatically strip out any spaces between the octets in the alias
field, so it does not matter whether you enter the thumbprint with or without spaces.

11. At the bottom of the page, click Enroll to begin the certificate request process.

¢ If the request completes successfully, you'll see a success message and you'll be prompted by your
browser to begin download of your certificate unless you chose to install it directly into a certificate
store. If you’ve configured PFX enrollment to use Windows authentication (the default) and have not
selected the option to enter a custom password, you’ll see a one-time password that has been gener-
ated to secure the PFX file. You will need this password in order to open the PFX file.

@ Important: The randomly generated password cannot be regenerated, so it must be copied
prior to closing the page. If you do not retain this password, you will not be able to open the
PFX file. However, if you have configured private key retention for the template used for this
enrollment (see Certificate Template Operations on page 330), you will be able to download
the certificate with private key from certificate search at a later time.
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PFX Enrollment®

Certificate lssued Successfully
The PFX certificate has been Issued successfully, and delivered.

The following password has been used to protect the private key:

MeeWgz)xcFAa

Pleasze securely record the password. You will need to configure this password In your application to allow It to use the PFX. This s a
generated password that will not be displayed again.

¢ If you've configured the Keyfactor Command Management Portal to use basic authentication and
you’ve configured the Use Active Directory Password application setting option to True, the message
will indicate that the PFX file can be opened using the Active Directory domain password of the user
making the request. For more information about configuring basic authentication versus Windows
authentication, see Application Settings: Enrollment Tab on page 555.

PFX Enroliment®

Certificate Issued Successfully

The PFX certificate has been issued successfully, and delivered.

Your network password has been used to protect the private key.

Note: This option does not work when you authenticate to the Management Portal using
Kerberos because Keyfactor Command does not have access to your credentials to apply your
password to the PFX file.

* If the template you selected requires approval at the Keyfactor Command workflow level, you'll see a
message that your request is suspended and is awaiting one or more approvals. The user(s) responsible
for approving the request will be notified (if the workflow has been configured this way, see Adding or
Modifying a Workflow Definition on page 209). You can use the My Workflows Created by Me tab (see
Workflows Created by Me Operations on page 292) to check on the status of your request. If the
Management Portal feature has been configured to send notification alerts when a certificate is issued
following approval, you may receive an email message when your certificate is available for download.
The email message may contain a download link. See Issued Certificate Request Alerts on page 168.

PFX Enrollment®

Enrollment In Process

Awaiting 1 more approval(s) from approval roles.

BACK
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¢ If the template you selected requires manager approval at the CA level, you'll see a message that your
request is pending. The user responsible for approving issuance of pending certificates will be notified
(if that Management Portal feature is configured, see Pending Certificate Request Alerts on page 160).
You can visit the Certificate Requests page (see Certificate Requests below) to check on the status of
your pending request and certificate search (see Certificate Search and Collections on page 18) to
complete the certificate download. If the Management Portal feature has been configured to send noti-
fication alerts when a pending certificate request is approved or denied, you may receive an email
message when your certificate is available for download. The email message may contain a download
link. See Issued Certificate Request Alerts on page 168 and Denied Certificate Request Alerts on

page 175.

PFX Enrollment®

Certificate Requires Approval

The certificate requires authorization. The certificate and private key will be avallable for download via the Certificate Search page once It has
been approved and Issued.

Tip: Click the help icon (@) next to the page title to open the embedded web copy of the Keyfactor
Command Reference Guide to this section.

You can also find the help icon at the top of the page next to the Log Out button. From here you can
choose to open either the Keyfactor Command Documentation Suite at the home page or the Keyfactor AP/
Endpoint Utility.

2.1.5.5 Certificate Requests

The Certificate Requests page shows certificate requests made to certificate authorities that have been configured
to synchronize to the Keyfactor Command database and which have a status of pending, external validation or
denied/failed. You can approve or deny pending certificates from this page (see Approving or Denying a Pending
Certificate Request on page 149).

Tip: Click the help icon (@) next to the page title to open the embedded web copy of the Keyfactor
Command Reference Guide to this section.

You can also find the help icon at the top of the page next to the Log Out button. From here you can
choose to open either the Keyfactor Command Documentation Suite at the home page or the Keyfactor API
Endpoint Utility.

Viewing Certificate Requests
The Certificate Requests grid has three tabs: Pending, External Validation and Denied/Failed. Select the appro-

priate tab to the view desired certificate requests. You may also filter the list shown by entering all or part of a
Requester Name and clicking Filter to change which requests are displayed.
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Note: Certificate requests that require approval at the Keyfactor Command workflow level (see Workflow
Definitions on page 205) do not appear on this page.

¢ Pending

Typically a request in this state has been made using a template that requires manager approval at the CA
level before issuance. The request may be approved or denied from this tab of the certificate requests page or
though action on a Pending Request Alert (see Pending Certificate Request Alerts on page 160). When the
pending requests tab is selected, you will see Approve and Deny buttons activated at the top of the grid. By
clicking Details, you can view the certificate details and Approve or Deny the request from the Certificate
Request Details dialog. See Approving or Denying a Pending Certificate Request on page 149 for more inform-
ation.

¢ External Validation

Certificate requests in this state require approval outside of Keyfactor Command. Certificates appearing on
this tab generally are for requests made through one of the Keyfactor Command CA gateways using an EV
certificate type. The requests appear here for reference only and cannot be approved or denied. Once a
request has been approved using the cloud provider's EV approval process, the Keyfactor Command CA
gateway and Keyfactor Command will import the issued certificate on the next synchronization. The synced
certificate will move to the Certificate Search grid (see Certificate Search and Collections on page 18) and can
be viewed there.

¢ Denied/Failed

The denied/failed view shows requests that have been denied through Keyfactor Command as an action on
the certificate requests page Pending tab though action on a Pending Request Alert (see Pending Certificate
Request Alerts on page 160), or through a POST /Workflow/Certificates/Deny AP| request (see POST Workflow
Certificates Deny on page 1963 in the Keyfactor Web APIs Reference Guide), but does not include requests
denied directly from the CA outside of Keyfactor Command.

@ Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Alerts: Read

The certificate requests grid includes these fields:

Keyfactor Request ID Certificate Authority
The reference ID of the request from the Keyfactor data- The CA against which the request was made.
base.

Template

Common Name
The short name of the template used to make the request.

The requested common name of the request.

Requester
Distinguished Name

The user or entity that made the request.
The requested distinguished name of the request.

State
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SU bmiSSion Ddte The request status—pending or external validation as per

the tab selected.
The date on which the request was submitted.

By default, the grid sorts in descending order with the most recent certs at the top. The grid can be sorted in
ascending or descending Submission Date order by clicking on the column header. he grid columns can be
arranged in any order desired by click-holding and dragging the header of the column you wish to move. The
column widths may also be adjusted by click-holding and dragging the line separating two column headers.

Certificate Requests @

Certificate Requests display the requests made to the Certificate Authority. The requests may be in the extemal validation or pending state.

Pending  External Validation ~ Denied/Failed

Raquestar Name: FILTER

Total: 31 | REFRESH

Keyfactor Request ID Common Name Distinguished Name Submission Date Certificate Authority Template Requester State
alm= Uniti23adgasd O=Key Example,CN=Unit123ad. 8/23/2022, 10:26:20 AM corpcad1.keyexample.com\Cor. EnterprisoWebServer ECC384 KEYEXAMPLE\bandrasa Pending
gl Unit241ABCV2 CN=Unit241ABCv2 8/23/2022, 10:25:33 AM corpca01.keyexample.com\Cor. EnterprisoWebServer(2016)- RA KEYEXAMPLE\bandrasa Pending
0| e 123 L=Chicago,O-Key Example CN. 8/11/2022, 11:31:54 AM corpcadt.keyexample.com\Cor. EnterpriseWebServer-ECC384 KEYEXAMPLE\bandrasa Pending
Ol e application/json 0=123,CN-application/json 8/11/2022, 7:08:34 AM corpcadt.keyexample.com\Cor. EnterpriseWebServer-ECC384 KEYEXAMPLE\bandrasa Pending

The Details button appears activated for all views. The details page includes the SANs, metadata, and certificate
stores scheduled for distribution for the request, in addition to the information shown on the main grid.

Certificate Request Details X

Keyfactor Request ID 708582
CA Request ID 108
Common Name appsnrld keyexample.com

CN=appsrvrid.keyexample.com,O=Key

Distinguished Name Example,0U=IT,L=Chicago,5T=lllinois.C=US

Certificate Authority corpcallkeyexample.com\CorplssuingCAl
Template EnterpriseWebServer-RA

Key Size 2048

Requester KEYEXAMPLE\jsmith

Submission Date 9/21/2022, 4:31:59 FM

Subject Alternative Names

Email-Contact = john.smithi@zkeyexample.com
AppOwnerFirstName = Betty
AppOwnerLastName = Brown

Certificate Metadata AppOwnerEmaildddress = betty. brown@keyexample.com
BusinessCritical = false
BusinessUnit = IT
SiteCode =3

Certificate Stores Scheduled websrvr42 keyexample.com\lS Personal

Denial Comments

APPROVE m CANCEL
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Approving or Denying a Pending Certificate Request

On the Pending tab of the certificates requests grid you can view the Details of a certificate request that required
manager approval at the CA level and choose to Approve or Deny it by clicking the action buttons at the top of the
grid. You can also Approve or Deny the request from the Certificate Request Details dialog. The approve and deny
operations can be done on multiple requests at once. To select multiple rows, click the checkbox for each row on
which you would like to perform an operation, then select an operation from the top of the grid. The right-click
menu only supports operations on one request at a time.

¢ When you deny a request, you will be prompted to enter a comment regarding the denial. These comments
can be delivered to the requester or other interested party using a denied request alert (see Denied Certificate

Request Alerts on page 175). When a certificate is denied, its status will change to failed and it will move from
the pending grid tab to the denied/failed grid tab. The denial comments will display in the Certificate Request
Details dialogue.

* When a request is approved on this page, the certificate will move to the Certificate Search grid (see Certi-
ficate Search and Collections on page 18) and can be viewed there. If you have configured issued certificate
alerts (see Issued Certificate Request Alerts on page 168), the requester or other interested party will be noti-
fied immediately on approval.

m Note: Certificate requests that require approval at the Keyfactor Command workflow level (see Workflow
Definitions on page 205) do not appear on this page.

@ Tip: The following permissions (see Security Overview on page 569) are required to use this feature:
Alerts: Read
Certificate Requests: Manage

Certificate requests with a pending status have generally either been requested using certificate templates
requiring manager approval at the CA level or from a CA configured to send all requests to pending automatically.

Sup ded Templ I BExtensions I Security I Server |
General I Ci ibili I Request Handlin
Subject Name

lssuance Requirements

Require the following for enrollment :

CA cerificate manager approval

[] This number of authorized signatures: 0

Note: Certificate requests that require approval at the CA level are supported only for Microsort CAs and
select CA gateways. This feature is not supported for EJBCA CAs. Use workflow for configuring Keyfactor
Command-level approvals for EJBCA CAs (see Workflow Definitions on page 205).

2.1.6 Alerts

The options available in the Alerts section of the Management Portal are:
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e Expiration Alerts below
Create email notifications that alert administrators and/or end users when certificates are coming up for expir-
ation.

¢ Pending Certificate Request Alerts on page 160
Create email notifications that alert PKI administrators when a new pending certificate request is made.

¢ Issued Certificate Request Alerts on page 168
Create email notifications that alert a certificate requester when a certificate he or she requested has been
issued.

¢ Denied Certificate Request Alerts on page 175
Create email notifications that alert a certificate requester when a certificate he or she requested has been
denied.

e Key Rotation Alerts on page 180
Create email notifications that alert end users and PKI administrators when an SSH key is nearing the end of its
lifetime.

* Revocation Monitoring on page 186
Define locations where certificate revocation lists (CRLs) and online certificate status protocol (OCSP) locations
may be found and enable expiration notification alerts for them.

2.1.6.1 Expiration Alerts
Expiration alerts are used to send email notifications to certificate owners, users and/or administrators when a

certificate is nearing or at expiration. The alerts can be customized to provide detailed information about the certi-
ficates along with, for example, instructions to end users on how to enroll for a replacement certificate.

Expiration Alert Operations

Expiration alerts are based on certificate collections. Before you can work with expiration alerts, you need to have
created a certificate collection on which to base the alert (see Certificate Search and Collections on page 18).

Adding or Modifying an Expiration Alert

1. Inthe Management Portal, browse to Alerts > Expiration.

2. On the Expiration Alerts page, click Add from the top menu to create a new alert, or Edit from either the top
or right click menu, to modify an existing one.

3. Inthe Certificate Expiration Alert Settings dialog, select your Certificate Collection in the first dropdown.
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Certificate Expiration Alert Settings X

Certificate Collection

PKI Certs of Interest ~

Timeframe

1 Months v

Display Name

Pl Certs of Interest - 1 month

Subject

Certificate {cn} Expire in One Month

Message

Dear [principal:givenname] & {requester.givenname},

The certificate in the name [cn} issued on [certnotbefore]} from [careqid) using the [template)
template will expire on [certnotafter). If this certificate is still in use, please consider getting

a new one. -
DN [dn}

Insert additional alert Information | Serial Number Al INSERT

Use handler

D v

ADD Total: 1
Email

[requestermail}

4. Inthe Timeframe fields, select the warning timeframe by defining a number for either days, weeks, or months
for the alert. For example, if you select three weeks, the expiration alerts will be sent automatically three
weeks ahead of certificate expiration.

Note: When the alert is stored in the database, weeks are converted to 7 days and months are
converted to 30 days.

When alerts run, the alert engine reports on all the certificates expiring within the next X
days (e.g. 30 days) from the execution time that have not previously been reported on. This means
that if the alerts run daily and have been running daily regularly for some time, only a single day of
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expiring certificates will be reported on by any given alert run.

For example, say you create a new alert that has never run before for collection A and set it to 30
days. You configure it to run daily at 5:00 am. The alert runs for the first time at 5:00 am on July 1st.
All the certificates in collection A that will expire between July 1st at 12:00 am UTC and July 31 at
12:00 am UTC will be alerted on. The next day when the alert runs again at 5:00 am on July 2nd, the
certificates in collection A expiring between July 31st at 12:00 am UTC and August 1st at 12:00 am
UTC will be alerted on.

If alerts are missed for a period of time (due to an outage, for example), the next run of the alerts will
check the previous successful run date for the alerts and report on certificates expiring X days from
that outage window. For example, using the collection A alert referenced above, say an outage caused
the alerts not to run on August 1 and August 2. On August 3, the alert would run again at 5:00 am, and
the certificates in collection A expiring between August 30th at 12:00 am UTC and September 2nd at
12:00 am UTC would be alerted on.

5. Inthe Display Name field, enter a name for the alert. This name appears in the list of expiration alerts in the
Management Portal.

6. Inthe Subject field, enter a subject line for the email message that will be delivered when the alert is
triggered. You can use substitutable special text in the subject line. Substitutable special text uses a variable in
the alert definition that is replaced by data from the certificate or certificate metadata at processing time. For
example, you can enter {cn} in the alert definition and each alert generated at processing time will contain the
specific common name of the given certificate instead of the variable {cn}.

To add substitutable special text to the subject line; place your cursor where you would like the text to appear
on the subject line, select the appropriate variable from the Insert special text dropdown, and click Insert.
Alternately, type the special text variable enclosed in curly braces (e.g. {cn}).

7. Inthe Message box, enter the body of the email message that will be delivered when the alert is triggered.
You can use the Insert special text dropdown below the message window to add substitutable special text to
the message. The metadata that appears in the dropdown will depend upon the custom metadata you have
defined (see Certificate Metadata on page 607). Place your cursor where you would like the text to appear,
select the appropriate variable from the dropdown, and click Insert. Alternately, you can type the special text
variable enclosed in curly braces directly. In addition to the substitutable special text fields available in the
dropdown, you can also build your own substitutable fields for the principal and/or requester based on string
values from the user or computer Active Directory record. See Table 7: Substitutable Special Text for Expir-
ation Alerts. If desired, you can format the message body using HTML. For example, you could place certi-
ficate detail information into a table by replacing this text:

DN: {dn}

CN: {cn}

UPN: {upn}

Thumbprint: {thumbprint}
Serial Number: {serial}

With this HTML code:
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<table>

<tr><td>DN:</td><td>{dn}</td></tr>
<tr><td>CN:</td><td>{cn}</td></tr>
<tr><td>UPN:</td><td>{upn}</td></tr>
<tr><td>Thumbprint:</td><td>{thumbprint}</td></tr>
<tr><td>Serial Number:</td><td>{serial}</td></tr>
</table>

8. Check the Use handler box if you would like the alert to trigger an event handler at processing time, select the
appropriate handler in the dropdown, and click the Configure button to configure the handler. See Using
Event Handlers on page 194 for more information on using event handlers.

m Note: As of version 9.0 of Keyfactor Command, PowerShell scripts for alert handlers need to be in the
extension path or a subdirectory of it specified by the Extension Handler Path application setting (see
Application Settings: Console Tab on page 549). By default this is:

C:\Program Files\Keyfactor\Keyfactor Platform\ExtensionLibrary\
For example, create a directory called Scripts under the ExtensionLibrary directory and then reference
your PowerShell script as Scripts\MyPowerShell.ps1. Any scripts referenced by PowerShell handlers
that are outside this path will fail to run.

9. In the Recipients section of the page, click Add to add a recipient to the alert. Each alert can have multiple
recipients. Recipients should be added one at a time. You can enter specific email addresses and/or use substi-
tutable special text to replace an email address variable with actual email addresses at processing time. The
built-in variable can be selected in the Recipient dialog Use a variable from the certificate dropdown. In addi-
tion, you can type a special text variable enclosed in curly braces in the Email field if you have, for example, a
metadata field that contains an email address.

Keyfactor Command sends SMS (text) messages by leveraging the email to text gateways that many major
mobile carriers provide. Check with your carrier for specific instructions. Keyfactor has tested that AT&T can
be addressed using 10-digit-number@txt.att.net (e.g. 4155551212 @txt.att.net) and Verizon can be addressed
using 10-digit-number@vtext.com (e.g. 2125551212 @vtext.com). T-Mobile can be addressed using 10-digit-
number@tmomail.net (e.g. 2065551212 @tmomail.net), but functionality can be spotty. Reliability of alerting
via this method depends on the reliability of the carrier’s gateways.

Email x

Email
{requester:-mail}

Use a varlable from the certificate request

Certificate Requester - Look up the certificate requester in Active Dire w

10. Click Save to save your expiration alert, or your changes.
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Copying an Expiration Alert

You may use the copy operation to create multiple similar alerts—for example, several alerts for the same certi-
ficate collection but with different warning timeframes.

1.

2.

In the Management Portal, browse to Alerts > Expiration.

On the Expiration Alerts page, highlight the row in the expiration alerts grid and click Copy at the top of the
grid, or from the right click menu.

The Certificate Expiration Alert Settings dialog will pop-up with the details from the selected alert. The display
name field will have "- Copy" tagged to the end of it to indicate it is a new alert. You may modify the alert as
needed and click Save to add the new alert, or Cancel to cancel the operation.

Deleting an Expiration Alert

You may delete one expiration alert at a time.

1.

2.

In the Management Portal, browse to Alerts > Expiration.

On the Expiration Alerts page, highlight the row in the Expiration Alerts grid and click Delete at the top of the
grid, or from the right click menu.

On the Confirm Operation alert, click OK to confirm or Cancel to cancel the operation.

Configuring an Expiration Alert Schedule

After adding your desired Certificate Expiration Alerts, you may configure an alert schedule.

1.

2.

In the Management Portal, browse to Alerts > Expiration.

On the Expiration Alerts page, click the Configure button at the top of the Expiration Alerts page to configure
a monitoring execution schedule. This will apply for all the expiration alerts. This defines the frequency with
which alerts are sent. This type of alert is scheduled for daily delivery at a specified time.

When alerts run, the alert engine reports on all the certificates expiring within the next X days
(e.g. 30 days) from the execution time that have not previously been reported on. This means that if the
alerts run daily and have been running daily regularly for some time, only a single day of expiring certi-
ficates will be reported on by any given alert run.
For example, say you create a new alert that has never run before for collection A and set it to 30 days.
You configure it to run daily at 5:00 am. The alert runs for the first time at 5:00 am on July 1st. All the certi-
ficates in collection A that will expire between July 1st at 12:00 am UTC and July 31 at 12:00 am UTC will
be alerted on. The next day when the alert runs again at 5:00 am on July 2nd, the certificates in collection
A expiring between July 31st at 12:00 am UTC and August 1st at 12:00 am UTC will be alerted on.

If alerts are missed for a period of time (due to an outage, for example), the next run of the alerts will
check the previous successful run date for the alerts and report on certificates expiring X days from that
outage window. For example, using the collection A alert referenced above, say an outage caused the
alerts not to run on August 1 and August 2. On August 3, the alert would run again at 5:00 am, and the
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certificates in collection A expiring between August 30th at 12:00 am UTC and September 2nd at 12:00 am
UTC would be alerted on.

Certificate Expiration Alert Schedule X

Daily v | at | 06:00 AM ©®

Testing Expiration Alerts

Once the alerts are configured, you may run a test of all, or selected, alerts to see if they are configured correctly.
1. Inthe Management Portal, browse to Alerts > Expiration.

2. On the Expiration Alerts page, either highlight one row in the expiration alert grid and click the Test button at
the top of the grid or click the Test All button at the top of the grid to test all the alerts.

3. Inthe Expiration Alert Test dialog in the Alert Parameters section, select a Start Date and End Date for
testing. You can use this option to simulate running the alerts a month from now instead of today, for
example, or put in a broad date range to be sure you pick up some expiring certificates for testing purposes.

Say you had experienced an outage and alerts that normally run daily at 5:00 pm did not
run for two days. You wanted to test to see what to expect of the alerts once the system was up and
running again. You are running your test on August 3rd for an alert that's configured to report at 30
days for collection A. The alert last ran on July 31. This means the alert has a Previous Evaluation Date
of July 31. When running your test, set the Start Date to July 31st to match the Previous Evaluation
Date. Set the End Date to the current date, August 2nd in this example, to simulate the results when
the alerts are run today. The test results will include up to 100 certificates in collection A expiring
between August 30th at 12:00 am UTC and September 1st at 12:00 am UTC.

4. Inthe Expiration Alert Test dialog in the Alert Parameters section, click the toggle button for Send Alerts if
you would like to deliver email messages as part of the test.

5. Click the Generate button to begin generating alerts. Depending on the number of certificates to process, this
may take a few seconds.

6. Inthe Expiration Alert Test dialog in the Alert Data and Alert Message sections, you can review the certificates
found to confirm that the expected certificates are appearing and that the substitutable special text is being
replaced as expected. Scroll through the alerts using the First, Previous, Next and Last buttons at the bottom
of the dialog. The number of alerts generated will display between the navigation buttons.
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Note: You may see fewer alerts than you have certificates expiring in the selected time window for
the certificate collection if you enabled one of the options to ignore duplicate certificates on the certi-
ficate collection (see Saving Search Criteria as a Collection on page 38).

Tip: Alerts are generated when a certificate has expired or is approaching expiration as defined by the
timeframe configured in the alert.

By default, a maximum of 100 alerts will be generated during a test. The maximum value is configurable
with the Expiration Alert Test Result Limit setting in Keyfactor Command application settings (see Applic-
ation Settings: Console Tab on page 549 in the Keyfactor Command Reference Guide). If more than 100
alerts are generated, no email messages will be sent and you'll have the opportunity to view the first 100
alerts generated.

If you're using an event handler, the event handler is run and the handler actions taken (PowerShell script
run, event log message written, certificates renewed) when the test is run. This is true whether or not you
click the Send Alerts toggle.

m Note: HTML does not render in the alert viewer.
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Expiration Alert Test x

[3) Alert Parameters

Start Date
1/20/2022 a
End Date
1/30/2022 a
Send Alerts
[3) Alert Data

CA: corpca0i keyexample com\CorplssuingCAT - ID: 26 -

Certificate Information CN: appsrrt keyexample.com

Certificate appsnri keyexample.com Expires in One

5
Subject Month

Recplent pkiadminsakeyexample.com

[ Alert Message

Message
Dear Gina,

The certificate In the name appsrvrl keyexample.com kssued on Thu, 07 Jan 2021 19:43:31
GMT from corpcaOikeyexample.com\CorplssuingCAd, ID: 26 using the Enterprise Web Server
{201%6) template will expire on Thu, 29 Dec 2022 00:38:23 GMT. If this certificate 1s still In use,
please consider getting a new one.

DMN: CN=appsnrl.keyexample.com

Cert Store Locations: appsiviB0 key com - fopt/app/store2 ks, ns3 key le.com -
Insconflglss]

S5L Locations:

SANs: DnsMName: appsnrlkeyexample.com

Thanks!
Your Certificate Management Tool

Refer to the following table for a complete list of the substitutable special text that can be used to customize alert
messages.

{certemail} Email Address in Email address contained in the certificate, if present
Certificate
{cn} Common Name Common name contained in the certificate
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{dn}

{certnotbefore}

{certnotafter}

{issuerDN}

{locations:certstore}

{principal:mail}

{principal:givenname}

{principal:sn}

{principal:displayname}

{requester}

{requester:mail}

{requester:givenname}

{requester:sn}

{requester:displayname}

{careqid}

{serial}

{locations:ssl}

Distinguished
Name

Issue Date
Expiration Date
Issuer DN

Certificate Store
Locations

Principal’s Email

Principal’s First

Name

Principal’s Last
Name

Principal’s
Display Name

Requester

Requester’s
Email

Requester’s First
Name

Requester’s Last
Name

Requester’s
Display Name

Issuing CA /
Request ID

Serial Number

SSL Locations

Distinguished name contained in the certificate

Validity date of the certificate
Expiration date of the certificate
Distinguished name of the certificate’s issuer

The server and path location to the certificate store(s) where the
certificate resides, if any, for certificates found in certificate stores
(e.g. serverl.keyexample.com — /opt/test/mystore.jks)

Email address retrieved from Active Directory of the user whose
UPN is contained in the SAN field of the certificate, if present

First name retrieved from Active Directory of the user whose UPN is
contained in the SAN field of the certificate, if present

Last name retrieved from Active Directory of the user whose UPN is
contained in the SAN field of the certificate, if present

Display name retrieved from Active Directory of the user whose UPN
is contained in the SAN field of the certificate, if present

The user account that requested the certificate from the CA, in the
form "DOMAIN\username"

Email address retrieved from Active Directory of the user account
that requested the certificate from the CA, if present

First name retrieved from Active Directory of the user account that
requested the certificate from the CA, if present

Last name retrieved from Active Directory of the user account that
requested the certificate from the CA, if present

Display name retrieved from Active Directory of the user account
that requested the certificate from the CA, if present

A string containing the Issuing CA name and the certificate’s Request
ID from the CA

The serial number of the certificate

The server location(s) where the certificate resides, if any, for certi-
ficates synchronized using SSL synchronization
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{san}

{template}

{templateshortname}

{thumbprint}

{upn}

{metadata: Email-Contact}

{principal:field}

{requester:field}

Subject Altern-
ative Name

Template Name

Template Short
Name

Thumbprint

User Principal
Name

Email-Contact

String Value from
AD

String Value from
AD

Subject alternative name(s) contained in the certificate

Name of the certificate template used to create the certificate

Short name (often the name with no spaces) of the certificate
template used to create the certificate

The thumbprint (hash) of the certificate

The user principal name (UPN) contained in the subject alternative
name (SAN) field of the certificate, if present (e.g. "user-
name@keyexample.com")

Example of a custom metadata field

Locates the object in Active Directory identified by the UPN in the
certificate (if present), and substitutes the contents of the attribute
named by "field". For example:

e {principal:department}
e {principal:sAMAccountName}
e {principal:manager}

e {principal:co}

m Note: This substitutable special text field is partially user
defined—you pick the field out of AD to include—and is
therefore not available in the Insert special text dropdown;
it needs to be typed manually.

Locates the object in Active Directory identified by the user or
computer account that requested the certificate from the CA, and
substitutes the contents of the attribute named by "field". For
example, for users:

¢ {requester:department}

¢ {requester:sAMAccountName}

For computers:
e {requester:operatingSystem}
¢ {requester:location}

* {requester:managedBy}

m Note: This substitutable special text field is partially user
defined—you pick the field out of AD to include—and is

KEYFACTOR

10.2 Keyfactor Command Documentation Suite 159



N T

[,_\] therefore not available in the Insert special text dropdown;
it needs to be typed manually.

2.1.6.2 Pending Certificate Request Alerts

Pending certificate request alerts are used to send email notifications to certificate administrators when a new
certificate request that requires approval based on policy on the CA is generated. The alerts can be customized to
provide detailed information about the certificate requests.

@ Important: These alerts are not used to provide email alerts or run event handlers for certificate requests
that require approval based on policies configured in Keyfactor Command workflows. Pending request noti-
fication for requests handled by Keyfactor Command workflow are configured within the workflow (see
Adding or Modifying a Workflow Definition on page 209).

Pending certificate requests are generated, for the most part, based on templates that are configured to require
manager approval at the CA level.

Corp Web Server Properties ? *
Superseded Templates Extensions Security Server
General Compatibility Request Handliing = Cryptography Attestation

Subject Name lssuance

Require the following for enrollment :

CA certficate manager approval

[] This number of authorized signatures: 0

The functionality of pending alerts for certificates requested within Keyfactor Command has been largely replaced
by the new Keyfactor Command workflow added in Keyfactor Command version 10 (see Workflow on page 204).
When alerting with Keyfactor Command workflow, templates do not need to be configured to require manager
approval. This is because the approval handling is fully controlled within Keyfactor Command. In fact, templates
generally should not be configured to require manager approval when using Keyfactor Command workflow, since
this would generally require approval both at the Keyfactor Command level and at the CA level, depending on
workflow configuration.

Pending alerts are retained for use in these scenarios:
e For customers not wishing to make use of Keyfactor Command workflow.

e For customers still in the process of migrating from CA-based workflow to Keyfactor Command workflow.

* For certificates requested outside of Keyfactor Command using templates that require manager approval.
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Note: Pending request alerts are supported only for Microsort CAs and select CA gateways. This feature is
not supported for EJBCA CAs.

Pending Request Alert Operations

Pending certificate request alerts are designed to send an email notification to certificate approvers when a certi-
ficate request is received that requires approval based on policy on the CA. Pending request alerts can also be sent
to the original certificate requesters alerting them that their certificate requests have been sent.

@ Important: These alerts are not used to provide email alerts or run event handlers for certificate requests
that require approval based on policies configured in Keyfactor Command workflows. Pending request noti-
fication for requests handled by Keyfactor Command workflow are configured within the workflow (see
Adding or Modifying a Workflow Definition on page 209).

Pending Request Alert operations include:
* Creating, editing or deleting a pending alert
¢ Configuring an alert schedule
e Copying alerts to create similar alerts for different recipients or situations

e Testing alerts

@ Tip: In order to be used for PFX enrollment, a template that requires manager approval must be
configured with private key retention to allow the private key generated for the request to be downloaded
with the certificate after the certificate request is approved (see Certificate Template Operations on
page 330).

Adding or Modifying a Pending Request Alert
1. Inthe Management Portal, browse to Alerts > Pending Request.

2. Onthe Pending Certificate Request Alerts page, click Add from the top menu to create a new alert, or Edit
from either the top or right click menu, to modify an existing one.

3. Inthe Pending Request Alert Settings dialog, select your Certificate Template (or select All Templates) in the
first dropdown.
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Pending Request Alert Settings X

Certificate Template

EnterpriseWebServer w

Display Name

Enterprise Web Server: CA Approval Required

Subject

Certificate Request for {rcn}

Message

A certificate using the {template} template was requested by
{requester:displayname} from {caregid} on {subdate} containing the following
SANs:

san

Please review this request and issue the cert as appropriate by going here: ;

Insert additional alert information | Approval Link v
Use handler
O e
ADD Total: 2
Recipients
pkiadmi Y com

{requester:-mail}

e

4. Inthe Display Name field, enter a name for the alert. This name appears in the pending request alerts grid in
the Management Portal.

5. In the Subject field, enter a subject line for the email message that will be delivered when the alert is
triggered. You can use substitutable special text in the subject line. Substitutable special text uses a variable in
the alert definition that is replaced by data from the certificate or certificate metadata at processing time. For
example, you can enter {rcn} in the alert definition and each alert generated at processing time will contain
the specific requested common name of the given certificate request instead of the variable {rcn}.

To add substitutable special text to the subject line; place your cursor where you would like the text to appear
on the subject line, select the appropriate variable from the Insert special text dropdown, and click Insert.
Alternately, type the special text variable enclosed in curly braces (e.g. {cn}).
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6. Inthe Message box, enter the body of the email message that will be delivered when the alert is triggered.
You can use the Insert special text dropdown below the message window to add substitutable special text to
the message. The metadata that appears in the dropdown will depend upon the custom metadata you have
defined (see Certificate Metadata on page 607). Place your cursor where you would like the text to appear,
select the appropriate variable from the dropdown, and click Insert. Alternately, you can type the special text
variable enclosed in curly braces directly. In addition to the substitutable special text fields available in the
dropdown, you can also build your own substitutable fields for the requester based on string values from the
user or computer Active Directory record. See Table 8: Substitutable Special Text for Pending Request Alerts.
If desired, you can format the message body using HTML. For example, you could place the certificate detail
information into a table by replacing this text:

CN: {rcn}
DN: {rdn}
SAN: {san}

With this HTML code:

<table>
<tr><td>CN:</td><td>{rcn}</td></tr>
<tr><td>DN:</td><td>{rdn}</td></tr>
<tr><td>SAN:</td><td>{san}</td></tr>
</table>

7. The Approval Link substitutable special text field is an important one to include in your alert intended for the
administrator responsible for approving or denying the certificate request. This provides a link in the email
message that the administrator can click to be taken to an approve/deny page for the certificate in the
Management Portal to either approve or deny the request. This certificate-specific approval page cannot be
directly accessed within the Management Portal (though you can approve certificate requests in the Manage-
ment Portal from the Certificate Requests page (see Certificate Requests on page 146).

8. Check the Use handler box if you would like the alert to trigger an event handler at processing time, select the
appropriate handler in the dropdown, and click the Configure button to configure the event handler. See
Using Event Handlers on page 194 for more information on using event handlers.

Note: As of version 9.0 of Keyfactor Command, PowerShell scripts for alert handlers need to be in the
extension path or a subdirectory of it specified by the Extension Handler Path application setting (see
Application Settings: Console Tab on page 549). By default this is:

C:\Program Files\Keyfactor\Keyfactor Platform\ExtensionLibrary\
For example, create a directory called Scripts under the ExtensionLibrary directory and then reference
your PowerShell script as Scripts\MyPowerShell.ps1. Any scripts referenced by PowerShell handlers
that are outside this path will fail to run.

9. In the Recipients section of the page, click Add to add a recipient to the alert. Each alert can have multiple
recipients. Recipients should be added one at a time. You can enter specific email addresses and/or use substi-
tutable special text to replace an email address variable with actual email addresses at processing time. The
built-in variable can be selected in the Recipient dialog Use a variable from the certificate request dropdown.
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In addition, you can type a special text variable enclosed in curly braces in the Email field if you have, for
example, a metadata field that contains an email address.

Keyfactor Command sends SMS (text) messages by leveraging the email to text gateways that many major
mobile carriers provide. Check with your carrier for specific instructions. Keyfactor has tested that AT&T can
be addressed using 10-digit-number@txt.att.net (e.g. 4155551212 @txt.att.net) and Verizon can be addressed
using 10-digit-number@vtext.com (e.g. 2125551212 @vtext.com). T-Mobile can be addressed using 10-digit-
number@tmomail.net (e.g. 2065551212 @tmomail.net), but functionality can be spotty. Reliability of alerting
via this method depends on the reliability of the carrier’s gateways.

Recipients X

Email

{requester:mail}

Use a variable from the certificate request

Certificate Requester - Look up the certificate requester in Active Direc v

e

10. Click Save to save your pending request alert.

Copying a Pending Request Alert

You may use the copy operation to create multiple similar alerts—for example, one to the requester of the certi-
ficate and one to the administrator(s) responsible for approving it.

1. Inthe Management Portal, browse to Alerts > Pending Request.

2. Onthe Pending Certificate Request Alerts page, highlight the row in the alerts grid and click Copy at the top of
the grid, or from the right click menu.

3. The Pending Request Alert Settings dialog will pop-up with the details from the selected alert. The display
name field will have "- Copy" tagged to the end of it to indicate it is a new alert. You may modify the alert as
needed and click Save to add the new alert, or Cancel to cancel the operation.

Deleting a Pending Request Alert
1. Inthe Management Portal, browse to Alerts > Pending Request.

2. Onthe Pending Certificate Request Alerts page, highlight the row in the alerts grid and click Delete at the top
of the grid, or from the right click menu.

3. On the Confirm Operation alert, click OK to confirm or Cancel to cancel the operation.

Configuring a Pending Request Alert Schedule

After adding your desired pending request alerts, you may configure a schedule to send the alerts.
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In the Management Portal, browse to Alerts > Pending Request.

On the Pending Certificate Request Alerts page, click the Configure button at the top of the Pending Request
Alerts page to open the Pending Certificate Request Alert Schedule dialog and configure a monitoring execu-
tion schedule. This defines the frequency with which alerts are sent. You can choose to schedule the alerts
for:

Daily delivery at a specified time

An Interval of anywhere from every 1 minute to every 12 hours

Turn Off a previously configured schedule

Pending Certificate Request Alert Schedule X

Interval ~ every 1 hour ~

e

Testing Pending Request Alerts

Once the alerts are configured, you may run a test of all or selected alerts to see if they are configured correctly.

1.

2.

In the Management Portal, browse to Alerts > Pending Request.

On the Pending Certificate Request Alerts page, either highlight one row in the pending request alerts grid
and click the Test button at the top of the grid or click the Test All button at the top of the grid to test all the
alerts.

In the Pending Alert Test dialog in the Alert Parameters section, click the toggle button for Send Alerts , if you
would like to deliver email messages as part of the test.

Click the Generate button to begin generating alerts. Depending on the number of certificate requests to
process, this may take a few seconds.

In the Pending Alert Test dialog in the Alert Data and Alert Message sections, you can review the certificate
requests found to confirm that the expected requests are appearing and that the substitutable special text is
being replaced as expected. Scroll the First, Previous, Next and Last buttons at the bottom of the dialog. The
number of alerts generated will display between the navigation buttons.

@ Tip: Alerts are generated for all certificate requests that have not previously been alerted on, unless the

system has been configured to send multiple alerts per request. By default, one alert is sent to each recip-
ient for any given request. The number of alerts to send for a given request is configurable with the
Pending Alert Max Reminders setting in Keyfactor Command application settings (see Application Settings:
Console Tab on page 549). If a certificate remains in a pending state after the configured number of alerts
has been sent, no further alerts will be sent.
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By default, a maximum of 100 alerts will be generated during a test. The maximum value is configurable
with the Pending Alert Test Result Limit setting in Keyfactor Command application settings (see Application
Settings: Console Tab on page 549). If more than 100 alerts are generated, no email messages will be sent
and you'll have the opportunity to view the first 100 alerts generated.

If you're using an event handler, the event handler is run and the handler actions taken (PowerShell script
run, event log message) when the test is run. This is true whether or not you click the Send Alerts toggle.

m Note: HTML does not render in the alert viewer.

Pending Alert Test X

[3) Alert Parameters.

Send Alerts

GENERATE

[E Alert Data

CA: CorplssuingCA1 - ID: 96 - CN:

Certificate Information o
websnr(2 keyexample.com

Subject Certificate Request for websnr2 keyexample com

Reciplent phkiadminsakeyexample.com

3] Alert Message

Message
Hello,

A certificate using the Enterprise Web Server - RA template was requested by Martha Jones
from CorplssuingCA1, ID: 96 on Tue, 09 Aug 2022 19:25:14 GMT.

DN: CN: bsrr02 } com,O=Key E I
‘Inc,OU=HR L=Independence, ST=0H,C=US
SANs:D - websnr02 key le.com

Please review this request and Issue the cert as appropriate by going here:

<a href="https:/keyfactor keyexample com/KeyfactorPortal?deeplink=2213493d-Beb6-4433-
B8948-150aa0474923"=Approve/Deny-</a=

Thanks!

Your Certificate Management Tool

1or1sm LAST M

Refer to the following table for a complete list of the substitutable special text that can be used to customize alert
messages.
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Link pointing to the certificate-specific approval page in the Manage-

{apprlink}

{reqid}

{rcn}

{rdn}

{requester}

{requester:mail}

{requester:givenname}

{requester:sn}

{requester:displayname}

{careqid}

{san}

Approval Link

CMS Request Id

Requested
Common Name

Requested Distin-
guished Name

Requester

Requester’s
Email

Requester’s First
Name

Requester’s Last
Name

Requester's
Display Name

Issuing CA /
Request ID

Subject Altern-
ative Name

ment Portal where the person responsible for approving the request

can go to approve or deny the request

The request ID for the certificate as stored in the Keyfactor
Command database. This is not the same as the request ID issued by

the CA.

Common name contained in the certificate request

Distinguished name contained in the certificate request

The user account that requested the certificate from the CA, in the
form "DOMAIN\username"

Email address retrieved from Active Directory of the user account
that requested the certificate from the CA, if present

First name retrieved from Active Directory of the user account that

requested the certificate from the CA, if present

Last name retrieved from Active Directory of the user account that
requested the certificate from the CA, if present

Display name retrieved from Active Directory of the user account

that requested the certificate from the CA, if present

A string containing the Issuing CA name and the certificate’s Request
ID from the CA

Subject alternative name(s) contained in the certificate request.

There are four possible sources for the SANs that appear here:

For CSR enrollment, the original SANs included in the
CSR.

Any SANs added through the Keyfactor Command
Management Portal. For CSR enrollment, these take
the place of the SANs in the CSR if the
ATTRIBUTESUBJECTALTNAME?2 option is enabled on
the CA. See CSR Enrollment on page 121.

A SAN matching the CN added automatically during
enrollment as a result of setting the RFC 2818 compli-
ance flag in the CA configuration. See Adding or
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Modifying a CA Record on page 308. For PFX enroll-

ment, the user has the option of editing this entry at
enrollment time; entry of something is required.

* A SAN matching the CN added automatically by the
Keyfactor Command policy module on the CA if the
Keyfactor Command RFC 2818 Policy Handler is
enabled, if one was not included in the CSR or added
manually. See Installing the Keyfactor CA Policy

Module Handlers on page 2313 in the Keyfactor

Command Server Installation Guide.

{subdate} Submission Date Date the certificate request was submitted
{template} Template Name Name of the certificate template used to create the certificate
request

{templateshortname} Template Short Short name (often the name with no spaces) of the certificate
Name template used to create the certificate request

{metadata: Email-Contact} Email-Contact Example of a custom metadata field

{requester:field} String Value from Locates the object in Active Directory identified by the user or
AD computer account that requested the certificate from the CA, and

substitutes the contents of the attribute named by "field". For
example, for users:

e {requester:department}

¢ {requester:sAMAccountName}

For computers:
¢ {requester:operatingSystem}
¢ {requester:location}

* {requester:managedBy}

m Note: This substitutable special text field is partially user
defined—you pick the field out of AD to include—and is
therefore not available in the Insert special text dropdown;
it needs to be typed manually.

2.1.6.3 Issued Certificate Request Alerts

Issued certificate request alerts are used to send email notifications to certificate requesters, or other relevant
parties, when a new certificate is issued through any CA that syncs to Keyfactor Command. The alerts can be
customized to provide detailed information about the certificates.
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Note: Because Issued Certificate Request Alerts are sent for any CAs synced to Keyfactor Command, it is
recommended that any CAs are synced first and then the Issued Certificate Request Alerts set up afterward
to avoid a lot of unnecessary emails, upon syncing.

Issued Request Alert Operations

An issued certificate request alert is designed to send an email notification to a certificate requester when a certi-

ficate request he or she made using a certificate template that required manager approval is approved.

Issued Request Alert operations include: creating, editing or deleting an issued request alerts, configuring an alert

schedule, and copying alerts to create similar alerts for different recipients or collections.

The issued alert handler runs immediately when an enrollment is approved within the Keyfactor Command plat-

form and also runs via a schedule to pick up any approvals done outside of Keyfactor Command.

Adding or Modifying an Issued Request Alert

1. Inthe Management Portal, browse to Alerts > Issued Request.

2. Onthe Issued Certificate Request Alerts page, click Add from the top menu to create a new alert, or Edit

,from either the top or right click menu, to modify an existing one.

3. Inthe Issued Certificate Alert Settings dialog, select your Certificate Template (or select All Templates) in the

first dropdown.

Issued Certificate Alert Settings x

Certificate Template

Display Name

Subject

Message

Use handler

Recipients

Enterprise Web Server -

Webserver Issued Cert

Certificate Issued for {cn)

Hello [requester),
The certiicate you requested in the name [cn) was successfully issued.
You can download it here:

{dnldlink)
Serial Number: [serial}

Thumbprint: {thumbprint]
SANs: [san}

App Owner: [metadata:AppOwnerEmailAddress) P
Insert special text| Email address In certificate M
[} v
[requester:mail) m
[principak:mail}
[certemail) o
DELETE
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4. Inthe Display Name field, enter a name for the alert. This name appears in the list of issued certificate alerts
in the Management Portal.

5. Inthe Subject field, enter a subject line for the email message that will be delivered when the alert is
triggered. You can use substitutable special text in the subject line. Substitutable special text uses a variable in
the alert definition that is replaced by data from the certificate or certificate metadata at processing time. For
example, you can enter {cn} in the alert definition and each alert generated will contain the specific common
name of the given certificate instead of the variable {cn}.

To add substitutable special text to the subject line; place your cursor where you would like the text to appear
on the subject line, select the appropriate variable from the Insert special text dropdown, and click Insert.
Alternately, type the special text variable enclosed in curly braces (e.g. {cn}).

6. Inthe Message box, enter the body of the email message that will be delivered when the alert is triggered.
You can use the Insert special text dropdown below the message window to add substitutable special text to
the message. The metadata that appears in the dropdown will depend upon the custom metadata you have
defined (see Certificate Metadata on page 607). Place your cursor where you would like the text to appear,
select the appropriate variable from the dropdown, and click Insert. Alternately, you can type the special text
variable enclosed in curly braces directly. In addition to the substitutable special text fields available in the
dropdown, you can also build your own substitutable fields for the requester based on string values from the
user or computer Active Directory record. See Substitutable Special Text for Issued Certificate Alerts on
page 173. If desired, you can format the message body using HTML. For example, you could place the certi-
ficate detail information into a table by replacing this text:

Serial Number: {serial}

Thumbprint: {thumbprint}

SANs: {san}

App Owner: {metadata:AppOwnerFirstName} {metadata:AppOwnerLastName}

With this HTML code:

<table>

<tr><td>Serial Number: </td><td>{serial}</td></tr>

<tr><td>Thumbprint: </td><td>{thumbprint}</td></tr>

<tr><td>SANs: </td><td>{san}</td></tr>

<tr><td>App Owner: </td><td>{metadata:AppOwnerFirstName} {metadata:Ap-
pOwnerLastName}</td></tr>

</table>

7. The Download Link substitutable special text field is an important one to include in your alert intended for
the requester of the certificate or the person responsible for installing the certificate. This provides a link in
the email message that the user can click to be taken to the Keyfactor Command Management Portal to down-
load the certificate.

Tip: If the users who will receive the issued alerts do not have global Read permissions for
Certificates, they will not be able to use the built-in download link. To resolve this, you can build a
custom download link as follows:
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@ a. If you do not already have a My Certificates collection, create one using the %ME% special value

with a search string of:
NetBIOSRequester -eq "%ME%"

b. Inthe Management Portal, browse to the My Certificates collection page and look in the
browser's address bar at the end of the URL for the number that has been assigned to the collec-

tion. For example, the following URL points to collection 9:
https://keyfactor.keyexample.com/KeyfactorPortal/CertificateCollection/Edit?

cid=9

c. Grant the users who will receive the issued alerts Read permissions on the My Certificates collec-
tion (see Certificate Permissions on page 583).

d. Inthe message body of the issued alert, create a link that looks like the following, where
keyfactor.keyexample.com is the name of your Keyfactor Command server and ID is the correct
collection ID for your My Certificates collection (e.g. 9):

<a

href="https://

keyfactor.keyexample.com
/KeyfactorPortal/CertificateCollection/Edit?cid=ID&query=Thumbprint+-eq+%22
{thumbprint}%22">Download Now</a>

8. Check the Use handler box if you would like the alert to trigger an event handler at processing time, select the
appropriate handler in the dropdown, and click the Configure button to configure the event handler. See
Using Event Handlers on page 194 for more information on using event handlers.

Note: As of version 9.0 of Keyfactor Command, PowerShell scripts for alert handlers need to be in the
extension path or a subdirectory of it specified by the Extension Handler Path application setting (see
Application Settings: Console Tab on page 549). By default this is:

C:\Program Files\Keyfactor\Keyfactor Platform\ExtensionLibrary\
For example, create a directory called Scripts under the ExtensionLibrary directory and then reference
your PowerShell script as Scripts\MyPowerShell.ps1. Any scripts referenced by PowerShell handlers
that are outside this path will fail to run.

9. In the Recipients section of the page, click Add to add a recipient to the alert. Each alert can have multiple
recipients. Recipients should be added one at a time. You can enter specific email addresses and/or use substi-
tutable special text to replace an email address variable with actual email addresses at processing time. There
are three built-in variables that can be selected in the Recipient dialog Use a variable from the certificate
request dropdown. In addition, you can type a special text variable enclosed in curly braces in the Email field
if you have, for example, a metadata field that contains an email address.

Keyfactor Command sends SMS (text) messages by leveraging the email to text gateways that many major
mobile carriers provide. Check with your carrier for specific instructions. Keyfactor has tested that AT&T can
be addressed using 10-digit-number@txt.att.net (e.g. 4155551212 @txt.att.net) and Verizon can be addressed
using 10-digit-number@vtext.com (e.g. 2125551212 @vtext.com). T-Mobile can be addressed using 10-digit-
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number@tmomail.net (e.g. 2065551212 @tmomail.net), but functionality can be spotty. Reliability of alerting
via this method depends on the reliability of the carrier’s gateways.

Recipient X
Email {certemail}
Use a variable from the certificate request = Certificate Email - Use email address in cert if present

Certificate Requester - Look up the certificate requester in Active Directory
Certificate Principal - Lock up certificate principal in Active Directory
Certificate Email - Use email address in cert if present

10. Click Save to save your issued certificate alert.

Copying an Issued Request Alert

You may use the copy operation to create multiple similar alerts—for example, one to the requester of the certi-
ficate and another with a different message to the person responsible for installing it.

1. Inthe Management Portal, browse to Alerts > Issued Request.

2. Onthe Issued Certificate Request Alerts page, highlight the row in the alerts grid and click Copy at the top of
the grid, or from the right click menu.

3. The Issued Certificate Alert Settings dialog will pop-up with the details from the selected alert. The display
name field will have "- Copy" tagged to the end of it to o indicate it is a new alert. You may modify the alert as
needed and click Save to add the new alert, or Cancel to cancel the operation.

Deleting an Issued Request Alert

1. Inthe Management Portal, browse to Alerts > Issued Request.

2. Onthe Issued Certificate Request Alerts page, highlight the row in the alerts grid and click Delete at the top of
the grid, or from the right click menu.

3. On the Confirm Operation alert, click OK to confirm or Cancel to cancel the operation.

Configuring an Issued Request Alert Schedule
After adding your desired issued alerts, you may configure a schedule to send the alerts.
1. Inthe Management Portal, browse to Alerts > Issued Request.

2. Onthe Issued Certificate Request Alerts page, click the Configure button at the top of the Issued Certificate
Request Alerts page to configure a monitoring execution schedule. This defines the frequency with which
alerts are sent. You can choose to schedule the alerts either for daily delivery at a specified time or at inter-
vals of anywhere from every 1 minute to every 12 hours. A short interval is the most common configuration.

\/
KEYFACTOR 10.2 Keyfactor Command Documentation Suite 172



Issued Certificate Alert Schedule X

Maonitoring Execution Schedule

Daity
Interval

Refer to the following table for a complete list of the substitutable special text that can be used to customize alert
messages.

oo T re oo

{dnldlink} Download Link Link pointing to the Certificate Requests page in the Keyfactor
Command Management Portal where the certificate requester or
the person responsible for installing the certificate can go to down-
load the certificate. The certificate will be available only in a .cer/.crt
format (without the private key) unless private key retention has
been enabled on the template (see Certificate Templates on
page 329).

{certemail} Email Address in Email address contained in the certificate, if present

Certificate
{cn} Common Name Common name contained in the certificate
{dn} Distinguished Distinguished name contained in the certificate
Name

{certnotbefore} Issue Date Validity date of the certificate

{certnotafter} Expiration Date Expiration date of the certificate

{issuerDN} Issuer DN Distinguished name of the certificate’s issuer

{principal:mail}

{principal:givenname}

{principal:sn}

Principal’s Email

Principal’s First
Name

Principal’s Last

Email address retrieved from Active Directory of the user whose
UPN is contained in the SAN field of the certificate, if present

First name retrieved from Active Directory of the user whose UPN is
contained in the SAN field of the certificate, if present

Last name retrieved from Active Directory of the user whose UPN is

Name contained in the SAN field of the certificate, if present
{principal:displayname} Principal’s Display name retrieved from Active Directory of the user whose UPN
Display Name is contained in the SAN field of the certificate, if present
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{requester}

{requester:mail}

{requester:givenname}

{requester:sn}

{requester:displayname}

{careqid}

{serial}

{san}

{template}

{templateshortname}

{thumbprint}

{upn}

{metadata:Email-Contact}

{requester:field}

Requester

Requester’s
Email

Requester’s First
Name

Requester’s Last
Name

Requester’s
Display Name

Issuing CA /
Request ID

Serial Number

Subject Altern-
ative Name

Template Name

Template Short
Name

Thumbprint

User Principal
Name

Email-Contact

String Value from
AD

The user account that requested the certificate from the CA, in the
form "DOMAIN\username"

Email address retrieved from Active Directory of the user account
that requested the certificate from the CA, if present

First name retrieved from Active Directory of the user account that
requested the certificate from the CA, if present

Last name retrieved from Active Directory of the user account that
requested the certificate from the CA, if present

Display name retrieved from Active Directory of the user account
that requested the certificate from the CA, if present

A string containing the Issuing CA name and the certificate’s Request
ID from the CA

The serial number of the certificate

Subject alternative name(s) contained in the certificate

Name of the certificate template used to create the certificate

Short name (often the name with no spaces) of the certificate
template used to create the certificate request

The thumbprint (hash) of the certificate

The user principal name (UPN) contained in the subject alternative
name (SAN) field of the certificate, if present (e.g. "user-
name@keyexample.com")

Example of a custom metadata field

Locates the object in Active Directory identified by the user or
computer account that requested the certificate from the CA, and
substitutes the contents of the attribute named by "field". For
example, for users:

¢ {requester:department}

e {requester:sAMAccountName}
For computers:
¢ {requester:operatingSystem}

¢ {requester:location}
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* {requester:managedBy}

m Note: This substitutable special text field is partially user
defined—you pick the field out of AD to include—and is
therefore not available in the Insert special text dropdown;
it needs to be typed manually.

2.1.6.4 Denied Certificate Request Alerts

Denied certificate request alerts are used to send email notifications to certificate requesters or other relevant
parties when a certificate request that required approval is denied through Keyfactor Command. The alerts can be
customized to provide detailed information about the certificate requests.

@ Important: These alerts are not used to provide email alerts or run event handlers for certificate requests
that require approval based on policies configured in Keyfactor Command workflows. Denial notification
for requests handled by Keyfactor Command workflow are configured within the workflow (see Adding or
Modifying a Workflow Definition on page 209).

Unlike pending certificate request alerts that are sent on a configurable schedule, denied certificate request alerts
are sent immediately after the certificate request is denied through Keyfactor Command.

@ Tip: Click the help icon (@) next to the page title to open the embedded web copy of the Keyfactor
Command Reference Guide to this section.
You can also find the help icon at the top of the page next to the Log Out button. From here you can
choose to open either the Keyfactor Command Documentation Suite at the home page or the Keyfactor API
Endpoint Utility.

Denied Certificate Request Alert Operations

A denied certificate request alert is designed to send an email notification to a certificate requester when a certi-
ficate request he or she made using a certificate template that required manager approval is denied. It can include
a comment from the administrator who denied the request indicating why the request was denied. From the
Denied Certificate Request Alert page you can add a new alert, edit an existing one, delete an alert and copy an
existing alert to form a template for a new alert.

Adding or Modifying a Denied Certificate Request Alert
1. Inthe Management Portal, browse to Alerts > Denied Request.

2. Onthe Denied Certificate Requests Alerts page, click Add at the top of the grid to create a new alert, or click
Edit to modify an existing one (Edit is also available from the right click menu).
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3.

4.

In the Denied Certificate Request Alert Settings dialog, select your Certificate Template (or select All
Templates) in the first dropdown.

Denied Certificate Request Alert Settings x
Certificate Template Enterprise Web Server - ECC 384 W
Display Name Denied Webserver Certs
Subject Certificate Request Denied for {rcn}

Message SANs: [san)
Template: [template}

Insert special text[ Denial Comments w

Use handler O

~
[requestermail} “

Recipients ELT

DELETE

In the Display Name field, enter a name for the alert. This name appears in the list of denied certificate
request alerts in the Management Portal.

In the Subject field, enter a subject line for the email message that will be delivered when the alert is
triggered. You can use substitutable special text in the subject line. Substitutable special text uses a variable in
the alert definition that is replaced by data from the certificate or certificate metadata at processing time. For
example, you can enter {rcn} in the alert definition and each alert generated will contain the specific
requested common name of the given request instead of the variable {rcn}.

To add substitutable special text to the subject line; place your cursor where you would like the text to appear
on the subject line, select the appropriate variable from the Insert special text dropdown, and click Insert.
Alternately, type the special text variable enclosed in curly braces (e.g. {cn}).

In the Message box, enter the body of the email message that will be delivered when the alert is triggered.
You can use the Insert special text dropdown below the message window to add substitutable special text to
the message. The metadata that appears in the dropdown will depend upon the custom metadata you have
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defined (see Certificate Metadata on page 607). Place your cursor where you would like the text to appear,
select the appropriate variable from the dropdown, and click Insert. Alternately, you can type the special text
variable enclosed in curly braces directly. In addition to the substitutable special text fields available in the
dropdown, you can also build your own substitutable fields for the requester based on string values from the
user or computer Active Directory record. See Table 10: Substitutable Special Text for Denied Certificate
Request Alerts. If desired, you can format the message body using HTML.

7. The Denial Comments substitutable special text field is an important one to include in your alert intended for
the requester of the certificate. This provides the comment the administrator made at the time he or she
denied the certificate request (see Certificate Requests on page 146).

8. Check the Use handler box if you would like the alert to trigger an event handler at processing time, select the
appropriate handler in the dropdown, and click the Configure button to configure the event handler. See
Event Handler Registration on page 632 for more information on using event handlers.

Note: As of version 9.0 of Keyfactor Command, PowerShell scripts for alert handlers need to be in the
extension path or a subdirectory of it specified by the Extension Handler Path application setting (see
Application Settings: Console Tab on page 549). By default this is:

C:\Program Files\Keyfactor\Keyfactor Platform\ExtensionLibrary\
For example, create a directory called Scripts under the ExtensionLibrary directory and then reference
your PowerShell script as Scripts\MyPowerShell.ps1. Any scripts referenced by PowerShell handlers
that are outside this path will fail to run.

9. Inthe Recipients section of the page, click Add to add a recipient to the alert. Each alert can have multiple
recipients. Recipients should be added one at a time. You can enter specific email addresses and/or use substi-
tutable special text to replace an email address variable with actual email addresses at processing time. There
are three built-in variables that can be selected in the Recipient dialog Use a variable from the certificate
request dropdown. In addition, you can type a special text variable enclosed in curly braces in the Email field
if you have, for example, a metadata field that contains an email address.

Keyfactor Command sends SMS (text) messages by leveraging the email to text gateways that many major
mobile carriers provide. Check with your carrier for specific instructions. Keyfactor has tested that AT&T can
be addressed using 10-digit-number@txt.att.net (e.g. 4155551212 @txt.att.net) and Verizon can be addressed
using 10-digit-number@vtext.com (e.g. 2125551212 @vtext.com). T-Mobile can be addressed using 10-digit-
number@tmomail.net (e.g. 2065551212 @tmomail.net), but functionality can be spotty. Reliability of alerting
via this method depends on the reliability of the carrier’s gateways.
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Recipient

Email [requestermail}

Use a variable from the certificate request [# | Certificate Requester - Look up the certificate requester in A
Certificate Requester - Look up the certificate requester in Active Directory

10. Click Save to save your denied certificate request alert.

Copying a Denied Certificate Request Alert

You may use the copy operation to create multiple similar alerts—for example, one to the requester of the certi-
ficate and another with a different message to the application owner for whom it was intended.

1. Inthe Management Portal, browse to Alerts > Denied Request.

2. Onthe Denied Certificate Requests Alerts page, highlight the row in the denied certificate request alerts grid
and click Copy at the top of the grid, or from the right click menu.

3. The Denied Certificate Request Alert Settings dialog will pop-up with the details from the selected alert. The
display name field will have "- Copy" tagged to the end of it to indicate it is a new alert. You may modify the
alert as needed and click Save to add the new alert, or Cancel to cancel the operation.

Deleting a Denied Certificate Request Alert

1. Inthe Management Portal, browse to Alerts > Denied Request.

2. Onthe Denied Certificate Requests Alerts page, highlight the row in the denied certificate request alerts grid
and click Delete at the top of the grid, or from the right click menu.

3. On the Confirm Operation alert, click OK to confirm or Cancel to cancel the operation.

Refer to the following table for a complete list of the substitutable special text that can be used to customize alert
messages.

Variable Name Description
{cmnt} Denial Comments provided by the administrator responsible for approving
Comments or denying the certificate request at the time the request was
denied
{rcn} Requested Common name contained in the certificate request

Common Name
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{rdn}

{requester:mail}

{requester:givenname}

{requester:sn}

{requester:displayname}

{careqid}

{san}

{subdate}

{template}

{templateshortname}

{metadata:Email-Contact}

{requester:field}

Requested Distin-
guished Name

Requester’s
Email

Requester’s First
Name

Requester’s Last
Name

Requester's
Display Name

Issuing CA /
Request ID

Subject Altern-
ative Name

Submission Date

Template Name

Template Short
Name

Email-Contact

String Value from
AD

Distinguished name contained in the certificate request

Email address retrieved from Active Directory of the user account
that requested the certificate from the CA, if present

First name retrieved from Active Directory of the user account that
requested the certificate from the CA, if present

Last name retrieved from Active Directory of the user account that
requested the certificate from the CA, if present

Display name retrieved from Active Directory of the user account
that requested the certificate from the CA, if present

A string containing the Issuing CA name and the certificate’s Request
ID from the CA

Subject alternative name(s) contained in the certificate request

Date the certificate request was submitted

Name of the certificate template used to create the certificate
request

Short name (often the name with no spaces) of the certificate
template used to create the certificate request

Example of a custom metadata field

Locates the object in Active Directory identified by the user or
computer account that requested the certificate from the CA, and
substitutes the contents of the attribute named by "field". For
example, for users:

¢ {requester:department}

e {requester:sAMAccountName}

For computers:
e {requester:operatingSystem}
¢ {requester:location}
This substitutable special text field is partially user defined—you pick

the field out of AD to include—and is therefore not available in the
Insert special text dropdown; it needs to be typed manually.
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2.1.6.5 Key Rotation Alerts

Key rotation alerts are used to send email notifications to SSH key users and/or administrators when a key is
nearing the end of the key lifetime. The default key lifetime is 365 days, but this setting is configurable (see Applic-
ation Settings: SSH Tab on page 567). Key rotation alerts apply to both user keys (see My SSH Key on page 480) and
service account keys (see Service Account Keys on page 491) generated within Keyfactor Command.

The alerts can be customized to provide detailed information about the keys along with, for example, instructions
to users on how to enroll for a replacement key.

Key Rotation Alert Operations

Key Rotation alert operations include: creating, editing or deleting a key rotation alert, configuring an alert
schedule, copying alerts to create similar alerts for different recipients or collections, and testing alerts.

Adding or Modifying a Key Rotation Alert
1. Inthe Management Portal, browse to Alerts > Key Rotation.

2. Onthe Key Rotation Alerts page, click Add from the top menu to create a new alert, or Edit ,from either the
top or right click menu, to modify an existing one.

3. Inthe Key Rotation Alert Settings dialog, select a Timeframe for the alert by choosing the number of days,
weeks, or months to define the alert period.

Note: When the alert is stored in the database, weeks are converted to 7 days and months are
converted to 30 days.

4. Inthe Key Rotation Alert Settings dialog, enter a Display Name for the alert. This name appears in the list of
key rotation alerts in the Management Portal.
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Key Rotation Alert Settings X

Timeframe

1 Weeks hd

Display Mame

Key Rotation - 7 Days
Subject
55H Key Getling Stale - 1 week

Message

You requested an SSH key pair a year ago with the following fingerprint and username:

Fingerprint: {fingerprint}
Username: {username}

Corporation Policy requires key rotation every year. Please visit:

Insert additional alert Information | Username associated with Key | [T =y

Use handler

D v

5. Inthe Subject field, enter a subject line for the email message that will be delivered when the alert is
triggered. You can use substitutable special text in the subject line. Substitutable special text uses a variable in
the alert definition that is replaced by data from the key record at processing time. For example, you can
enter {fingerprint} in the alert definition and each alert generated at processing time will contain the specific
fingerprint of the given key instead of the variable {fingerprint}. To add substitutable special text to the
subject line, type the special text variable enclosed in curly braces (e.g. {fingerprint}).

Comment in Key w

Comment in Key

Fingerprint of Key

Key Length

Key Type

Number of Server Logons for Key
Username associated with Key

6. Inthe Message box, enter the body of the email message that will be delivered when the alert is triggered.
You can use the Insert special text dropdown below the message window to add substitutable special text to
the message. Place your cursor where you would like the text to appear, select the appropriate variable from
the dropdown, and click Insert. Alternately, you can type the special text variable enclosed in curly braces
directly. If desired, you can format the message body using HTML. For example, you could place the key detail
information into a table by replacing this text:

Fingerprint: {fingerprint}
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Username: {username}
Comment: {comment}

With this HTML code:

<table>
<tr><td>Fingerprint:</td><td>{fingerprint}</td></tr>
<tr><td>Username:</td><td>{username}</td></tr>
<tr><td>Comment:</td><td>{comment}</td></tr>
</table>

Check the Use handler box if you would like the alert to trigger an event handler at processing time, select the
appropriate handler in the dropdown, and click the Configure button to configure the event handler. See
Using Event Handlers on page 194 for more information on using event handlers.

Note: As of version 9.0 of Keyfactor Command, PowerShell scripts for alert handlers need to be in the
extension path or a subdirectory of it specified by the Extension Handler Path application setting (see
Application Settings: Console Tab on page 549). By default this is:

C:\Program Files\Keyfactor\Keyfactor Platform\ExtensionLibrary\
For example, create a directory called Scripts under the ExtensionLibrary directory and then reference
your PowerShell script as Scripts\MyPowerShell.ps1. Any scripts referenced by PowerShell handlers
that are outside this path will fail to run.

Click Save to save your key rotation alert.

Copying an existing key rotation alert:

You may use the copy operation to create multiple similar alerts—for example, one for a warning a month in
advance of the stale date of keys and another shortly before the keys become stale.

1.

2.

In the Management Portal, browse to Alerts > Key Rotation.

On the Key Rotation Alerts page, highlight the row in the alerts grid and click Copy at the top of the grid, or
from the right click menu.

The Key Rotation Alert Settings dialog will pop-up with the details from the selected alert. The display name
field will have "- Copy" tagged to the end of it to indicate it is a new alert. You may modify the alert as needed
and click Save to add the new alert, or Cancel to cancel the operation.

Deleting a Key Rotation Alert

1.

2.

In the Management Portal, browse to Alerts > Key Rotation.

On the Key Rotation Alerts page, highlight the row in the alerts grid and click Delete at the top of the grid, or
from the right click menu.

On the Confirm Operation alert, click OK to confirm or Cancel to cancel the operation.
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Configuring a Key Rotation Alert Schedule

After adding your desired key rotation alerts, you may configure a schedule to send the alerts.

1.

2.

In the Management Portal, browse to Alerts > Key Rotation.

On the Key Rotation Alerts page, click the Configure button at the top of the Key Rotation Alerts page to
configure an alert execution schedule. This defines the frequency with which key rotation alerts are sent. This
type of alert is scheduled for daily delivery at a specified time.

Key Rotation Alert Schedule X

Daily | at | 06:00 AM (©

SAVE CAMNCEL

Testing Key Rotation Alerts

Once the alerts are configured, you may run a test of all or selected alerts to see if they are configured correctly.

1.

2.

In the Management Portal, browse to Alerts > Key Rotation.

On the Key Rotation Alerts page, either highlight one row in the expiration alert grid and click the Test button
at the top of the grid or click the Test All button at the top of the grid to test all the alerts.

In the Key Rotation Alert Viewer dialog in the Alert Parameters section, select a Start Date and End Date for
testing. You can use this option to simulate running the alerts a month from now instead of today, for
example, or put in a broad date range to be sure you pick up some expiring certificates for testing purposes.

In the Key Rotation Alert Viewer dialog in the Alert Parameters section, click the toggle button for Send Alerts
if you would like to deliver email messages as part of the test.

Click the Generate button to begin generating alerts. Depending on the number of keys to process, this may
take a few seconds.

In the Key Rotation Alert Viewer dialog in the Alert Data and Alert Message sections, you can review the keys
found to confirm that the expected keys are appearing and that the substitutable special text is being
replaced as expected. Scroll through the alerts using the First, Previous, Next and Last buttons at the bottom
of the dialog. The number of alerts generated will display between the navigation buttons.

@ Tip: Alerts are generated when an SSH key is approaching or has reached its stale date as defined by the

timeframe configured in the alert and the SSH key lifetime (the Key Lifetime (days) application setting).
By default, a maximum of 100 alerts will be generated during a test. The maximum value is configurable
with the Key Rotation Alert Test Result Limit setting in Keyfactor Command application settings (see
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Application Settings: Console Tab on page 549 in the Keyfactor Command Reference Guide). If more than
100 alerts are generated, no email messages will be sent and you'll have the opportunity to view the first
100 alerts generated.

If you're using an event handler, the event handler is run and the handler actions taken (PowerShell script
run, event log message written) when the test is run. This is true whether or not you click the Send Alerts
toggle.

m Note: HTML does not render in the alert viewer.
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Key Rotation Alert Viewer x

=) Alert Parameters

Start Date
06/02/2022 8
End Date
06/30/2022 =
Send Alerts
GENERATE
=) Alert Data

Sublect  S5H Key Getling Stale - 1 week

Reclplent dawve.dunn@keyexample

(=) Alert Message

Meszage
¥ou requested 2n SSH key pair alrn.':s.[,\\_a year 200 with the following fingerornd anc semame:

WdHZ0B5a6N ThOHboRUY SGfgepfC QWG Yah HOF 3804-
“EYEXAMP_Swddunn

Corpo-ate policy requires key rotaton every year Plaase visit <a
aref="httpe:/weyfactorexample.com/KeyfactorPortaliSshMyKay™=My 555 Key Fortal<ie> to request 2 mew user key
oair or the <a hraf="httos/<eyfactorexample.comiKeyactorPordal SshSendcefccountkeys"-Senice Account Key
Sortal<fa> to request a naw senvice accoun key pair.

Thenks!

1of1

CLOSE

\/
KEYFACTOR 10.2 Keyfactor Command Documentation Suite 185



Refer to the following table for a complete list of the substitutable special text that can be used to customize alert
messages.

T N

{comment} Comment in The user-defined descriptive comment, if any, on the key. Although entry of an
Key email address in the comment field of an SSH key is traditional, this is not a
required format. The comment may can contain any characters supported for
string fields, including spaces and most punctuation marks.

{fingerprint} Fingerprint of The fingerprint of the public key. Each SSH public key has a single cryptographic
Key fingerprint that can be used to uniquely identify the key.

{keylength} Key Length The key length for the key. The key length depends on the key type selected.
Keyfactor Command supports 256 bits for Ed25519 and ECDSA and 2048 or 4096
bits for RSA.

{keytype} Key Type A number of cryptographic algorithms can be used to generate SSH keys.

Keyfactor Command supports RSA, Ed25519, and ECDSA. RSA keys are more
universally supported, and this is the default key type when generating a new

key.
{serverlogons} Number of The number of Linux logons associated with the key, if any, granting the holder of
Server Logons the private key pair logon access on the server where the Linux logon resides.
for Key
{username} Username The username of the user or service account associated with the key. For a user,
associated the username is in the form of an Active Directory account (e.g. DOMAIN\user-
with Key name). For a service account, the username is made up of the username and

client hostname entered when the service account key was created (e.g. myap-
p@appsrvr75).

2.1.6.6 Revocation Monitoring

Certificate revocation list (CRL) and online certificate status protocol (OCSP) locations are configured in the Revoc-
ation Monitoring section of the Management Portal to allow for email notifications when CRLs are near or at expir-
ation, and for display on the Revocation Monitoring dashboard (see Dashboard: Revocation Monitoring on

page 15). When revocation notifications are sent via email, matching events are written to the Windows event log
on the Keyfactor Command server. The alert time-frame is calculated based on the date that the CRL expires,
rather than the Next Publish date. This allows for users to define their own alerts and log entries (thus determining
their own definition of 'stale' ).

CRL monitoring and notification provides information on:
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e The status of the CRL endpoint's responsiveness (e.g. is the file missing or the web site unreachable).
e Warning of upcoming expiration for a CRL.
¢ Notification of expired CRLs.

OCSP monitoring and notification provides only information on whether or not the OCSP endpoint is responsive.
Expiration is not relevant for OSCP.

Tip: Click the help icon (@) next to the page title to open the embedded web copy of the Keyfactor
Command Reference Guide to this section.

You can also find the help icon at the top of the page next to the Log Out button. From here you can
choose to open either the Keyfactor Command Documentation Suite at the home page or the Keyfactor AP/

Endpoint Utility.

Revocation Monitoring Location Operations

From the Revocation Monitoring page on the Keyfactor Command Management Portal you can view and edit
existing location endpoints, add new locations, delete an endpoint, test revocation monitoring location alert email
notifications, and monitor location endpoint responsiveness.

Adding or Modifying a Revocation Monitoring Location

1. In the Management Portal, browse to Alerts > Revocation Monitoring.

Revocation Monitoring @

Configure Revocation Monitoring to send alerts when CRLs are stale, expired or within a customizable period before expiration, or when CRL or OCSP endpoints are unreachable.

ADD TEST ALL Total: 2 | REFRESH
Display Name Endpoint Type Location Schedule Email Reminder (... Show on Dashbo... CA Info (OCSP o...
Issuing CAT ocsp htip://corpcadt.keyexample.com/ocsp Every 120 minutes Yes CN=CorplssuingCAl...
Issuing One CRL httpwww.keyexample.com/Corplssuingl.crl Daily at 9:00 AM Yes (15 Days) Yes (2)

2. On the Revocation Monitoring page, click Add to create a new monitoring location, or Edit to modify an
existing one, and then populate the Revocation Endpoint Settings dialog appropriately for the type of revoc-
ation endpoint using the information below:

For a CRL location:

a. Inthe Revocation Endpoint Settings dialog, type a Display Name for the CRL location. This name appears
on the Revocation Monitoring grid and on the Management Portal dashboard.

b. Select CRL in the Endpoint Type dropdown.

c. Inthe Location field, type a URL for the CRL location. This can be either an HTTP location or an LDAP loca-
tion. Be sure to monitor the CRL locations that are in use by applications in your environment—if you're
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monitoring LDAP locations but applications are using an HTTP location, you're not going to receive any
warning if a CRL fails to publish to the HTTP location.

d. Inthe Email Reminder section of the page, check the Warn box and set the number of days ahead of
expiration that email reminders should begin to be sent.

e. Inthe Show on Dashboard section of the page, check the Warn box and set the number of weeks, days
or hours ahead of expiration for warning flags to begin appearing on the Management Portal dashboard
(see Dashboard: Revocation Monitoring on page 15).

f. In the Monitoring Execution Schedule section of the page, configure a monitoring execution schedule.
This defines the frequency with which locations are checked and alerts sent. You can choose to schedule
the alert for this location either for daily delivery at a specified time or at intervals of anywhere from
every 1 minute to every 12 hours. A daily schedule is the most common configuration. Schedules are
configured separately for each endpoint.

g. Inthe Recipients section of the page, add email addresses of the users and/or groups who should receive
email notifications when CRLs are approaching expiration or are unreachable. Recipient lists are
configured separately for each endpoint.

Keyfactor Command sends SMS (text) messages by leveraging the email to text gateways that many
major mobile carriers provide. Check with your carrier for specific instructions. Keyfactor has tested that
AT&T can be addressed using 10-digit-number@txt.att.net (e.g. 4155551212 @txt.att.net) and Verizon
can be addressed using 10-digit-number@vtext.com (e.g. 2125551212 @vtext.com). T-Mobile can be
addressed using 10-digit-number@tmomail.net (e.g. 2065551212 @tmomail.net), but functionality can
be spotty. Reliability of alerting via this method depends on the reliability of the carrier's gateways.
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Revocation Endpoint Settings

Display Name

Issuing One

Endpoint Type
CRL

Location
hitpVwww/ikeyvexample.com/Corplssuingl.crl

Emall Reminder (CRL only)

= Wam | 15 days before expiration

Show on Dashboard

= wam |2 Weeks % | before expiration
Monltoring Executlon Schedule

Daily ~ at 05:00 AM O

Reciplents

ADD

CDPRecipients

pkladminsakeyexample.com

Total: 1

CAMCEL
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For an OCSP location:

a. Inthe Revocation Endpoint Settings dialog, type a Display Name for the OCSP location. This name
appears on the Revocation Monitoring grid and on the Management Portal dashboard.

b. Select OCSP in the Endpoint Type dropdown.
c. Keyfactor Command offers two options to retrieve endpoint information for OCSP:

e Resolve it based on a certificate authority defined in Keyfactor Command (see Adding or Modi-
fying a CA Record on page 308). This option is only available for Microsoft CAs in the forest in
which Keyfactor Command is installed or EJBCA CAs installed on the same network as the
Keyfactor Command server. When you use this option, a request is sent for information from the
Keyfactor Command server to the CA. For Microsoft CAs, this a DCOM request. For EJBCA CAs, this
is a REST request.

¢ Import it from a certificate issued by the certificate authority to be monitored. This can be any
certificate issued by the CA and containing the OCSP information. The certificate needs to be a
base-64 encoded PEM file (.cer/.crt).

In the CA Info field, select the CMS radio button to automatically retrieve the CA certificate information
from Keyfactor Command or select the File radio button to upload a file with the CA certificate inform-
ation.

e If you select CMS, pick the desired CA from the CA dropdown and then click the Resolve button to
retrieve the certificate authority information.

¢ If you select File, click the Upload button, browse to locate the file containing a certificate issued
by the desired CA and open it.

With either method of retrieving the information, you should see the full certificate authority
name and authority key ID populate below the CA dropdown. The serial number field will popu-
late for uploaded files.

d. Inthe Location section of the page, enter the full URL to the OCSP responder servicing this certificate
authority's CRL.

e. Inthe Show on Dashboard section of the page, check the box to include this OCSP location on the
Management Portal dashboard (see Dashboard: Revocation Monitoring on page 15).

f. In the Monitoring Execution Schedule section of the page, configure a monitoring execution schedule.
This defines the frequency with which locations are checked and alerts sent. You can choose to schedule
the alert for this location either for daily delivery at a specified time or at intervals of anywhere from
every 1 minute to every 12 hours. A daily schedule is the most common configuration. Schedules are
configured separately for each endpoint.

g. Inthe Recipients section of the page, add email addresses of the users and/or groups who should receive
email notifications when OCSP endpoints are unreachable. Recipient lists are configured separately for
each endpoint.
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Keyfactor Command sends SMS (text) messages by leveraging the email to text gateways that many
major mobile carriers provide. Check with your carrier for specific instructions. Keyfactor has tested that
AT&T can be addressed using 10-digit-number@txt.att.net (e.g. 4155551212 @txt.att.net) and Verizon
can be addressed using 10-digit-number@vtext.com (e.g. 2125551212 @vtext.com). T-Mobile can be
addressed using 10-digit-number@tmomail.net (e.g. 2065551212 @tmomail.net), but functionality can
be spotty. Reliability of alerting via this method depends on the reliability of the carrier's gateways.
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Revocation Endpoint Settings X

Display Mame
Is=uingCAT

Endpoint Type

OCsP W

CA Info (OCSP only)
iwCcMs CiFle

CorplssuingCAl w [=T=TyTiY =
BAuthority Name:CN=CorplssulngCAl, DC=keyexample, DC=com

Authority Key ID:AAZ213F3COASEIBOE203TEGA 2D4CDDIIAESRI0DS
Sernal Number:

Location

http:/fcorpcadlkeyexample.comiocsp

Show on Dashboard

=

Monttonng Execution Schedule

Imterval »| every | 2 hours e

Reciplents

ADD Total: 1

CDPRecipients

pkladminsikeyexample.com

SAVE CAMNCEL
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3.

Click Save to save the endpoint location, or the changes. Click Cancel to cancel.

Deleting a Revocation Monitoring Location

1.

2.

In the Management Portal, browse to Alerts > Revocation Monitoring.

On the Revocation Monitoring page, highlight the row in the grid and click Delete at the top of the grid, or
from the right click menu.

On the Confirm Operation alert, click OK to confirm or Cancel to cancel the operation.

Testing Revocation Alerts

1.

2.

In the Management Portal, browse to Alerts > Revocation Monitoring.

On the Revocation Monitoring page, click the Test All button at the top of the grid, or select a specific location
from the grid and click Test from the top of the grid or the right click menu.

In the Revocation Monitoring Test dialog in the Alert Parameters section, select an End Date for testing. You
can use this option to simulate running the alerts a month from now instead of today, for example, or putin a
date far in the future to be sure you pick up some expiring CRLs for testing purposes.

In the Revocation Monitoring Test dialog in the Alert Parameters section, click the toggle button for Send
Alerts if you would like to deliver email messages as part of the test.

Click the Generate button to begin generating alerts. Depending on the number of endpoints to process, this
may take a few seconds.

In the Revocation Monitoring Test dialog in the Alert Data and Alert Message sections, you can review the
alerts to confirm that the expected CRLs and OCSP endpoints are appearing. Scroll through the alerts using
the First, Previous, Next and Last buttons at the bottom of the dialog. The number of alerts generated will
display between the navigation buttons.

Tip: Alerts are generated when a CRL is expired or in the warning period as defined by the number of days
configured in the Email Reminder setting. For example, if you had a CRL that expired on June 30 and
configured the email reminder period to 15 days before expiration, the warning status would begin for
that CRL on June 15 and CRL alerts would be generated. A warning will also appear for any CRL or OCSP
locations that produced an error or couldn’t be resolved.

When alerts are tested or sent on a schedule, corresponding message are also written to the system event
log on the server where the Keyfactor Command service runs. For testing, this is true whether or not you
click the Send Alerts toggle. Information is logged to the event log for both locations that are in a good
state (e.g. CRL resolves and is not in a warning or expired state or response from OCSP) and locations that
are in an error state (e.g. CRL resolves but is in the warning period or expired, CRL is expired, CRL or

OCSP location does not resolve).

For specific Windows event ID information, see Keyfactor Command Windows Event IDs on page 675.
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Revocation Monitoring Viewer X

EXFIRED CRL found at location: http/iwww keyexample.com/Corplssuing1.crl
Creation Date: 6/18/2020 2:56 AM
Expiration Date: 8/9/2020 3:16 AM

CRL found at location: hitpz/fwww_ keyexample.com/Corplssuing2.crl will expire in 12 days
Creation Date: 8/20/2020 3:55 AM

Next Publish Date: 9/17/2020 4:05 AM

Expiration Date: 10/1/2020 4:15 AM

CRL found at location: hitpz/f'www_ keyexample.com/Corplssuing3.crl will expire in 12 days
Creation Date: 8/24/2020 9:21 AM

Next Publish Date: 9/24/2020 9:31 AM

Expiration Date: 10/1/2020 9:41 AM

Figure 135: Test Revocation Monitoring

Application Number